


PROVIDING INTELLIGENCE 
AND SECURITY SOLUTIONS

�e OSINT System combines database access to 
the ICT Incidents and Activists Database, one 
of the most comprehensive non-governmental 
resources on terrorist incidents in the world, with a 
full resource of analytical tools. Based on integrated 
information accumulated since 1975, the database 
holds over 31,000 incidents, including successful 
terror attacks, foiled attacks, and counter-terror 
operations, along with background and follow-up 
information for selected incidents. While not all-
inclusive, this database provides a valuable resource 
for the study of the changing methods and targets 
of terrorists around the world.

UNIQUE WEBSITE 
AND DATABASE ACCESS

Clients are provided with secure, password-
protected access to a dedicated website designed 
and customized to meet their specific needs. 

ICT’s database consists of more than:
31,000 incidents
2,500 individuals 
Background articles and/or follow-up 
information on selected individuals and 
incidents 
Summary profiles of  more than 170 terrorist 
organizations
Connections between individuals and other 
individuals, individuals and articles, individuals 
and organizations, plus meetings and 
chronologies for selected individuals

All of this background material is interlinked 
to provide the user with an interactive system 
for retrieving data in an intuitive manner, 
and organized horizontally with background 
information linked to relevant entities at a number 
of levels. Individuals are linked to incidents, to 
organizations and front groups, and to one another. 
�e same is true of all entities in the database. 

•
•
•

•

•

At any point, the user can choose to follow links 
to information on organizations, individuals, or 
terrorist threats. �e database is updated on a 
regular basis, including continual follow-ups to 
older entries as further information becomes 
available.

Terrorist Organizations
Terrorist organizations in the database include 
international organizations, regional insurgent 
groups, and ad hoc organizations. 

Individuals
�e database contains personal information on 
prominent individuals connected to terrorism, 
based on international media reports. Information 
includes aliases, date of birth, country of origin, 
religion, current whereabouts, current status, etc. 

Incidents
�e user can also search for terrorist incidents. 
Incidents are categorized by type of incident—terror 
attack, guerilla attack, counter-terror operation, or 
intelligence operation. �e user can also search by 
organization, modus operandi, type of target, date, 
location and number of casualties. Finally, the user 
can search incidents’ descriptive text for any text 
string.

Analytical Tools and Background Reports
Background reports provide an in-depth overview 
of topics of concerns, such as suicide terrorism, 
WMD terrorism, maritime and aviation terrorism.

A DYNAMIC ANALYTIC TOOL
�e OSINT package provides clients with a dynamic 
tool tailored to specifications.  �is may include 
source monitoring, as well as input of material 
derived from the monitored sources – all according 
to clients’ preferences. �e package may also include 
individually prepared interim assessments and 
periodic reports – in keeping with the dynamic 
service characteristic of CTS’s comprehensive and 
customized approach.  



Providing Intelligence and Security Solutions

OSINT
Open Sources Intelligence Services
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Introduction

The Institute for Counter-Terrorism is among the leading academic institutes for

counter-terrorism in the world. Founded in 1996, ICT has rapidly evolved into a

highly esteemed global hub for counter-terrorism research, policy recommendations

and education.

Security for large public and international events is fraught with its own unique

concerns. The requirements of providing public access, facilitating media coverage,

and keeping a low security profile—while still providing comprehensive security—all

present very real challenges. The goal of the OSINT System is to facilitate effective

planning and implementation of an overall security concept.

Good security is dependent upon good intelligence. Today, some 90% of the required

intelligence is available from open sources. The challenge is separating the wheat

from the chaff.

ICT provides open source intelligence solutions based on our client’s specific

needs—according to venue, region, and special concerns.

The package outlined here builds on a tried and tested framework, applied

successfully to security planning for large events in the past.  Past applications

include major international sporting events and other international public events.

Terms of reference and methodology

The OSINT System includes access to the ICT Incidents and Activists Database, one

of the most comprehensive non-governmental resources on terrorist incidents in the

world. Based on integrated information accumulated since 1975, the database holds

over 27,000 incidents, including successful terror attacks, foiled attacks, and

counter-terror operations, along with background and follow-up information for

selected incidents. While not all-inclusive, this database provides a valuable resource

for the study of the changing methods and targets of terrorists around the world.
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Dedicated Website & Database Access
The client will be provided with secure, password-protected access to a dedicated

website designed and customized to meet its specific needs. This website, which

includes full database access, serves as a one-stop source for background OSINT

intelligence, OSINT intelligence updates, and analysis tools, and can be accessed at

any time throughout the entire project life span.

The web interface is so structured that the client can easily retrieve desired

information without complicated procedures. The database includes:

 Up-to-date information on individuals, organizations, and institutions

connected with terrorism.

 Connections between entities

 User-friendly search screens and data manipulation.



4

Database

ICT’s database will consist of more than:

 27,000 incidents

 2,500 individuals

 Background articles and/or follow-up information on selected individuals

and incidents

 Summary profiles of  more than 150 terrorist organizations

 Connections between individuals and other individuals, individuals and

articles, individuals and organizations, plus meetings and chronologies

for selected individuals

The database contains information on terrorist incidents, terrorist groups,

individuals, and sponsoring entities worldwide. This data is the fruit of decades of

research into terrorism. All information in the database is gleaned from open

sources. Data on individuals is derived from media reports, terrorist websites, and

ICT research documents.

Sample Data Categories

Terrorist Incidents

 Failed Attacks

o Aborted by planners,

o Thwarted by security forces,

o Failed due to technical

problems.

 Successful Attacks

Individuals

 Leaders,

 Ideologues

Terrorist Organizations

 Profiles of Organizations,

 Profiles of Umbrella groups

 Sponsoring States & Entities

 Front groups,

 Charity organizations,

 Straw companies.

Counter-Terrorist measures

 Laws

 Policy decisions

 Police Actions

 Intelligence Operations

All of this background material is interlinked to provide the user with an interactive

system for retrieving data in an intuitive manner. The data is organized horizontally

rather than vertically, with background information linked to relevant entities at a

number of levels. Individuals are linked to incidents, to organizations and front

groups, and to one another. The same is true of the other entities in the database.
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At any point, the user can choose to follow links to information on organizations,

individuals, or terrorist threats. The database is updated on a regular basis, including

continual follow-ups to older entries as further information becomes available.

Terrorist Organizations

Terrorist organizations in the database include international organizations, regional

insurgent groups, and ad hoc organizations.

Sample Terrorist Organization Data

International Organizations

 Al-Qaida

 Abu Sayyaf

 Aum Shinrikyo

 Hamas

 Hizballah

 Jemaah Islamiya

 …

Ad Hoc organizations

 Anti-Globalizations groups

 Environmental terrorist groups

 Anarchists

 …

Regional Insurgencies

 Iraq

o Ansar al Sunna

o Al Qaida in Iraq

o …

 Chechnya

o Shamil Basayev

o  ….

Organizations

Individuals

Institutions

Incidents

Background

Reports

Information is organized horizontally
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Individuals

The database contains personal information on prominent individuals connected to

terrorism, based on international media reports. Information includes aliases, date of

birth, Country of origin, Religion, Current whereabouts, Current status, etc.

The database includes relationships between individuals, organizations, and

terrorism-sponsoring entities. The user can also flip through virtual “index cards” of

the different organizations and their members.

Incidents

The user can also search for terrorist incidents. Incidents are categorized by type of

incident—terror attack, guerilla attack, counter-terror operation, or intelligence

operation. The user can also search by organization, modus operandi, type of target,

date, location and number of casualties. Finally, the user can search incidents’

descriptive text for any text string.

The search results appear as a simple table with the basic information, along with

links to further details and background. If there have been further developments

concerning the investigation into the attack, a link will appear for follow-up

information, organized by date.
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Search and Analysis Interface

The user interface allows the user to search for individuals from more than 100

organizations, and to access background articles and/or follow-up information on

individuals. The user can go from profiles of terrorist organizations to incidents, to

connections between any entities in the database, whether individuals, organizations,

or institutions.  Links within the text fields automatically show the user where

additional information is available.

Interface elements

 Search for activists by Organization,

Command Level, Citizenship, Current

Status

 Search for Incidents by location,

date, organization, etc.

 Free Text Search

 View Individuals by Organization

Meetings between activists:

 Date

 Location

 Other activists present

 Description

Profiles of activists:

 Biographical details

 Aliases

 Primary nationality

 Personal operational level

 Organization links

 Current status

Connections between activists:

 Person

 Type of connection

 Description

Analytical Tools and Foundation Reports

Included in the package are a number of Foundation reports on different relevant

topics. These reports provide an in-depth overview of topics of concerns, such as

suicide terrorism, WMD terrorism, maritime terrorism, etc.

The final list of topics will be determined in consultation with the client. Examples of

possible topics:

Conventional Terrorism

 Suicide terrorism

 Maritime terrorism

 Aviation terrorism

 ….

Non-Conventional Terrorism

 Cyber terrorism

o Infrastructure terrorism

o Opportunistic attacks

 Chemical terrorism

 Biological terrorism

 …

Ad Hoc topics

 Local events

 Regional events

 Global events

 …
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Case Study: Large Events with Work Flow and
Timeframe for Product Delivery

Monitoring Open

Sources Intelligence

(OSINT)

Dedicated Website with

Database Access for use

by project security

teams.

ICT’s staff combines security

professionals with considerable

experience in their respective

fields with academic scholars

specializing in terrorism

research.

ICT’s database team has built

an infrastructure for analysis of

terrorism-related data that is

one of the most sophisticated in

the world.  Data includes

terrorist incidents, key

personalities involved in

international terrorism and their

connections to one another, to

terrorist organizations, and to

front groups used to fund

terrorist activities.

Online Access to Dedicated Website

Customization of existing ICT database, in order to

provide background on the following issues:

 Past terrorist activities and incidents targeting

international events and major sports

competitions.

 Terrorist organizations constituting a potential

threat.

 Modus Operandi of relevant organization.

 Public expressions by terrorist organizations

related to the Event.

 Any other form of indication concerning the

above.

Updates to the data will be derived from the following

open sources:

 Additional ICT research databases

 International databases

 Internet Websites related to terror

organizations or their supporting elements

 International Press.

 Associated research centers worldwide,

where ICT is very well connected.

This activity will commence immediately upon

contracting and will be carried out on a permanent basis

throughout the entire time frame.
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Periodic Threat

Updates

Summary of threats.

Alerts of concrete threats

on a real-time basis, as

derived from open

sources.

Building on its extensive

experience in researching

terrorism and advising decision-

makers, ICT has developed

tools designed to identify the

potential hazards faced by our

clients.

Analysis and intelligence

Threat Updates will build on ICT’s past experience and

analytical skills to provide an ongoing picture of potential

aggressors, their current motivation and operational

capabilities and any indication of their intentions to

target the Event.

Timeline

1. A first update will be available to the

client at T-13 months.

2. Periodic updates will be submitted every

two months thereafter.

3. Starting at T-3 months, an updated

report will be submitted on a monthly

basis.

4. During the last month, updates will be

submitted on a bi-weekly basis.

5. Alerts indicating concrete threats based

on open sources will be issued on a real

time basis throughout the duration of the

project.
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The timeframe for the entire project consists of approximately 14 months.

Activity Line /

Timeframe

OSINT Monitoring

Website Access

Threat Updates

T-14 months Set up

T-13 months Update Update

T-12 months Update

T-11 months Update Update

T-10 months Update

T-9 months Update Update

T-8 months Update

T-7 months Update Update

T-6 months Update

T-5 months Update Update

T-4 months Update

T-3 months Update Update

T-2 months Update Update

T-1 months Update Update bi-weekly

Last month Update Update bi-weekly




