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Foreword by the Director
The terrorist attacks of September 11, 2001 were widely considered a badly needed “wake-up call” for the Western
world – a watershed event of international terrorism that alerted the public and decision makers to the urgency of
the terrorist threat. However, despite the subsequent action taken to combat the terrorist threat post-9/11, the
world has yet to fully awaken to the most fundamental necessity of effectively defeating terrorism – international
cooperation.
Remarkably, almost nine years later, it seems that international cooperation in the fight against terrorism is as equally
defined by its consistent reliance on the “snooze” button as it is on its achievements. In fact, while decision makers
are seemingly sleeping, terrorist operatives and recruits are wide awake and taking “international cooperation” to a
whole new level – developing complex and dynamic networks that span across continents.
Given the unprecedented scope and severity of the threat of international terrorism, cooperation among counterterrorism officials, intelligence agencies, academics, practitioners, and local enforcement mechanisms – on a local,
national, and international level – is simply non-negotiable.
It is in this spirit that the Institute for Counter-Terrorism holds its international conference on an annual basis, bringing
together hundreds of experts and academics once a year in an intensive three-day conference to address the new
threats posed by international terrorism and to collaborate on creating new solutions. Conference workshops and
panels address real-world challenges posed by modern and post-modern terrorist organizations from a variety of
perspectives and disciplines.
In September 2008, over 1,000 participants from more than 60 countries made ICT’s 8th Annual Conference the
largest in its history. Some of the ideas exchanged and lessons learned at the annual conference are gathered
together in this volume, a collection of select articles from distinguished conference participants.
The international campaign against terrorism faced new challenges in 2008 and 2009. With al-Qaeda’s shift in
operational base from Afghanistan to Pakistan’s Federally Administered Tribal Areas (FATA), the al-Qaeda threat
arguably proliferated, embracing new local groups and the support of the Pakistani Taliban, as well as expanding its
network through homegrown terrorist groups aided largely by the internet and new media technologies. Al-Qaeda
linked groups were responsible for hundreds of attacks in 2008. Including the devastating effects of terrorism in Iraq,
about 11,000 terrorist attacks against non-combatants took place in 2008 around the world.
The threat of terrorism remains a serious force to be reckoned with. Collaboration between scholars and
practitioners must be embraced to effectively counter the increasingly international, networked, and dynamic nature
of the threat.

Dr. Boaz Ganor
Executive Director, International Institute for Counter-Terrorism
Deputy Dean, Lauder School of Government, Diplomacy and Strategy
The Interdisciplinary Center, Herzliya
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Radical Islam in East Africa
Dr. Angel Rabasa

Workshop: Global Jihad in Africa
East Africa has served as a sanctuary and base for Islamist terrorist operations since the early 1990s and remains a
priority area in al-Qaeda’s global strategy. In 1992 and 1993, after the overthrow of Somali dictator Mohammed Siad
Barre, al-Qaeda’s then deputy military chief, Muhammad Atef, made several trips to Somalia from al-Qaeda’s base in
Khartoum. The Harmony documents on Somalia suggest that while al-Qaeda’s primary objective in Somalia appears
to have been aimed at establishing working relations with Somali militants and training camps in the Ogaden region
of Ethiopia and in Somalia, Kenya was a more conducive setting for carrying out operations. The documents paint a
portrait of al-Qaeda cells operating freely in Kenya without concern over being monitored or detained by the
1
authorities.
From the mid-1990s, East Africa – together with Yemen, which is part of the same geopolitical region – has served as
a central theater of al-Qaeda operations. Al-Qaeda’s military chief, Ali al-Rashidi (alias Abu Ubadiah al-Banshiri),
2
drowned in Lake Victoria in May 1996 while preparing the bombings of American embassies in East Africa. Planning
for African operations continued after al-Banshiri’s death and al-Qaeda’s expulsion from Sudan in 1996. In August
1998, al-Qaeda carried out two of its most spectacular pre-9/11 terrorist attacks: the suicide bombings of the
American embassies in Nairobi, Kenya and in Dar es Salaam, Tanzania. In November 2002, al-Qaeda conducted two
nearly simultaneous attacks in Kenya: the car bombing of the Paradise Hotel and the failed surface-to-air missile
attack on an Israeli charter aircraft taking off from Mombasa airport.
East Africa’s conduciveness to the presence of Islamist extremists is the consequence of several characteristics of the
East African environment: weak governance and collapsed states, alternative power centers, the prevalence of the
informal economy, porous borders, widespread access to illegal weapons, proximity to the Arabian Peninsula, and
3
operational access to attack venues.
In assessing East Africa’s conduciveness to terrorism, a distinction must be made between Somalia, which has been in
a condition of statelessness since the fall of the Siad Barre regime in 1991, and Kenya and Tanzania, which provide a
different type of environment for terrorist networks by virtue of their relatively high degree of bureaucratization. The



This Article is based on the RAND Corporation report, Radical Islam in East Africa, MG-782-AF (January 2009), updated to
take account of recent developments in Somalia.

1

The Harmony documents on Somalia consist of several hundred pages of transcripts, all but one attributed to al-Qaeda
operatives. They were released for a report by the Combating Terrorism Center at West Point entitled Al-Qa’ida
(Mis)Adventures in the Horn of Africa (West Point, N.Y.: United States Military Academy, Harmony Project, 2006).

2

Al-Banshiri was a passenger on the Bukova-Mwanza ferry, which capsized with 480 passengers on board. Rohan
Gunaratna, Inside Al Qaeda: Global Network of Terror (New York: Columbia University Press, 2002), 26.

3

For an analysis of the conditions that produce terrorist sanctuaries in East Africa, see Angel Rabasa, Steven Boraz, Peter
Chalk, Kim Cragin, Theodore W. Karasik, Jennifer D. P. Moroney, Kevin A. O’Brien, and John E. Peters, Ungoverned
Territories: Understanding and Reducing Terrorism Risks (Santa Monica, California: RAND Corporation, MG-561-AF,
2007); Combating Terrorism Center at West Point, “The Challenges of Weak and Failed States,” in Al-Qai’da’s
(Mis)Adventures in the Horn of Africa (West Point, N.Y.: United States Military Academy, Harmony Project, 2006).
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large urban areas of Kenya and Tanzania, along with their somewhat functional infrastructures and reasonably
ordered societies, give outsiders the anonymity and resources they need to build their networks.
In contrast, in Somalia, with its dense clan-based social connections, the authorities (to the extent that they are
present) have a capacity for close surveillance of outsiders. This makes Somalia a difficult place for outsiders, unless
they have the protection of local groups. Documents from al-Qaeda operatives in Somalia in the 1990s, published in
the Harmony series, present evidence that these operatives found Somalia a relatively inhospitable and challenging
4
environment. Although outsiders may succeed in co-opting a local group, the segmentation of social groups and the
nature of social relationships would limit their capacity to extend their influence. This makes Kenya and Tanzania
more conducive to the development of terrorist networks, even if Somalia becomes a refuge for some of them.
Although al-Qaeda represents the primary terrorist threat to U.S., western, and allied interests in East Africa, it is only
one component of a much larger universe of radical Islamist groups and organizations in the region. There are
numerous local radical Islamist groups in East Africa with varying degrees of affinity for al-Qaeda’s agenda. There are
also missionary groups, many funded by Saudi charities, who actively propagate a radical Salafist interpretation of
Islam that, while not necessarily violent, functions as a gateway to terrorism.
Al-Qaeda’s strategy, in East Africa as elsewhere, has been to incorporate local militants into the global Jihad
movement. The global Jihad movement gains strength to the extent that it can co-opt local struggles. Nevertheless,
even local groups with the greatest affinity for al-Qaeda have their own parochial agendas. Therefore, it is important
to understand the nature and agenda of local Islamist groups – their relationship to transnational movements,
particularly al-Qaeda and other components of the global Jihad movement; the considerations that might lead them
to cooperate with al-Qaeda; as well as the contradictions and frictions that inevitably arise between al-Qaeda’s global
vision and the national agendas that many local groups naturally pursue.
The growth of radical Islam in East Africa in recent decades has manifested itself in the spread of Salafi and Wahhabi
ideologies, which have put pressure on traditional and Sufi practices, and in the emergence of extremist and terrorist
groups influenced by these ideologies. The development of radical Islam is due to the confluence of a number of
socio-political factors, some of which have been at work in the Muslim world at large and others that are specific to
the East African region. At the source of Islamist radicalism in East Africa is ideological infiltration from the Arab
world, particularly the spread of the Muslim Brotherhood, which in its Sudanese variety became a major vector for
the propagation of political Salafism in East Africa.
Islamic charities have played an important role in the spread of radical Islam in East Africa, especially in Somalia and
other areas where the collapse of state institutions has left these charities as the primary providers of health care,
primary and secondary education, vocational training, orphanages, and other social services, as well as, of course,
Islamic instruction. International NGOs have played a critical role in rebuilding Somali civil society institutions, but in
the process they also displaced traditional institutions. Moreover, some charities also proselytize and promote an
Arab-Islamist curriculum, engage in political activism, and advocate the establishment of Islamic states. By providing
social services, radical charities foster the acceptance of Salafi or Wahhabi ideologies by local populations and, in
some cases, legitimize, strengthen political support for, and facilitate recruitment by extremist organizations.
Two catalytic events in East Africa – the 1989 Islamist military takeover in Sudan that brought to power the National
Islamic Front (NIF) government and the collapse of the Somali state after Siad Barre’s overthrow in 1991 – opened up
political space that was exploited by radical movements and organizations.
4

Combating Terrorism Center (2006), 43.
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In Sudan, in the early 1990s, the NIF sought to implement an Islamization project centered on a re-education
campaign to spread a Salafi interpretation of Islam to an international audience and beyond the intellectual and
professional circles where it had originally taken root. For a time in the 1990s, Khartoum became the epicenter of
radical Islamist activity and terrorism in Africa. Iran’s Revolutionary Guards, Hezbollah, Hamas and the Palestinian
Islamic Jihad all were represented in Khartoum, and Osama bin Laden and several dozen “Afghan Arabs” took
residence there. This project came to an end in the second half of the 1990s when Sudan’s military ruler, General
Omar al-Bashir, turned against his erstwhile partner, NIF ideologue Hassan al-Turabi, and ousted al-Turabi and his
supporters from positions of power.
In Somalia, radical movements emerged as armed factions. Since its appearance in central Somalia in the early 1990s,
the most active extremist movement in the Horn of Africa was al-Itihaad al-Islami (AIAI), a group that, although linked
to al-Qaeda, had its own separate agenda of establishing an Islamized Greater Somalia – the lands in the Horn of
Africa inhabited by ethnic Somalis. The AIAI was severely weakened in fighting with Ethiopian forces in 1995-96, and
some leadership elements of AIAI morphed into the radical component of the Islamic Courts Union (ICU) militia that
seized Mogadishu in June 2006.
The ICU came to power in Mogadishu with the support of Hawiye clan elders and businessmen who welcomed the
Courts’ use of Islamic law to restore order in the city. The ICU’s promise to provide security was the main reason for
its popularity in the early stages of its rule. The courts removed the checkpoints, collected weapons from warlord
militias, and promoted Islam as a unifying alternative to clan loyalties. This arrangement worked for two or three
months after the ICU takeover of Mogadishu, but then began to fall apart because of tensions within the ICU between
the mainstream and radical factions.
The mainstream faction was led by ICU Chairman Sheikh Sharif Sheikh Ahmed. Sheikh Ahmed was educated in
Mogadishu, Libya and Sudan, and was associated with the Ahlu Sunna wal Jama’a, a traditional Sufi association. The
radical faction within the courts was led (with the notable exception of Shabaab militia leader Adan Hashi Ayro) by
individuals formerly associated with the AIAI. The radicals’ source of power was the Shabaab (“the youth”), a corps of
fanatical young Somalis trained and indoctrinated by the aforementioned Ayro with the assistance of foreign
5
fighters. Other militias loyal to the ICU did not have the same level of commitment; they were just clan militias paid
to enforce the courts’ writ. As their name suggests, most of the Shabaab were young men in their late teens or early
twenties who grew up in the civil war, held a rigid view of Islam, and often behaved in direct contradiction to the ICU’s
stated goals and objectives. The Shabaab also offered an alternative to the clan, drawing instead on a wide base of
6
recruits from all clans.
Within the radical faction, there were divergences in strategy between the faction’s leading figure, Hassan Dahir
Aweys, Deputy Chairman of the ICU, and his protégé, Ayro. Aweys’ goal was essentially nationalist. He wanted to re7
absorb all parts of greater Somalia into a single state ruled by Sharia law. Ayro’s goal was to link the struggle in
Somalia to the global Jihad. This view is given credence by Ayro’s links to al-Qaeda and the protection that he
extended to senior al-Qaeda figures Abu Talha al-Sudani (aka Tariq Abdullah) and Fazul Mohammed (“the Comoran”).

5

It is not clear if these were al-Qaeda trainers or just foreign militants.

6

“The Fight for Mogadishu: The Rise and Fall of the Islamic Courts,” Jamestown Foundation event, Washington, D.C.,
February 28, 2007. See also Andrew McGregor, “The Leading Factions Behind the Somali Insurgency,” Terrorism Monitor,
Vol. 5, No. 8 (Jamestown Foundation, April 2007); “‘Extremist’ Splinter Group of Somali Islamic Courts Formed,”
Somaliland Times, August 12, 2006.

7

Interview with Nairobi-based correspondent who travels frequently to Mogadishu (May 2007).
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The radicalization of the ICU and its ever stricter enforcement of Islamic law, which infringed on traditional Somali
values and customs, lost it support among the population. The ICU’s efforts to ban the use of khat, a narcotic leaf
8
commonly consumed throughout the Somali cultural zone, provoked a great deal of opposition and even riots.
Although the ICU was weakened by internal divisions and growing unpopularity due to its religious coercion, its
mishandling of relations with Ethiopia led directly to its downfall. After the ICU seized control of Mogadishu, it moved
to extend its control to the north and the south and threatened the internationally backed Transitional Federal
Government (TFG), based in Baidoa, an inland town northwest of Mogadishu.
Ethiopia’s perception of the threat that the ICU government presented to its vital interests – including the ICU’s
backing of secessionists in the Ogaden, ties to Ethiopia’s arch-enemy Eritrea, and concerns that an Islamist
government in Somalia might stimulate the radicalization of its own Muslim population – led to the decision to invade
ICU-controlled territory and install the TFG, led by former Puntland warlord Abdullahi Yusuf, in Mogadishu in January
2007. Although driven out by the Ethiopian invasion, the core of the ICU fighting force, the radical Shabaab militia,
remained intact (although Ayro was killed in a U.S. air strike on May 1, 2008).
Having been installed to power by Somalia’s traditional enemy, Ethiopia, the TFG started its rule in Mogadishu with a
significant political disadvantage. In the view of most analysts, there was a window of opportunity after the ICU fled
Mogadishu for the TFG to demonstrate its ability to provide security and prevent the re-emergence of warlordism,
but the TFG squandered this opportunity. As noted in the RAND report Radical Islam in East Africa, written in 2008,
the majority of regional officials and analysts believed that continued conflict and disorder could only be prevented if
there was a political settlement that included all of the Somali factions and led to the replacement of the Ethiopians
by an international force.
For this approach to work, TFG president Yusuf would have had to forge a government of national reconciliation with
the sectors of Mogadishu’s dominant clan, the Hawiye, which had been left out of the process. This would have
progressively reduced the popularity and strength of the Islamists. Instead, Yusuf and the Ethiopians opted for a
military solution. Predictably, this effort failed, and the Shabaab-led armed opposition to the TFG and its Ethiopia
backers grew in strength and spread from its base in the southern Somali port of Kismayo to the outskirts of
Mogadishu. The withdrawal of the Ethiopian forces from Mogadishu, Yusuf’s resignation on December 29, 2008, and
the installation of a new government headed by former ICU chairman Sheikh Ahmed on January 30, 2009, created a
whole new dynamic that remains to play itself out.
While Mogadishu and southern Somalia are the epicenters of al-Qaeda linked movements, extremist groups are also
believed to be present in other parts of the Horn of Africa and in Kenya and Tanzania. Somaliland and Puntland have
experienced low levels of terrorist activity in recent years, but their governments have weak law enforcement and
intelligence capabilities. Somaliland prides itself on its stability and the absence of extremism, but some believe that
there is a strong underground Islamist movement in Somaliland that could surface if the political situation
deteriorates. Ethiopia is 50 percent Muslim and religion is a factor in the separatist movement in the Muslim-majority
Oromo region as well as in the Ogaden.
In Kenya, radical Islamists are a minority in the Muslim population, but there are disaffected sectors of the Muslim
community that see themselves as disadvantaged by the policies of the central government in Nairobi. Although,
except for al-Qaeda cells believed to be present in Kenya, a locally rooted terrorist movement has not yet emerged,
there is concern that some parts of the Muslim population could be radicalized and turn to violence.

8

“The Fight for Mogadishu” (2007).

Regional Perspectives on the Threat of Terrorism

Global Impact of Terrorism 2008

Countering Islamist Extremism and Terrorism in East Africa
The counter-terrorism assistance programs that are now being implemented in East Africa, if sustained, could help to
lay the groundwork for a more robust regime of counter-terrorism collaboration in East Africa. Counter-terrorism
assistance alone, however, is unlikely to provide an effective long-term solution to the challenges of Islamist
extremism and terrorism in East Africa. An effective long-term solution would require attacking the conditions that
make the region hospitable to extremist and terrorist elements. A strategic approach would include the following
elements:
1.

Strengthen state institutions and civil society through programs that augment human capital, improve the
public administration and delivery of government services, professionalize (and in some cases decriminalize) military and police forces, and support the work of benign non-governmental organizations.
Consider making use of the Defense Resource Management Studies (DRMS) program, funded by the U.S.
Department of Defense, to help rationalize and strengthen regional countries’ military and internal security
structures.

2.

Taking stronger steps to promote a political settlement among Somali factions, a recommendation made in
the RAND report Radical Islam in East Africa, has been overtaken by events. The goal now should be to
work with Sheikh Ahmed and other power centers in Somalia to promote national reconciliation and
prevent the radical elements represented by the Shabaab to carve out a sphere of control and reestablish a
terrorist sanctuary in Somalia.

3.

Consider using diplomatic recognition of Somaliland as an incentive to keep Somaliland on a democratic
track and secure effective cooperation in counter-terrorism (this could require enhancing local CT
capabilities). As an interim measure, the U.S. and other members of the international community should
consider for Somaliland the status that Montenegro enjoyed prior to formal independence from SerbiaMontenegro.

4.

Assist cooperating regional governments in gaining better control of their borders, both land and maritime,
through provision of training, platforms and surveillance systems appropriate to the environment and the
regional countries’ capabilities. Strengthening border control is particularly important in the case of friendly
countries bordering southern Somalia, i.e., Ethiopia and Kenya, to prevent the movement of Somalia-based
terrorists across their borders.

5.

Deter external support of radical groups. Together with coalition partners, the U.S. needs to reassess its
policy toward Eritrea and develop points of leverage on Eritrea to dissuade the Eritrean government from
continuing to support extremists in Somalia and Ethiopia.

6.

Reduce the influence of foreign Islamist organizations. Identify and assist mainstream and Sufi Muslims in
propagating moderate interpretations of Islam and delegitimizing extremism. Given that Islamist
organizations use the provision of social services to advance their agenda, ways should be explored to
assist moderate Muslim NGOs in providing social services, therefore reducing the influence of Islamist
NGOs.

13
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Begin to remove barriers to economic growth. There is general agreement in the policy community on the
need to promote economic opportunity, especially for the young, in order to reduce the pool of potential
Jihadi recruits. However, given the magnitude of the barriers to economic growth in East Africa, it would be
more realistic to recommend a process to identify and begin to remove or lower these barriers, to the
extent feasible. The critical requirement is the establishment of a modicum of order and security and
predictability in the behavior of governments and their agents; mitigation of corruption (at least in the
delivery of international assistance); reduction of trade barriers; where appropriate, debt relief; and
promotion of entrepreneurship, with a focus on small-sized enterprises.

The overall aim should be to build sustained national resilience that is intolerant of, and effective against, terrorists
and extremists. This can only occur if hard security initiatives are linked with a broader array of policies designed to
promote political, social, and economic stability. Without such a two-track approach, there is little chance that
counter-terrorist modalities will take root.
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Links between Asian and Middle Eastern
Terrorism
Dr. Rohan Gunaratna

Workshop: Al-Qaeda and Global Jihad
Introduction
After a hiatus of half-a-decade, Asian terrorists are reviving ties to al-Qaeda, the most hunted terrorist group in
history. Although core al-Qaeda, led by Osama bin Laden, has depleted in numerical strength and operational
1
capability, al-Qaeda in Iraq, led by Yusicf al-Dardiri (alias Abu Ayyub al Masri), has emerged as the point of contact for
a dozen groups in the Middle East, Africa and Asia. While South Asian groups – notably Afghani, Pakistani and
2
Bangladeshi – have established the most extensive ties with al-Qaeda in Iraq, there is a stream of intelligence and
recent evidence indicating emerging ties between Southeast Asian groups and al-Qaeda in Iraq.
Recent arrests in Malaysia, investigations in Thailand, and intelligence from Indonesia reveal that ties between alQaeda and al Jemmah al Islamiyah [JI: The Islamic Groups], that were disrupted in 2003 were being restored as of
early 2008. Al-Qaeda’s re-linking with JI suggests an increase in the pace of transfer of ideology, finance and
technology from the Middle East to Asia. The partnership creates opportunities for fighting in Iraq, the most
dangerous combat zone in the world, and transfer of expertise and skills to Asian conflict zones such as southern
Thailand, eastern Indonesia and the southern Philippines.
Both regional and international investment in counter-terrorism initiatives resulted in the weakening of JI militarily.
What will be the exact nature of a renewed relationship? Once again, will the threat against the U.S., its allies, and its
friends escalate in Asia? Can the relationship between JI and al-Qaeda in Iraq, the most violent group in the world, be
3
disrupted?

The Context
In the past, the world’s most ruthless terrorist group, al-Qaeda, provided Asian groups with training, know-how,
funding and justification to mount mass-fatality attacks. For instance, JI attacks against Bali, J. W. Marriott, and the
Australian Embassy in Jakarta were al-Qaeda-inspired and partially or fully funded by the organization. However, the
1

Quoting Montasser el-Zayat, Egyptian defense lawyer for detainees, “Al Jazeera Airs al-Baghdadi Audiotape,” Al Jazeera,
June 20, 2006.

2

Ekram Hossain Bulbul, “200 Members of the Banned JMB in Afghanistan and Iraq, Militant Leader Mohammad Tells
Prothom Alo,” The Daily Prothom Alo, Dhaka, Bangladesh, May 7, 2008, 1; Although his claims may be exaggerated, the
first evidence of a South Asian operating in Iraq came with the arrest of Hasan Ghul, a Pakistani al-Qaeda courier
captured by the Kurdish police in Northern Iraq near the Iranian border of Kalar on January 23, 2004, carrying a 17-page
letter from Abu Musab al Zarqawi to Dr. Ayman al Zawahi, the deputy leader of al-Qaeda (Human Rights Watch, List of
“Ghost Prisoners” Possibly in CIA Custody,” and Sadiq Rahim, “The Coalition Uncovers a Document Concerning the
Assassination of al-Hakim,” Azzaman, February 10, 2004, http://www.azzaman.com/).

3

Although there are numerous threat groups in Iraq, al-Qaeda in Iraq, formed by Abu Musab Al Zarqawi, is the most
violent. Killed on June 7, 2006, Abu Musab was succeeded by Abu Ayyub al Masri, a member of al-Qaeda and a former
member of the Egyptian Islamic Jihad.
15
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operational relationship between al-Qaeda and JI was limited to 9/11 mastermind Khalid Sheikh Mohamed (alias
KSM), and his most trusted associate in Asia, Riduan bin Isomuddin (alias Hambali). With the capture of al-Qaeda
operational leader KSM in Pakistan on March 1, 2003 and JI operational leader Hambali in Thailand on August 11,
2003, the al-Qaeda-JI deadly connection ended.
The intelligence operations in Indonesia, arrests in Malaysia, and investigations in Thailand in the first half of 2008
demonstrate that JI is reviving its ties to al-Qaeda. With core al-Qaeda on the Afghan-Pakistan border cut off from the
rest of the world, JI is establishing its ties with al-Qaeda in Iraq. To many groups, the operationally strong and
financially robust al-Qaeda in Iraq is the preferred partner to the severely weakened core al-Qaeda led by Osama bin
Laden. While the numerical strength of core al-Qaeda is estimated at below 500 fighters, core al-Qaeda’s associate—
al-Qaeda in Iraq—has about 3000-4000 fighters. The role of core al-Qaeda, located in the border region of
Afghanistan and Pakistan known as the Federally Administered Tribal Area (FATA), is limited to propaganda and
training.
To compensate for the loss of core al-Qaeda’s ability to mount attacks, Osama bin Laden and his deputy Dr. Ayman al
Zawahiri invested in building relationships with likeminded groups and sharing their ideology and operational
methodology. Within the al-Qaeda family, al-Qaeda in Iraq has emerged today as the operational vanguard mounting
the most spectacular suicide attacks and shocking beheadings in Iraq. Furthermore, al-Qaeda in Iraq is operating
beyond just Iraq and the Levant, building its network into Europe, the Middle East and Asia.

Understanding the Threat
Global events such as the Soviet invasion of Afghanistan in December 1979 and the U.S. invasion of Iraq in March
2003 created epicenters for politicization and radicalization. After the U.S. invasion of Iraq, the epicenter of global
terrorism shifted from Afghanistan to Iraq. Today, Iraq is both a magnet for terrorists and a lightening rod for
extremists worldwide. Driven by the events in Iraq as reported by the international media and as publicized through
the Internet, Muslim suffering, resentment and anger has grown. Muslim sentiments have been exploited by
extremist and terrorist groups in order to recruit, raise funds and sustain a global campaign against the U.S., its allies
and friends. The extremist and terrorist threat has increased globally, including in Asia. Several existing groups have
strengthened and new groups have emerged both in South and Southeast Asia.
The impact of Iraq is both ideological and operational. At an ideological level, radicalized Asians have always admired
Middle Eastern clerics. With no radical cleric of stature in Asia, the radical ideologies of Middle Eastern clerics
dominate Asia’s extremist discourse. For instance, the writings of the most popular radical cleric in the Middle East,
4
Abu Mohamed al Maqdisi, have been translated in Indonesia, the world’s largest Muslim country. Of the 20 books by
al Maqdisi, many were translated in Indonesian prisons. A self-taught cleric, al Maqdisi, served as the mentor of Abu
Musab al Zarqawi, the founding leader of al-Qaeda in Iraq. They were in prison in Jordan from 1995 to 1999, and
thereafter al Zarqawi left for Afghanistan where he worked with al-Qaeda. The translations of al Maqdisi’s writings
are either published or privately circulated among radical circles in Indonesia. For instance, al Maqdisi’s “Saudi in the
Eyes of al-Qaeda,” translated from Arabic to Bahasa Indonesia by Oman alias Aman Abdurrahman, was published by
Aqwam in September 2005 and posted on www.aqwam.com.
Unless countered, operational links naturally follow ideological links. There has been a body of unverified reporting
that claims Indonesians and other Southeast Asians are interested in traveling to the Middle East to fight against both
Israeli occupation of Lebanon and the U.S. occupation in Iraq.
4
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Threat Development
Immediately after the U.S. invasion of Iraq, Jakarta witnessed demonstrations, some with tens of thousands of
5
participants. Several extremist groups – most notably Hezb-ut-Tehrir – used the opportunity to mobilize support
from the affected public. A group of Indonesians arrived at the door step of the Ministry of Foreign Affairs in Jakarta
demanding that their travel expenses be met for Jihad missions. They saw it as their legitimate duty; the officials
6
politely asked them to leave.
Habib Rizieq Shihab, leader of FPI, an Indonesian radical group with links to terrorism, said: “Demonstrations are no
7
longer effective – they won’t stop the American bombs. I think it’s better to fight a Jihad – a holy war in Iraq.”
Outside Shihab’s house, young men signed up for battle. “I’ve written my name here, because I want to help my
brothers in Iraq. I can’t stand to see my brothers being killed … If I have a chance to join them, I think I will take it,” he
8
added.
To protest the Israeli incursions into Lebanon, a group of Islamic Youth Movement (GPI) members calling themselves
the “Palestine Jihad Bombing Troops” held a meeting at the ASEAN Muslim Youth Secretariat in Jakarta on July 19,
2006. The spokesman, Suaib Didu, presented 12 of the 217 Jihadists he claimed had pledged to travel to Lebanon to
fight the Israelis. According to Indonesian daily Detik and the Antara news wire, they were “dressed entirely in black
and wore full face balaclavas.” Several of the 12 claimed to be Afghan veterans. Suaib explained, “They came here
today to discuss plans for their fight in Palestine.” Suaib explained that 72 of the 217 were Indonesian but that 57
were from the Philippines, 36 from Malaysia, 43 from Thailand, five from Brunei, three from Bangladesh and one
9
from Singapore. He claimed that 22 of them “had waged Jihad in Afghanistan with the Mujahideen.”

Government Reporting
While the media focused on the public pronouncements and demonstrations, both intelligence and law enforcement
investigations revealed that JI forged ties with al-Qaeda in Iraq during this period. In 2006, the Western intelligence
community reported that Malaysian and Indonesian terrorists in contact with al-Qaeda in Iraq were exploring
operations in Southeast Asia to hit Western targets. They considered, among other targets, U.S. maritime targets.
There was subsequent reporting that a JI member that traveled to Iraq had returned to Indonesia during the period of
Abu Rusdan, the successor to Abu Bakar Bashir, the Amir of JI.
One of the most effective security and intelligence services in Asia, the Malaysian Special Branch (MSB), detained two
senior leaders planning to travel to Syria, the gateway for foreign fighters into Iraq, at Bb Lodge Hotel, Kuala Lumpur
10
11
on January 31, 2008. They were Abdurrahim bin M. Thoyib (alias Hasan, alias Abu Umar, alias Abu Husna) and
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Agus Purwantoro (alias Idris, alias Abbas, alias Sofian, alias Dr Agus). The MSB seized two Indonesian passports (No. N
565068 with a picture of Abu Husna under the name of Oktoriadi Anis, and No. AF 870786 with a picture of Dr. Agus
under the name of Deddy Achmadi Machdan). MSB also seized airline tickets for a Qatar Airlines flight (Kuala Lumpur
– Doha – Damascus) in their assumed names. Before the detention period lapsed, MSB handed them over on March
12
28, 2008 to the Indonesian authorities. The profiles of these two terrorists provide unprecedented insights into JI's
organization, operations and ideology.

Latest Developments
Abu Husna was the leader of the two member JI team on its way to the Middle East. He was the head of the
Education Division of JI, one of the five divisions of JI, along with the economic, information, propaganda, and military
divisions. Born in East Java on October 9, 1959, Abu Husna was educated at Pondok Al Mukmin’s Madrasah Aliyah,
the Islamic Senior High School in Ngruki, Solo. Pondok Al Mukmin is the boarding school that produced the bulk of
Indonesia’s terrorists. Abu Husna also studied Arabic at Al-Qur’an Science Education Institution (Lembaga Pendidikan
Ilmu Al Quran: LIPIA) in Jakarta from 1982 to 1983 and taught at Pondok Al Mukmin from 1984 to 1995. Abu Husna’s
mother was a trader and his father was a cow butcher. He has five brothers and sisters and two step brothers and
sisters. Like himself, his elder brother Abdulah Ansori (alias Ibnu Thoyib alias Abu Fatih) is a cleric, JI member and the
former head of Mantiqi II, one of the four geographic divisions of JI.
Abu Husna was a founding member of JI. Even before the formation of JI, Abu Husna was a follower of Abdullah
Sungkar, the founder of JI, then living in Serting, Malaysia. After JI was established in Malaysia in 1993, Abu Husna
became JI’s first resident representative in Indonesia until he was succeeded by his brother Abu Fatih in mid-1994. As
the school principle of Pondok Al Mukmin’s Madrasah Aliyah, Abu Husna dispatched Ngruki graduates to teach and
propagate the JI ideology in Kalimantan, Sulawesi, Irianjaya, Sumatra, Ambon, West Nusa Tenggara, East Nusa
Tenggara, and Bali. While serving JI, Abu Husna opened a business selling cloth, medicine, honey, and Islamic books at
home and in Sumbawa, Medan, and Lampung.
In January 2007, the JI leadership met in Sleman to discuss, among other matters, the developments in Poso and JI
plans to enhance ties with the Middle East. The meeting was attended by Zarkashi, the JI leader; Abu Dujanah, the
Head of the Military Wing; Para Wijayanto, the head of the Training Wing; and Abu Husna, the Head of the Education
Wing. Para Wijayanto was entrusted with the task and Abu Husna was to lead a JI team. After establishing links with
Jafar al Jazairi, an Algerian facilitating travel of recruits to Iraq, Para Wijayanto and his staff worked with Abu Husna
and Dr. Agus, the Sulawesi leader of JI, to organize their travel beginning November 2007. In mid-December 2007,
Abu Husna and Patria, who facilitated travel at the JI end, met Jafar in a mosque in Tanah Abang, Central Jakarta. Jafar
proposed Abu Husna travel to Malaysia and Syria using an old passport that had been frequently used. While JI paid
for Abu Husna and Dr. Agus to travel from Indonesia to Malaysia, Jafar paid for travel from Malaysia to Syria. Abu
Husna and Dr. Agus were detained in Malaysia on January 31st. After interrogation, they were deported to Indonesia
where they remain in custody.
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Tamil Tiger Links with Islamist Terrorist Groups
Shanaka Jayasekara

Workshop: Al-Qaeda and Global Jihad in Asia
The Liberation Tigers of Tamil Eelam (LTTE) is known to be active in several informal sectors such as credit card
cloning, money laundering and human smuggling in Europe and North America. However, the LTTE (Tamil Tigers) has
emerged as a formidable force and influence within the informal arms market and, as such, has secured collaborative
arrangements with other terrorist groups. The LTTE has developed close relationships with several Islamist groups
operating in such networks in a mutually beneficial manner.

Palestinian Groups
In the early years of the Tamil militant campaign in Sri Lanka, several Tamil groups received advanced military training
from Palestinian factions in the Middle East. The first known contact was established between 1978 and 1980 among
London members of the Eelam Revolutionary Organization of Students (EROS) and Syed Hameed of the Palestine
Liberation Organization (PLO) London branch. A limited number of Tamil youth were provided weapons training in
1
PLO camps in Lebanon. One Tamil member who received training from the PLO-backed Al Fatah group in 1998
2
currently serves as the leader of a Tamil political party. In the period between 1980 and 1984, the Popular Front for
the Liberation of Palestine (PFLP), headed by George Habash, provided weapons training to several groups of PLOTE
3
members (People’s Liberation Organization of Tamil Eelam) in PFLP camps located in Lebanon and Syria. Palestinian
leaders provided the fledgling Tamil groups much of their initial international exposure and support.
International suicide terrorism expert Dr. Robert Pape, in examining the proliferation of suicide operations, describes
how early exposure to Lebanese training and tactics influenced Tamil groups’ gradual adoption of the tactic of suicide
4
terrorism in Sri Lanka.
By the mid 1980s, the Tamil Tigers had emerged as the most ruthless Tamil group operating in Sri Lanka, eliminating
all other groups active in Sri Lanka and absorbing their trained combatants. The Tamil Tigers, which had previously
received most of their training and weapons from the Indian Intelligence Services (RAW and Third Agency), found that
the experience and knowledge of Palestinian trained combatants was similar to their ruthless tactical repertoire. On
July 5, 1987, the Tamil Tigers conducted their first suicide operation. In the period between 1990 and 2000, the group
5
launched over 168 suicide attacks.
Prior to the recent conflict in Iraq, the LTTE held the record for suicide terrorism, having carried out the largest
number of suicide attacks by any terrorist group. The LTTE transformed suicide operations, which terrorists had
considered to be an esteemed tactical approach used only against high-value targets, to a production-line approach.
The formation of a standing suicide army known as the Black Tigers reflects the mass-scale, production-line approach
1
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adopted by the Tamil Tigers in making the human bomb a common, everyday weapon. The LTTE introduced the
concept of “soft target suicide operations,” effectively launching low-cost, high-visibility attacks to boost the group’s
image. This radically transformed the tactical nature of all future suicide operations on a global scale. Suicide
operations were less about the target and more so about developing the group’s profile and image. The LTTE
innovated and improved on detonation devices and concealment methods, contributing significantly to the
advancement in the technology used for suicide operations. With the beginning of the Second Intifada in Gaza and
the West Bank in September 2000, the use of mass-scale “soft target suicide operations” proliferated as part of the
tactical repertoire of terrorist groups in the Middle-East. Thereafter, from 2004, the Jama Al Tawhid wal Jihad, headed
by Sunni cleric al-Zarqawi and later affiliated with al-Qaeda, conducted the largest number of soft-target suicide
operations in Iraq.

Kurdish European Network
The LTTE maintained close relations with the Kurdish Support Group in France in the 1990s. The European network of
6
the LTTE was modeled largely upon Diaspora support networks operated by Kurdish groups. The former head of the
LTTE international office, Lawrence Thilagar, received a special invitation to speak at the inauguration of the Kurdish
Parliament in Exile (KPE) on April 12, 1995 in The Hague, Netherlands. It is reported that as a result of the close
7
contact between the LTTE and PKK, the LTTE acquired 11 Greek surface-to-air missiles from the PKK.

Afghanistan and the Taliban
Between 1998 and 2001, the Taliban regime in Afghanistan operated a major weapons procurement operation from
the Ariana Airline office in Sharjah. Much of the military hardware acquired by the Taliban through the Sharjah
network was supplied by the infamous Russian arms dealer Victor Bout, also known as the “Merchant of Death.”
Victor Bout and his business associate, Sanjivan Ruprah, have supplied weapons and training to several West African
8
rebel groups and are accused of involvement in the illicit diamond trade. Victor Bout operated an air cargo service at
the Sharjah airport known as Air Cess, which, together with Ariana Airlines, co-handled most of the military deliveries
9
between Sharjah and Afghanistan. It is estimated that the Sharjah network operated three to four flights daily
10
between Sharjah and Kandahar, transporting weapons and supplies to the Taliban. In the same time period, the
LTTE also operated a cargo company known as Otharad Cargo, just 17 km away in Dubai. The company was headed
by Daya, the younger sibling of Nithi, a Canadian member of the LTTE’s Procurement Unit (KP). It is suspected that
Otharad Cargo acquired several shipments of military hardware as part of consolidated purchase arrangements with
the Taliban’s Sharjah network. It was also the function of Otharad Cargo to service the operations of the LTTE shipping
fleet in the Gulf region. Officials of an Asian security agency believe Kumaran Pathmanadan (KP), head of the LTTE
procurement unit, traveled from Bangkok through Karachi to Kabul on May 19, 2001, where he met with Taliban
officials to discuss matters related to the Sharjah network.
Information recovered from the laptop computer of an LTTE procurement agent now in the custody of a Western
country provided detailed information on LTTE activities in Pakistan. The LTTE had registered a front company in
Karachi that had procured several shipments of weapons for the LTTE and several other Pakistani groups. One such
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shipment was intercepted by the Sri Lankan Navy as it was on route through Sri Lankan waters and was destroyed in
September 2007.
In an article in Jane’s Intelligence Review in November 2002, Brian Joyce states that the LTTE shipping fleet provided
logistics support to Harakat-al Mujahideen, a Pakistani militant group affiliated with al-Qaeda, in its transporting of a
11
consignment of weapons to the Abu Sayyaf Group (ASG) in the Philippines. The LTTE used a merchant vessel
registered by a front company in Lattakia, Syria to service most of the grey/black charters till 2002.

Eritrea and Al-Qaeda Affiliates
Since the United Nations arms embargo on Eritrea and Ethiopia, the Horn of Africa has evolved into a major hub for
the informal arms trade. As opposed to Ethiopian military support for the Transitional Government in Somalia, the
Government of Eritrea is accused of providing material support to the Islamist rebels in Somalia led by the Islamic
12
Courts Union (ICU). The Islamic Courts Union, which controls areas in Southern Somalia, is a constituent member of
the Union of Islam (Al Ittihad al Islamiya), headed by Hassan Dahir Aweys and closely affiliated with al-Qaeda. The
Bakaaraha arms market near Irtogte in South Mogadishu is considered the central distribution point for the informal
arms trade in the Horn of Africa.
A report by the UN Monitoring Group on Somalia under Security Council Resolution 1724 (2006), dated July 18, 2007,
provides explicit evidence of Eritrean involvement in the transport of weapons to Somalia. The report provides
evidence relating to the purchase of cargo aircraft by Eriko Enterprises in Asmara, an alleged front company of the
13
Eritrean government that makes regular weapons deliveries to Somalia. The same company was also referred to by
The London Times in a February 2007 article, which details alleged evidence that General Tambi of the Eritrean
Defense Forces used Eriko Enterprises to charter several Antonov and Ilyusion transport aircraft from Aerolift Aviation
14
to move large quantities of men and material to Somalia. In addition, the UN report also states that the Eritrean
government delivered a consignment of six SA-18 surface-to-air missiles to the Islamic Courts Union in Somalia.
Eritrea has emerged as a major trans-shipment point and sanctuary for key players in the informal arms trade. The
LTTE established a presence in Eritrea primarily to operate in the informal arms market. It is believed that the LTTE
maintains regular interactions with many armed groups, including groups affiliated with al-Qaeda operating in the
Eritrean network. The U.S. Senate Foreign Relations Committee report dated December 15, 2006, explicitly stated
15
that the government of Eritrea provides direct support to the LTTE. The Eritrean connection is extremely important
to the LTTE; in fact, LTTE leader Velupillai Prabakaran sent a personally signed fax to President Isaias Afewerki of
16
Eritrea on May 24, 2006, communicating directly with a head of state. President Afewerki, prior to the secession of
Eritrea from Ethiopia in 1993, led the Eritrea People’s Liberation Front (EPLF), a rebel movement fighting for the
independence of Eritrea.
The UN report also indicates that most of the weapons flights to Somalia originated from the port city of Massawa in
Eritrea. The report documents several Aerogem Aviation aircraft operated by Fab Air making regular deliveries to
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Somalia. The LTTE shipping fleet is known to have a presence in several East African ports. In fact, on May 23, 1997,
the LTTE vessel MV Limassol took delivery of a consignment of Mortars from Zimbabwe Defense Industries at the Port
18
of Beira in Mozambique. The sea access from Massawa port in Eritrea provides convenient shipping facilities for the
LTTE to transport weapons to international waters off the coast of Sri Lanka.

MILF and Abu Sayyaf in the Philippines
The LTTE has established a longstanding business relationship with Islamic groups in the Philippines. In the 1990s, an
LTTE procurement agent, Dharmakulaseelan, was responsible for transferring funds from Canada to the Philippines
19
for the procurement of specialized weapons. Dr. Rohan Gunarantna, in an article on Islamist Rebels in the
Philippines in Jane’s Intelligence in July 2001, states that the LTTE sent two combat tacticians and explosive experts to
20
the southern Philippines to train members of the Moro Islamic Liberation Front (MILF). In April 2007, Police Supt.
Rodolfo Mendoza of the Philippines Police stated that intelligence reports had alerted the Philippine authorities to
21
several Tamil Tiger members visiting Abu Sayyaf camps in southern Mindanao.

LTTE Activity in the Middle East
Unlike in Europe and North America, LTTE front organizations have not actively engaged in publicly mobilizing the
Tamil expatriate community in the Middle East. This is mainly due to the less permissive environment and lowtolerance regimes in the region. However, over the last two years, LTTE members in Qatar have engaged in regular
fundraising events. In November 2007, the LTTE cell in Qatar held a public celebration for LTTE Heroes Day in the ArRayyan area in Doha. LTTE members are also involved in violent intimidation of dissident Tamil supporters in Qatar. It
is alleged that LTTE member Sukasan brutally murdered a member of the Karuna Group in Sanya, Doha in February
22
2006. The LTTE has also established an embryonic cell to promote fundraising and shipping activity in Nicosia,
Cyprus.

Conclusion
The links between Islamist terrorist groups and the LTTE are not driven by ideological compatibility, but by the need
to influence factors of pricing and convenience in the informal arms market. In most cases, the LTTE has developed
links with Islamist groups to organize consolidated purchasing opportunities. The LTTE – with an annual budget of
$200-300 million and supported by an institutionalized procurement network, Diaspora-based technical expertise,
and a shipping fleet – is a valued partner to other terrorist groups in negotiating procurement deals. The LTTE has the
capacity to provide logistical support and facilitate training to partner entities. The organization has used its shipping
fleet and technical expertise for the delivery of weapons and transfer of competencies, most often driven by financial
motives and lucrative commercial opportunities.
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Hezbollah: Between the IDF’s Withdrawal and
the Establishment of a Lebanese Unity
Government
Dr. Eitan Azani

Workshop: Terrorism and Instability in Lebanon
Abstract
In July 2008, Fuad Seniora established the National Unity Government in Lebanon, which was comprised of 30
ministers. With eleven of these ministers belonging to the opposition headed by Hezbollah, Hasan Nasrallah earned
the right to veto government decisions. This development brought Nasrallah one step closer to his organization’s goal
of establishing an Islamic Republic in Lebanon.
An analysis of the processes in the Lebanese arena and of the power structure between various players, from the
2000 withdrawal until the establishment of the unity government, demonstrates that Hezbollah’s standing in
Lebanon has improved despite the Second Lebanon War. In addition, Nasrallah has systematically advanced along the
path of turning Lebanon into an Islamic Republic, characterized by two parallel efforts: (1) internally, within the
political system, in order to gain positions of power and influence; and (2) externally, from outside the system, by
establishing a military power.
The Lebanese government has no choice but to acquiesce to the movement’s demands, support the resistance and
its goals, and avoid carrying out U.N. Resolution 1701, which requires the country to dismantle the movement’s arms
capabilities. The balance of power falls significantly in favor of the movement, as it stands strong relative to a weak
government and a divided society of many ethnic groups, unwilling to pay the price of a confrontation with Hezbollah.
So long as there are no significant changes in the balance of power within Lebanon, Hezbollah will continue to retain
control over the Lebanese system.

Hezbollah and the Lebanese System: Common Influences from the IDF’s Withdrawal
Without any final agreement, Israel’s withdrawal from Lebanon in May 2000 created a new reality. Initially, the
primary issue facing the movement was the preservation and development of its armed capabilities – the resistance
and blocking of any attempt to disarm it. After the withdrawal however, this argument – used by Hezbollah to justify
its prior activities and in training the resistance – became passé. Nasrallah not only needed to develop new grounds to
justify an armed resistance, but also had to find a way to sell those grounds within the ethnic group and the Lebanese
system.
On the eve of withdrawal, Nasrallah made it clear that his movement would act to thwart any normal commercial ties
1
with Israel and would assist the Palestinians in their struggle to liberate Jerusalem. At the same time however, senior
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officials in the Lebanese Shi’ite sector, including Sheikh Mohammad Mahdi Shams Al-Din and Nabia Berri, called for
2
Hezbollah to disarm, just like other groups.
After withdrawal, the tensions already plaguing the movement during the early 1990s only worsened. Nasrallah’s
interest in the ultimate destruction of Israel was an unlikely prospect, while, on the other hand, the possibility of
utilizing the victory to advance the goal of transforming Lebanon into an Islamic Republic was perceived as attainable.
These competing interests and tensions, in addition to the realization that his support base for activities against Israel
had weakened, led Nasrallah to rely on his characteristic brinkmanship strategy, pushing an already dangerous
situation even further in order to achieve the most advantageous outcome. He created new arguments to justify the
existence of the resistance, downsized direct attacks against Israel, expanded indirect activities via the Palestinian
terror organizations, and defined new rules against Israel. This position garnered the support of Syrian President
Bashar Assad, who agreed that the resistance should keep its arms as long as the Arab-Israeli conflict remained
3
unresolved.

The Struggle within Lebanon to Continue the Resistance – Shebaa Farms as a Case
Study
The unilateral withdrawal without an agreement allowed Hezbollah to claim that demands for the organization to
disarm were irrelevant, since the resistance’s role had not yet ended so long as Israel still controlled Lebanese land.
Several days before the withdrawal, Hezbollah attacked the Shebaa Farms region and announced its intention to
4
continue its resistance in the region.
From this point onwards, Hezbollah, headed by Nasrallah, diligently worked to instill within the Lebanese public a
5
perceived need to liberate the Shebaa Farms region. Israel’s rejection of the Lebanese claim served as pretext for
Hezbollah to continue its resistance activities in the region after the withdrawal. The Syrians aided this effort and used
the strategy of “holding the stick from both ends.” They declared that the farms were Lebanese but refrained from
defining them as under Lebanese sovereignty. In fact, in the period between withdrawal and the Second Lebanon
War (July 2006), Hezbollah activists carried out dozens of attacks against Israel Defense Forces in the Shebaa Farms
sector.
Securing the pretext of Shebaa Farms was important to Nasrallah. He highlighted the need to liberate the area and
categorically refused any compromise proposals allowing temporary control over the Farms by international forces.
The Farms issue provided Nasrallah justification for the organization to remain armed, as it continued to protect
6
Lebanon from Israeli aggression.
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The Farms position was discussed at the National Lebanese Dialogue Forum in 2006. All participants of the forum
agreed that the Farms belonged to Lebanon and that the government should demand that the UN confirm its
7
sovereignty over the Farms.
Lebanese pressure proved effective and a UN team was sent after the Second Lebanon War to investigate the Farms
issue once again. Unlike its first investigation, which lead to the IDF’s withdrawal from Lebanon, UN team members
validated Lebanese claims and recommended reopening the debate on the matter. Israel rejected the proposal and
demanded that the Farms issue be discussed only within the framework of a final agreement. Lebanese and Syrian
8
proposals to transfer the area to the custody of the UN were also rejected.
At the Ashura Parade in Beirut in January 2007, Nasrallah called for the establishment of a united national front for
the liberation of the Shebaa Farms. He demanded that the government apply its sovereignty over all Lebanese
9
territory including the Farms. A month after, Walid Jumblatt referred to this matter, arguing that the Farms were in
Syrian territory but that a written Syrian agreement to transfer the Farms to Lebanon would help facilitate a speedy
and simple solution to the problem. As far as Hezbollah was concerned, he stressed that the movement had found a
pretext in this issue, and that even if it were resolved, Hezbollah would find another excuse to continue the
10
resistance.
In reviewing Hezbollah’s statements in the years after withdrawal, it is clear that the Shebaa Farms issue is only one of
many pretexts used by the movement to justify their choice not to disarm. Hezbollah has made it quite clear that
even if the Shebaa Farms issue were resolved, additional areas of dispute between Israel and Lebanon would
necessitate continued measures, including seven villages in Israel’s territory near Kibbutz Manara, the penetration of
Israeli aircraft into Lebanese airspace, and the release of Lebanese prisoners.
Hezbollah has succeeded in placing the Shebaa Farms issue at the center of internal and external debate regarding
11
the Lebanese system. This matter, inter alia, was on the agenda at Doha in May 2008. It was also referred to by
12
senior Syrian officials (August 2008) and by the incoming Lebanese President, who stated that he would not
13
hesitate to use any means available, including violence, in order to liberate the Farms (July 2008). Nasrallah has also
succeeded in influencing the Lebanese unity government’s guidelines, which determine the movement’s right,
alongside the Lebanese army, to completely liberate Lebanese lands, including Shebaa Farms. Its inclusion in the
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government’s guidelines virtually neutralizes any internal Lebanese attempt to demand that the movement disarm,
14
further weakening indirect pressure on the movement via the Lebanese government.

The Internal Lebanese Debate on the Disarmament of Hezbollah
The withdrawal of the IDF in May 2000 opened a new era in Lebanon and new areas of influence among the regional
players. The area under IDF control was evacuated and the South Lebanon Army (SLA), headed by General Lahad, was
dismantled. None of the necessary steps were required of Syria and Lebanon because of the unilateral withdrawal
without an agreement. Israel expected, based on UN Security Council Resolution 425 and the Taif Accord, that the
Lebanese government would enforce its sovereignty over south Lebanon and disarm Hezbollah. However, the
Lebanese government did not dispatch its army to the south, allowing Hezbollah to move into the newly created
vacuum.
Taking control of the south was relatively easy; most of the inhabitants of the area are Shi’ites and others were afraid
of the movement’s strength. Hezbollah benefited directly from the Israeli withdrawal in elections for the Lebanese
Parliament held that year. Their strength increased from 10 representatives to twelve representatives in the incoming
15
Parliament.
In June 2000, Nasrallah referred to the movement’s activities before the elections. He stressed that Hezbollah was an
Islamic movement that functioned as a national Lebanese political party. He called for national unity, support of the
resistance, and all possible efforts to free Lebanese prisoners incarcerated in Israel. In regards to the resistance’s
arms, Nasrallah anticipated that Israel and the U.S. would make an effort to disarm the movement, and he stated that
he was preparing for such a possibility. He reiterated that he would not use the resistance’s arms within the Lebanese
arena but rather for the defense of the country. The debate over disarmament, he declared, would occur only when it
16
became clear that the country no longer required the resistance’s weapons.
The debate over disarmament deteriorated toward the end of 2004, following a Security Council decision that called
for the withdrawal of foreign forces from Lebanon and the disarming of the militias. Clashing opinions within the
opposition, along with the Lebanese government’s obligation to the resistance, combined to transform the debate
into a non-issue. Those who supported disarming the movement claimed that the government was obligated to fulfill
its duty and exercise its sovereignty, basing Lebanon’s defensive strategy on its army and not on the resistance.
Lebanese columnists, who joined in the call to disarm the movement, argued that Hezbollah was adopting a SyrianIranian policy that would hurt Lebanon.
On the other hand, the Lebanese government and senior Lebanese officials rejected the demand to disarm the
movement. The government adopted Hezbollah’s stance, declaring the movement to be a “Resistance Party” and
partner in defending Lebanon. The government said that the debate should be held in cooperation with Hezbollah,
without pressure or international interference. Nabih Berri and Walid Jumblatt shared this perspective. Hezbollah
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rejected the United Nations resolution, deeming it foreign interference in Lebanon’s internal affairs and claiming it
17
would resist any attempts to disarm.
Such attempts continued both before and after the Lebanon War. Still, Hezbollah was able to take full advantage of
the political situation in order to maintain that the resistance still had a role to play. A number of factors supported
this position: namely, Syrian and Iranian support to continue the resistance, as well as the weak Lebanese political
system, which avoided dealing resolutely with the implementation of the UN decision even after Syrian withdrawal
18
(2005). As a result, the movement was not disarmed. In fact, it doubled and tripled its military capabilities compared
to the 1990s, and, with Iranian and Syrian aid, built thousands of Katyusha rockets, missiles and advanced anti-tank
missiles in Lebanon, all of which were utilized during the Second Lebanon War.
While Hezbollah’s military capabilities were significantly damaged during the Second Lebanon War, they have since
been renewed and reinforced. The Lebanese government has not made any real effort to thwart Hezbollah’s
19
procurement of weapons. In addition, in May 2008 – upon being elected – the Lebanese President called for calm
dialogue with Hezbollah and the integration of the movement into the Lebanese army as part of a national unity
20
program.
Such statements expose the true essence of the Lebanese establishment’s approach to Hezbollah. For various
reasons, the government does not truly intend to disarm the movement, instead opting to spin the issue from one
debate to another as part of a never-ending internal dialogue mixed in with bursts of violence, disagreement and
escalation.

Hezbollah and the Lebanese Political System from 2000-2008
Hezbollah’s independent activities in Lebanon and the region often embarrassed the Lebanese government,
influencing their relationship throughout the eight-year period. Despite the apparent support provided by the
government on an external level, relations between the government and Hezbollah were often tense and
characterized by ups and downs. Hezbollah’s involvement in issues outside of Lebanon undermined the government’s
assertion over the resistance’s Lebanese identity and exposed the government to criticism and internal and external
21
pressure. Amidst the background of Hezbollah’s independent activities, there was an increase in public demands for
22
the government to assume responsibility and rein in the movement by sending the army south.
The support that the movement enjoyed from the Lebanese Prime Minister al-Hus, a pro-Syrian, between 1998 and
2000, was lost with the victory of Rafik Hariri, an old Hezbollah adversary who returned to serve as the Lebanese
23
Prime Minister in September 2000. Hariri’s political agenda, which called for peace between the Arab nations and
Israel, was in direct opposition to Hezbollah’s goals. In his opinion, the movement’s operations after the IDF’s
17
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withdrawal from Lebanon damaged efforts to rebuild Lebanon’s international image and its economy. Yet despite
Hariri’s political agenda, he avoided taking action against Hezbollah due to the movement’s military strength, Syria’s
objections, and Hezbollah’s popularity among Shi’ites and other members of the Lebanese population. Outwardly,
25
the government, headed by Hariri, supported Hezbollah and rejected calls to disarm it.
In October 2004, Rafik Hariri and his government resigned in protest of Syria’s flagrant interference in Lebanese
governmental affairs and the extension of the Lebanese President’s term for a third period of office. In February 2005,
Hariri was killed by a car bomb in Beirut. Syria was accused of being responsible. Wide-scale protest and international
pressure led to Syria’s withdrawal from Lebanon (April 2005), the resignation of the Lebanese government, and the
development of a new balance of power between Syria and its opponents in Lebanon.
The withdrawal of Syrian forces from Lebanon created a new reality, a new balance between Lebanese power bases
and local players. The withdrawal was accompanied by an increase in international involvement in the Lebanese
system and the formation of a new political order. Three blocs of players operated side by side in the resulting
internal Lebanese system:
th

The first player – “Forces of March 14 ” – is a Sunni-Druze Christian coalition, led by Saad Hariri and Fuad Seniora,
which included the Sunni sect, most of the Druze sect headed by Walid Jumblatt, and parts of the Christian camp,
headed by Samir Jaja and Amin Jamil. This coalition is pro-western and is supported by the Saudi Arabian, Egyptian
and Jordanian Sunni states.
The second player – the camp of the allies of Syria and Iran – includes the Shi’ite sect, Hezbollah and Amal and parts
of the Christian camp, led by Michel Aoun and Emil Lahoud. Since May 2008, it also included Michel Suleiman, the
elected President of Lebanon. This camp is supported by Syria and Iran.
The third player is the Global Jihad movement. In May 2005, elections were held for the Lebanese Parliament, at
which point the anti-Syrian camp, headed by Saad al-Hariri, won 72 seats out of 128 in the Parliament. The Hezbollah
movement and Amal won 35 seats, of which Hezbollah won 15 seats. Fuad Seniora, the Sunni who formed the
government, won Parliament’s total support. Upon taking office, Seniora began addressing two primary issues: one,
the investigation into Rafiq Hariri’s murder; and two, the question of the Hezbollah movement. The structure of the
ruling system, the multi-sect character of Lebanon, and the government’s weakness made it difficult for Seniora to
26
make any significant progress on either issue.
The structure of Seniora’s government in 2005 reflected the rise in strength of the Shi’ite sector, particularly in
regards to Hezbollah. This was the first government in which two Hezbollah ministers, as well as Shi’ite ministers from
Amal, were able to serve together and act as one bloc. Hezbollah’s entry into the government provoked a serious
debate within the movement. Those in favor of the move argued that it was necessary to be at that decision-making
junction at that particular moment in time, in order to safeguard the interests of the resistance and prevent any
27
international efforts to force the Lebanese government into disarming the movement. From then on, the
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movement’s activists, together with Amal, made every effort to torpedo decisions and create difficulties for the
government on issues tied to the investigation of Hariri’s murder and the application of Resolution 1559. In fact, the
five Shi’ite ministers protested the government’s decision to invite the UN to investigate Hariri’s murder in December
2005 when they refused to attend government sessions. Almost one year later, in November 2006, they resigned,
attempting to destroy Seniora’s government by portraying it as unlawful.
Since November 2006, the government has encountered great difficulties running the country, unable to even
assemble Parliament in order to elect a president. For the second time in its history, Lebanon has again been caught
28
in a constitutional crisis without a president.
Although the Lebanese government sought to disarm Hezbollah, it feared that efforts to carry out Security Council
Resolution 1559 would deteriorate its relations with the movement. A debate on the matter was held in 2005, and
the government decided to support Hezbollah’s position and reject demands to disarm the movement. In most
instances in which the demand to disarm the movement was categorically rejected, opposition claimed that the
matter was an internal Lebanese affair that would be discussed in Lebanese forums in conjunction with the
movement and with its agreement. This position was unfortunately tolerated by the international community and, in
29
practice, no significant steps were taken to enforce the Security Council’s decisions.
The government’s position toward Hezbollah was strongly criticized. The loudest critic was Jubran Tweini, a Christian
Lebanese member of Parliament and director of the Lebanese newspaper Al-Nahar. In a series of published articles
and speeches that he gave after Israel’s withdrawal, he called for Hezbollah’s disarmament and demanded the
government take responsibility and exercise its sovereignty over all the country’s mechanisms. He claimed that
Hezbollah was applying an independent policy inside Lebanon that served the interests of Syria and Iran. Tweini’s
30
criticism was not welcomed by Syria and its allies in Lebanon, and he was assassinated in Beirut in December 2005.
Tweini was not the only one who saw Hezbollah as a danger to Lebanon. Lebanese and Arab reporters identified the
dangerous characteristics of the movement throughout its years of operation in Lebanon. Some of them were
unimpressed by Nasrallah’s claims of integrating the movement into the Lebanese political system and joining the
Lebanese government. For example, after the Second Lebanon War in 2006, Shaker al-Nabulsi, an AmericanJordanian liberal, warned that Hezbollah intended to establish a Shi’ite Islamic republic in Lebanon, much like the
Shi’ite Islamic Republic in Iran. Nabulsi also quoted sections of an interview with Syed Ali Akbar Mohtashami, former
Iranian ambassador to Syria and Lebanon and one of the founders of the Hezbollah movement in the 1980s. Against
the background of the Second Lebanon War, Mohtashami summarized the essence of the ties between Hezbollah
and Iran in three sentences:
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“Hezbollah is part of the Iranian government. Hezbollah is a basic element within the Iranian security and military
establishment. The ties between Hezbollah and Iran are far greater than the ties of a revolutionary government with a
31
political party or a revolutionary organization outside the borders of its country.”
A similar description was published in Al-Sharq Al-Awsat in May 2006. The newspaper quoted an Iranian figure who
told a group of Western statesmen in London that Iran attributes great importance to Hezbollah and that the
organization is “one of the elements of our strategic security. It serves as an Iranian form of defense against Israel. We
32
do not agree that it needs to be disarmed….”
th

In May 2006, during celebrations of the 5 anniversary of the IDF’s withdrawal from Lebanon, Nasrallah gave a
speech stressing the importance of the resistance and the need for it to remain armed. He claimed that Israel was a
hostile country and that a national defense strategy must be formulated to include the entire Lebanese population.
To deal with this threat, he proposed that Hezbollah be integrated into Lebanon’s defense strategy. He argued that
the movement has the operational ability and experience to act as a deterrent against Israel. In his speech, Nasrallah
detailed some of the movement’s military capabilities and claimed that it was in possession of missiles that could
33
reach deep inside Israeli territory, as well as sufficient operational capabilities to liberate Shebaa Farms.
The Second Lebanon War exposed the loaded relationship between Hezbollah and the Lebanese government. The
th
March 14 camp leaders accused Hezbollah of dragging Lebanon into an unnecessary war, serving the interests of
34
Syria and Iran. There were those who believed that an armed resistance posed a threat to Lebanon itself.
Hezbollah and its allies did not accept such criticism without a fight. At the “Divine Victory Celebration,” organized by
Hezbollah in August 2006, Nasrallah declared that Seniora’s government, which he accused of corruption and
betrayal, could not continue to run the country. He demanded that a national unity government be established to
35
defend, rebuild and unite Lebanon. This Hezbollah demand was rejected outright.
In November 2006, the five Shi’ite ministers resigned from the Lebanese government. The immediate pretext for the
resignation was Hezbollah’s failed attempt to coerce the government into including a representative of Michel Aoun’s
party. There were those who believed that this was part of a Syrian attempt to thwart the establishment of an
international tribunal to investigate the murder of Hariri, bring down Seniora’s government, and establish a national
unity government. In a speech Nasrallah made after the resignation, two conflicting messages emerged. The first was
that he was not afraid of a civil war and the second was a promise to safeguard Lebanon’s stability. He denied the
legitimacy of the government and called for its resignation. The Lebanese President, Emil Lahoud, informed the
United Nations Secretary General that he could not confirm the government’s decision regarding the international
36
tribunal. It was therefore illegitimate and unbinding.
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At the same time, the movement’s leaders continued to apply their independent policies in Lebanon, including the
rehabilitation of civil and military structures damaged during the Second Lebanon War. They also worked to absorb
advanced weapons in quantities larger than those in their possession on the eve of war. These activities were carried
out despite the presence of the Lebanese army and the UN multi-national force in the south.
In September 2007, the Lebanese Army prevented a truckload of armaments from reaching Hezbollah, but this was
merely “a drop in the ocean.” Following the confiscation of the truck, Nasrallah demanded the return of the truck’s
contents, declaring that it was the movement’s right to retain its arms as a means of defending Lebanon from Israeli
37
aggression.
The truck incident provoked several declarations and statements by the movement’s senior officials, echoing a similar
message that Hezbollah had created a new deterrence balance against Israel, which was even more qualitative and
effective than before. These statements were reiterated by Israeli security sources. In October 2007, the UN Secretary
General’s report on Resolution 1701 was published. The report was based, inter alia, on Israeli sources that claimed
Hezbollah had regained its strength and tripled the number of ground-to-sea missiles in its possession. It also had
38
acquired new missiles capable of reaching targets as far as Tel Aviv from South Lebanon.
In November 2007, close to the time that the IDF was scheduled to carry out widespread maneuvers in the north of
Israel, Hezbollah revealed that it had carried out a large-scale three-day exercise in southern Lebanon. The exercise
was held under the supervision of Nasrallah. By revealing the exercise at that particular moment in time, Nasrallah
intended to send a message of deterrence to Israel and to the organization’s opponents in Lebanon; the movement
39
had regained its capabilities and was now ready to cope with an Israeli attack.
Rivalry and tension between the government and the pro-Syrian camp headed by Hezbollah reached a new peak in
November 2007, when President Emil Lahoud ended his term in office. The parliament’s inability to agree on an
acceptable candidate dragged Lebanon through a serious constitutional crisis, further paralyzing the government’s
ability to lead the country. The government’s attempts to find a candidate that would be elected with a majority in
Parliament were constantly rejected by the pro-Syrian coalition. Nabih Berri, the Shi’ite Chairman of Parliament and
Nasrallah’s partner in creating the political crisis, abstained 19 times from assembling Parliament to elect a new
President. The crisis ended in May 2008 after a wave of violence broke out in Lebanon. The crisis was settled through
40
the intervention of outside Arab states and the eventual signing of the Doha Agreement.
The Doha Agreement favors Hezbollah; its demand to have a veto vote in the cabinet was met, and the Seniora
government terminated its term of office immediately after the election of Michel Suleiman as President. In its place,
Seniora was given a mandate to establish a national unity government, as demanded by Hezbollah, with 30 ministers
- 11 from the pro-Syrian camp, 16 from the anti-Syrian coalition, and three to be appointed by the President (who is
also pro-Syrian). The Lebanese government was instructed to declare its support for the resistance. It was also agreed
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that the Elections Law would be amended, giving Hezbollah an advantage in the forthcoming elections for Parliament
41
in 2009.
In July 2008, Seniora declared the establishment of a national unity government in accordance with the Doha
Agreement. Soon after, the government declared its support for the resistance. In August 2008, the Parliament
approved the formation of the government and its platform, ending 22 months of political crisis that began with the
resignation of Shi’ite ministers in November 2006. Hezbollah, which had left the Seniora government, returned as the
42
main winner of the Doha Agreement in July 2008.
The Doha Agreement is another example of the Lebanese government’s inability and unwillingness to deal with
Hezbollah. It serves too as a reminder of the value of using violence in order to achieve political goals. As mentioned
above, Lebanon has been in a state of “cold civil war” for a number of years. This situation erupts, from time to time,
into violence, political murders, car bombs and mass demonstrations. This “state of nature” degenerates following
the interference of regional players – Syria, Iran and Israel – whether through encouragement and support of
Hezbollah’s activities or via diplomatic and military attempts to eliminate or disarm the movement.
From the moment Hezbollah entered the political arena in 1992 – and even more so from Israel’s withdrawal from
Lebanon – Nasrallah continues to promise his Lebanese listeners that the organization’s arms are not intended for
internal use in Lebanon but only for use externally against Israel. While he has said that his movement would act
within the framework of the Lebanese political system’s basic rules and would refrain from using violence in this
arena, his declarations have not been consistent with events on the ground, as demonstrated in May 2008.
Hezbollah responded with violence when the Lebanese government decided that the independent telephone
network set up by Hezbollah was illegal, and when the government decided to dismiss the head of airport security
services for collaborating with Hezbollah. Hezbollah activists attacked Sunni neighborhoods and installations in Beirut
and took control of western neighborhoods in the city. The Shi’ite-Sunni confrontation threatened to ignite a civil war
as incidents spread to other areas of Lebanon. It became evident through the scores of fatalities, Hezbollah’s control
of central areas in western Beirut, and the inability of Sunnis to respond, that Hezbollah held the real power in
43
Lebanon.
Rejecting the government’s authority, the Lebanese army refrained from becoming involved in the incidents to
impose order. Only after five days of battles and scores dead did the army increase its patrols in Beirut. Yet it still did
44
not interfere physically in order to remove Hezbollah roadblocks and enforce government decisions. The Lebanese
Army’s behavior is just one more sign of the government’s weakness and inability to enforce its decisions.
The Shi’ite–Sunni confrontation in Lebanon caused great concern among the Sunni population in the Middle East,
which had traditionally supported the Seniora government. They therefore took hasty steps to contain the events and
bring them to an immediate halt, even with the high price of concessions demanded by Hezbollah. In actuality, the
Doha Agreement served as an apparatus to temporarily stabilize the Lebanese system – until the eruption of the next
crisis.
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Conclusions
The Doha Agreement and the establishment of a national unity government in Lebanon brought Hezbollah one step
closer to achieving an Islamic Republic in Lebanon. Today, it is an irrefutable fact that the movement has stronger
military capabilities than any other player in the Lebanese arena, including the Lebanese Army. This power is in
Nasrallah’s hands, and he does not see himself as bound by Lebanese government policies. Rather, he is intent on
advancing Hezbollah’s interests and goals, even at the risk of sparking significant tension or even violence against the
Lebanese government. Nasrallah does not operate within an environment lacking internal or regional constraints but
walks a fine line between violence and pragmatism. He invests considerably in the Shi’ite population, in education
and welfare, as a means of obtaining this population’s support of the movement.
So long as the balance of power and reciprocity between the three Lebanese power forces and their patrons
continues, it can be assumed that the cycle of “violence - calm” will continue. Short-to-medium term solutions that do
not prioritize disarmament, such as the Doha Agreement, could actually serve to aid the movement in achieving its
goal of establishing an Islamic Republic in Lebanon.
Integrating Hezbollah into the Lebanese political system in order to encourage moderation and domestication was
long ago proven to be a totally misguided approach. In fact, the opposite occurred; Hezbollah used and is using the
political system in Lebanon to expand its internal control over the country – whether through legal measures or
violence – and advance its Jihadi terrorist arm, which is operating both inside and outside of Lebanon by launching
terror attacks and supporting terror organizations.
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Extremist and Radicalized Prisoners: The
Historical and Current Challenges Faced by the
United Kingdom and Spain
Richard Warnes1 and Greg Hannah2

Workshop: Ideological Radicalization among Inmates
Introduction
Over the last decade, the world has faced a series of major terrorist attacks by violent, radicalized Jihadists, such as
3
attacks against the U.S. Embassies in Africa in 1998, the World Trade Center and Pentagon on September 11, 2001,
4
5
6
the Bali nightclubs in 2002, the Istanbul bombings in 2003, the Atocha rail bombings in Madrid in 2004, the Beslan
7
8
school attack in 2004, and the London bombings of 7/7 in 2005. Those targeted have included U.S. and UK
diplomats, officials and business staff, international tourists, both Muslim and Jewish Turkish citizens, Spanish and
British commuters, and Russian schoolchildren. Consequently, such attacks have demonstrated not only the global
nature of the threat posed by violent Jihadists, often affiliated or associated with the al-Qaeda network, but also the
9
flexibility of their terrorist tactics, techniques and procedures (TTPs). This in turn has led to increased international
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concern regarding not only those radicalized individuals involved in such attacks, but also those individuals within
wider communities vulnerable to violent radicalization.
While individual radicalization has been a significant factor in religious, political, nationalist and racist terrorist
violence, the previously highlighted attacks have ensured that much of the current focus is on such radicalization
within Muslim communities. One particular area of vulnerability is the prison environment, where a “captive
audience” is available to those intent on spreading their ideology and forwarding their cause through radicalization.
Consequently, given that violent Jihadists have shown a capacity for “organizational learning,” the previous difficulties
faced by both the United Kingdom and Spain in dealing with radicalized, nationalist, extremist prisoners, respectively
11
12
from the Provisional Irish Republican Army (PIRA) and the Basque separatist Euzkadi Ta Askatasuna (ETA), may
provide useful historical lessons applicable to current violent Jihadist prisoners and radicalization in a prison
environment.

Prisoner Radicalization
Radicalization can be seen as a process whereby an individual moves from a mainstream to an extremist worldview.
While there are numerous self-induced and external factors to consider in each individual case, with violent Jihadists,
a number of causal factors have been identified as potentially playing a role in this process. Within a European
context, one of the most significant factors appears to be the impact of alienation from wider society due to
marginalization, either as an individual or as part of a minority community. This perception of exclusion, and its
associated emotions, can lead to a concomitant desire to belong or be involved in an exclusive movement or
13
organization, leaving an individual open to exploitation. Such individuals are then vulnerable to the messages and
14
15
ideologies disseminated by extremist organizations, radical “preachers of hate,” and the virtual network provided
16
by the internet.
Individuals are particularly vulnerable when away from the social support of family and friends, hence the increased
risk of radicalization while in prison. This is further exacerbated in prison through both the punitive nature of
sentencing and the normal prison environment, which in its very nature can generate feelings of alienation, rejection
and isolation. Such an environment, and the acute emotions associated with it, may create a “cognitive opening,” in
which previous values and beliefs appear inadequate in explaining an individual’s circumstances, leaving them
17
vulnerable to radicalization. However, as was alluded to, it is not just in its Islamist form that radicalization and its
associated indoctrination and structures have occurred.
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14

See E. Hussein, The Islamist (London: Penguin Books, 2007).

15

See L. Clutterbuck, “Radicalization and Extremism in the UK: The Role of the Radical Clerics.” In NCTb (ed.) Radicalization
in Broader Perspective (The Hague: Ministry of the Interior and Kingdom Relations, 2007).

16

See G. Weimann, “www.terror.net: How Modern Terrorism Uses the Internet.” Special Report – United States Institute of
Peace, No. 116, March 2004.

17

See T. Choudhury, The Role of Muslim Identity in Radicalization (London: Department for Communities and Local
Government, 2007).

Regional Perspectives on the Threat of Terrorism

Global Impact of Terrorism 2008

Irish Republican Prisoners
The importance of prisoners to the historical Irish Republican Brotherhood (IRB) and Fenian movement was
18
highlighted by the rescue of IRB members Tom Kelly and Tim Deasy from their prison van in Manchester in 1867.
However, during the course of the rescue, a local policeman was shot dead and three of the rescuers, the
19
“Manchester Martyrs,” were subsequently hung. Much of the public sympathy for the IRB that was generated by
the executions evaporated three months later, when the organization detonated a bomb that destroyed the wall of
Clerkenwell prison. Although they failed to rescue their chief arms procurer O’Sullivan Burke, who had been moved
20
by the authorities, they killed around a dozen local residents and injured many more.
While these events laid the foundations for the significance of prisoners in the Republican movement, the Easter
21
Rising of April 1916 in Dublin and the British authorities’ subsequent execution by firing squad of its ringleaders and
imprisonment of many of those involved, led to the development of practical responses for prisoners held “behind
the wire.” Most of those arrested were interned at Frongoch Camp in North Wales, where, under the leadership of
Michael Collins and others, they campaigned for their right to be treated as “prisoners of war,” arguing that since they
had fought in uniform, they should not be treated as “common” criminals. Although the internees were released in
December 1916, due predominantly to American pressure, the camps became known as “Republican Universities,”
22
since the lack of strict oversight allowed Collins and others to organize, indoctrinate and plan future operations.

The Provisional Irish Republican Army (PIRA)
The legacy of those prison experiences only became fully apparent in 1969 during the Irish “Troubles,” when
23
Provisional Irish Republican Army (PIRA) prisoners became one of the significant factors in the conflict.
Consequently, the issue of “political status” as “prisoners of war” and the role of paramilitary system within the prison
system came to the fore, as “prisoners organized themselves into paramilitary groupings with hierarchical command
24
structures. . . the prison experience for non-conforming paramilitary prisoners being largely a collective one.”
In 1971, during “Operation Demetrius,” the British authorities utilized the power of internment to disrupt PIRA, with
25
around 2,400 people detained over a period of six months. Following the tradition established after the 1916
uprising, those imprisoned began a campaign of organized resistance, leading to rioting, arson, high-profile escapes,
26
and hostage-taking of prison officers and visitors. The policy of internment also had wider impact, with one author
describing it as “the single most important breakthrough in terms of broadening their appeal that the IRA has ever
27
had.”

18
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20
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22
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23

See T. Geraghty, The Irish War: The Military History of a Domestic Conflict (London: Harper Collins, 2000).
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However, between 1972 and 1976, as part of secret ceasefire negotiations, the British authorities recognized the
“political status” of paramilitary prisoners, housing them separately, allowing them to establish and operate their own
“military” hierarchy, wear their own clothes, and perhaps most surprisingly of all, to run their own indoctrination and
military training. Thus, “lectures were given on all aspects of the life of a Republican ‘volunteer,’ from those aimed at
raising their political knowledge and awareness, to those dedicated to weapons, explosives, field-craft and first aid
28
training.”
Despite such concessions, the prisoners continued to confront prison staff, speaking in Gaelic to keep their
conversations hidden and gathering information on prison staff to pass to their PIRA colleagues “outside the wire” for
the coercion and murder of off-duty prison officers. When the policy of “Criminalization” was finally reintroduced in
March 1976, PIRA prisoners refused to wear prison uniforms – only blankets – and began smearing their cells with
excrement in a “dirty protest” for the reintroduction of “political status.”
By 1980, when this failed to occur, the campaign was reinforced with another traditional “weapon” – the hunger
strike – and by the end of 1981, ten Republican prisoners of both the PIRA and the Irish National Liberation Army
(INLA) had died, including Bobby Sands, elected in absentia as a Member of Parliament (MP). The realization that they
had reached a stalemate led the British authorities to introduce the more pragmatic approach of “Managerialism,”
which began to pay off in the gradual emergence of a ceasefire with PIRA and ultimately the Good Friday Agreement
of 1998. Consequently, paramilitary prisoners began to be released, with the last released in 2000.

Euzkadi Ta Askatasuna (ETA)
29

Since its foundation in 1959 and throughout its campaign of violence against the Spanish state, the Basque
nationalist group Euzkadi Ta Askatasuna (ETA) has prioritized supporting its prisoners and their families to the extent
that the organization’s political apparatus includes a prison sub-apparatus responsible for maintaining discipline
30
among its prisoners in France and Spain. There are also the activities of the amnesty movement “Gestoras PorAmnistia,” which supports ETA prisoners; as well as ETA’s demands for the unconditional release of prisoners and the
31
return of those who have escaped.
32

Although the excesses and “show trials” of the Franco period gave some legitimacy to ETA’s campaign, Spain’s
transition to democracy following Franco’s death in 1975 and the legitimization of Spanish counter-terrorist
33
measures still did not prevent ETA from expanding its violent campaign. By the early 1980s, the Spanish authorities,
increasingly concerned with ETA’s influence over prisoners and their families, introduced the policy of “Social
Reinsertion.” ETA “prisoners who had not been convicted of blood-crimes were offered release from prison, if they

28
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signed a legal document declaring that they were willing to renounce violence, to break all links with ETA, to respect
34
the law and acknowledge the suffering they had caused.”
While a significant number of prisoners accepted the measure in the early 1980s, and the more moderate ETA politico
militar (pm) dissolved in 1981 in exchange for amnesty, the hard-line ETA militar (m) continued their armed struggle
and decided to make an example out of one of their ex-members. Subsequently, in 1986, a former leader of ETA (m),
Maria Dolores Gonzalez Catarain, known as “Yoyes,” who had turned her back on the “Lucha Armada” or “armed
struggle,” was shot dead while out walking with her four-year-old son in her home town of Ordizia. She had returned
from exile after her safety had been assured by ETA, but was seen by the hardliners as having betrayed the cause for
35
returning to civilian life.
The killing of “Yoyes” effectively reestablished ETA leadership’s control over prisoners and consequently, in 1989, the
Spanish authorities introduced a new policy of “Dispersal,” scattering ETA prisoners, who had previously been held in
several prisons in the Basque region, throughout the prison system, including the Canary Islands, thousands of miles
from the Basque region. While this policy helped fragment ETA’s prison network, it caused great distress to the
prisoners’ families. This was seized on by the ETA as a propaganda opportunity. In addition to hunger strikes by
prisoners, ETA began targeting prison staff, and in 1996, ETA kidnapped prison official Jose Antonio Ortega Lara, who
was held in appalling conditions for over a year-and-a-half before being rescued by specialists from the Guardia
36
Civil.
However, despite this success, in July 1997 the authorities immediately faced an additional kidnapping, that of Miguel
Angel Blanco Garrido, a 29-year-old councilor from Ermua in the Basque region. His captors demanded that all ETA
prisoners be transferred to Basque prisons within 48 hours, but when the deadline expired, Garrido was tied to a tree
37
and shot in the head. Despite widespread revulsion and protests, ETA demonstrated their continued resolve to
highlight the issue of prisoners when in October 2000 they killed prison officer Maximo Carrera with an improvised
explosive device (IED) placed under his car.
Currently, despite a weakened ETA prison network, the continued significance of their prisoners was highlighted by
the hunger strike of Jose Ignacio Chaos, a convicted murderer, which drew significant media attention and public
interest, particularly when he was moved from detention in Madrid to a hospital in the Basque region because of his
deteriorating condition. Accompanied by many protests, he was eventually released by the Spanish authorities on
August 2, 2008. Consequently, despite ceasefires and various measures aimed at disrupting the ETA prison network,
the Spanish state still faces the hardcore elements of the ETA.

Violent Jihadists in British and Spanish Prisons
The potential behavior of violent Jihadists in prison was highlighted in 2000 when, during a search, the Greater
Manchester Police recovered a publication entitled “Military Studies in the Jihad Against the Tyrants.” The publication
contained a chapter on prisoners, recommending measures for organization, resistance and radicalization within a
prison environment, many of which naturally replicated earlier tactics employed by PIRA and ETA prisoners in their
struggle “behind the wire.”
34
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In 2007, the United Kingdom held around 121 such prisoners convicted for terrorism and associated offences in a
39
limited number of high security prisons, due to their Category A status. They can be held in a “Highly Secure Unit”
such as at Her Majesty’s Prison (HMP) Belmarsh, or in the case of the most high-risk prisoners, in a “Special Secure
Unit,” allowing a high level of control and supervision. However, despite such measures, “it seems likely that, as the
number of convicted and remanded violent Jihadist prisoners in Britain grows, the resources available to the
40
authorities to manage this difficult prisoner population will become increasingly stretched.”
One of the problems in the United Kingdom appears to be that of expediency; terrorist prisoners are sometimes
locked up alongside other criminal prisoners, instead of in “special units,” while there are also radical extremists
convicted of non-terrorist offences who can mix freely with other prisoners. Consequently, there are serious concerns
over both the radicalization and recruitment of “vulnerable” Muslim prisoners, and over the fact that such radicalized
41
individuals might utilize their time in prison to plan future terrorist attacks. Recent examples from the United
Kingdom highlighting such concerns include:


Richard Reid, the failed transatlantic shoe bomber who was originally imprisoned for criminal offences,
42
allegedly converted while in detention and became increasingly radicalized following his release in 1996.



Muktar Said Ibrahim, who was sentenced to five years for robbery, allegedly became radicalized in prison and
43
later went on to lead the attempted July 21, 2005 suicide attacks on the London Transport network.



In 2006, a report stated that a prison gang known as the “Muslim Boys” was using violence to intimidate
44
other prisoners at HMP Belmarsh to convert to Islam.



In November 2006, disturbances at HMP Wandsworth were allegedly caused by a rift between groups of
45
Muslim prisoners, one of which was pressuring the others to adopt extremist lifestyles and beliefs.



In late 2006, Abbas Boutrab, who was serving six years in HMP Maghaberry for possessing information in
relation to the bombing of passenger aircraft, was found to be downloading al-Qaeda propaganda and
46
information relating to the construction of explosives from the internet.



In July 2007, Tariq al-Daour, imprisoned in HMP Belmarsh for coordinating an extremist Jihadist network
online, was found producing a website urging terrorist attacks from his cell. A riot ensued when prison
47
officers attempting to remove his laptop were attacked by fellow extremist prisoners.
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Similar radicalization and recruitment also appears to have occurred in other European prison systems, including in
48
Spain, where between 2001 and 2005, about 188 individuals were imprisoned for terrorist related offences.
Consequently, “in some Spanish prisons, a concentration of Maghrebians has emerged, and there are indications that
49
Islamists in some prisons oblige Moroccans to practice religion and unite.”
50

Jamal Ahmidan, a key member of the Madrid cell responsible for the Atocha rail bombings in March 2004, arrived
from Morocco in the early 1990s and became involved in drug dealing and petty crime, serving various terms in
Spanish prisons. He was deported back to Morocco in 2000, where he was imprisoned for three years for having run
over a pedestrian while drunk. It was reportedly during this period that he was radicalized, giving up drugs and
51
alcohol. Having returned to Spain in 2003, he became actively involved in the conspiracy, and obtained the
commercial Goma 2 Echo quarrying explosives used for the Madrid bombings from Emilio Suarez Trashorras, a
52
Spanish miner he had met through drug trafficking.

Conclusion
In conclusion, as can be seen from the earlier examples of the nationalist, extremist prisoners of PIRA and ETA, there
are parallels that can be drawn between their behavior and that of violent Jihadist prisoners. As such, a number of
lessons can be identified from the experiences of British and Spanish authorities. Perhaps most significantly, the
authorities must grasp the concept that despite being imprisoned, violent Jihadist prisoners continue to pose a threat
that must be carefully monitored. The previous examples also highlight the dilemma of whether to imprison these
inmates together or to separate them. Concentrating such prisoners together allows them to be better monitored,
but also allows them to encourage each other and conspire to plan future attacks. Dispersing them, on the other
hand, fragments their coherence and organization, but provides better opportunities to radicalize other prisoners.
In addition to the decision concerning either concentration or dispersal of inmates, a dilemma also lies in finding an
appropriate balance between maintaining security and still protecting a level of basic rights for the prisoner. Clearly,
while the most dangerous, violent Jihadist prisoners could be theoretically incapacitated through solitary
confinement, a suitable balance with their rights must be found. Finally, as the number of violent Jihadists detained in
the prison systems of various countries increases, it also becomes increasingly critical to control prison radicalization,
as part of long-term efforts to mitigate the threat posed by Islamist extremism and terrorism.
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The Overly-Broad Approach in Dutch CounterRadicalization
Prof. Bob de Graff

Workshop: Countering Political Radicalization Processes
Introduction
1

2

In its struggle against radicalization and terrorism, the Dutch government uses a so-called comprehensive approach.
This approach not only focuses on a small group that is close to using violence, but also on a much larger group that
fosters radical thoughts. Thus, Dutch authorities try to thwart radicalization at an early stage. Consequently, this
policy directs not only people who use violence or even threaten to use it, but also those who only ponder whether
violence could constitute a means to reach their political aims.
The Dutch authorities, in cooperation, “tackle the dangers of radicalization and terrorism as a coherent whole . . .
[this] includes repressive measures against terrorists, but puts an equal emphasis on prevention.” According to the
Deputy National Coordinator for Counter-terrorism, Lidewijde Ongering, during a session of the U.S. Senate
3
Committee on Homeland Security and Governmental Affairs, “this requires the authorities to be proactive in
4
detecting signals that individuals may be isolating themselves or even turning against society.”
In the words of the former director for democratic rule of law of the General Information and Security Service (AIVD),
E.S.M. Akerboom, in tackling radicalism and terrorism, use must also be made of ‘“a varied selection of instruments,
including political, financial, penal and disruptive measures that must be deployed either individually or in
5
combination with one another.” This approach is often characterized as “soft” or “mild,” because it distances itself
from hard confrontations. However, through this approach the authorities cast their nets very wide over society and
consequently, one could wonder whether such an approach is justifiably called softer than a more focused approach
that would target only a minor part of the population.

1

The term radicalization here is used in the meaning of “a process of personal development whereby an individual adopts
ever more extreme political or politico-religious ideas and goals, becoming convinced that the attainment of these goals
justifies extreme methods,” Statement of Lidewijde Ongering before the Senate Committee on Homeland Security and
Governmental Affairs, June 27, 2007.

2

There are many definitions of terrorism. As it is the policies of the Dutch government that are being scrutinized here, we
use the definition that is in vogue with the Dutch National Coordinator for Counter-terrorism: “Terrorism is the use or
threatened use of violence against people or the causing of serious damage to property that disrupts daily life, with the
aim of bringing about social change or influencing political decision-making.”

3

Ongering Statement. See also E. van de Linde et al., Quick Scan of Post 9/11 National Counter-Terrorism Policymaking and
Implementation in Selected European Countries (Leiden: 2002), 83 and 87. In addition to the Netherlands, the United
Kingdom stood out through its early intervention to prevent radicalization; R. Neve et al., Eerste inventarisatie van het
contraterrorismebeleid (The Hague, 2006), 89.
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A Question of Ethics
I would like to address a few of the dilemmas emanating from this comprehensive approach. However, before doing
so, I would like to point out that for several reasons there seems to be logic in such a policy. Firstly, terrorism causes
great harm, not only through the immediate casualties and damage it causes, but also because of the public outrage
and concern it triggers; e.g. by creating conditions favorable to polarization and other tensions in society. It is
therefore a good thing to curb potential terrorists from pursuing harmful activities, or at least keep their numbers
down. If not, there will come a moment when a society has to decide how many people can be kept simultaneously
under surveillance before turning itself into a surveillance or intelligence state, or alternatively, when it will take the
risk of losing sight of some potential terrorists.
This dilemma demonstrates that the question of effectiveness of counter-radicalization and counter-terrorism policies
can never be raised without addressing ethical considerations as well. There is no such thing as effectiveness at any
cost, at least not in a democratic society where the rule of law is applied. Compared to the counter-terrorism policies
of the 1970s, the emphasis of the Dutch approach has shifted from police to intelligence services. The reason is of
course that terrorism nowadays is potentially much more harmful than it was 35 years ago.
However, fortunately I can stress the word “potentially,” since in the 1970s, about one dozen people were killed
through terrorist acts, while in the past decade only one – or, depending on one’s definition, two – were killed this
way. Nevertheless, nowadays many believe that once law enforcement enters the counter-terrorist scene, it is
already too late. Therefore terrorism has become the chief task of security and intelligence agencies, whose core
business is early warning. That is also what the people expect from them, if we go by the many utterances of
frustration and anger that the AIVD could have done a better job in preventing Mohamed Bouyeri from killing Dutch
6
writer Theo van Gogh. Therefore, the Dutch intelligence community has enormously expanded over the past seven
years.
This public call for an all-knowing security service is rather remarkable in light of the fact that only 15 years ago the
7
general opinion in The Netherlands was still that the less a security service knew the better it was. The urge for
official surveillance and intervention is moreover not restricted to counter-radicalization. In many areas, a tendency
towards prevention is noticeable in The Netherlands, resulting in such things as files on all babies, because at a certain
age youths may head for trouble, or ideas about interventions in people’s homes to make sure that kids eat their
8
breakfast if parents themselves are unable to guarantee this. It is surprising that, whereas optimistic leftist ideas of
malleability of society disappeared after the 1970s, all of a sudden, the government has returned these ideas in a
9
therapeutic manner to enforce an administered world.

6

E.g. “AIVD blunderde in opsporing Mohammed B.,” September 1, 2005, http://ayaanhirsiali.weblog.nl/ayaanhirsiali/mohammed_b/index.html; “Nieuw onderzoek rol AIVD rond moord op Van Gogh,” Algemeen
Dagblad, January 18, 2007. There are even suggestions that de AIVD ran Mohammed B. as an informant, “Vrienden Theo
van Gogh maken tv-programma obver imaginaire rechtszaak,” NRC Handelsblad, March 16, 2007; “Mohammed B legt
verklaringen af,” de Volkskrant, December 6, 2005.
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For an example of this mentality see R. van Meurs, De BVD. Samenzwering tegen ambtenaren, studenten, journalisten,
dominees, en andere democraten (Amsterdam, 1978).
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How Far Will This Go?
This brings me to the first major dilemma regarding the early detection of radicalism that I would like to raise. At an
earlier stage, people who considered using political violence to achieve their political goals were between about 18
10
and 30 years old. Nowadays, we see radicalization already emerging among 12 to 14- year-old kids. While we have a
special regime in The Netherlands for youth penal law, applicable to those who commit felonies under the age of 18,
we do not have a lower age limit for intelligence activities. Do we consider it ethical to spy on 12-year-olds? And do
we consider it ethical to use their peers as informers?
One of the reasons authorities in The Netherlands cast their nets so widely is because of law enforcement and
11
intelligence agencies’ indiscriminate use of radicalization models from the social sciences. They use pyramid models
in which people move from a broad base through different stages to the peak. At the bottom, people are seen as
retreating from society or fostering feelings of exclusion; at the top they are ready to use violence. The fact that
according to this model people stream from a broad base to a small peak already implies that a majority of them find
ways to side-step away from the radicalization process, indicating that radical thinking does not necessarily always
end in violence. One can therefore wonder whether it is justified to place every person with radical ideas under
surveillance. In other words: How do we prevent a government that takes an interest in the lesser evil from creating a
thought police?

Lack of Discriminatory Capabilities
Another important question is: which indicators for radicalization are used in such a model? Are they the right ones;
do they have enough discriminatory power? Or can some of these indicators be found among other people as well,
who we do not normally describe as radical – embracing traits such as religious fervor, denigrating attitudes towards
women, isolation from the world, and so forth? Last year, the AIVD wrote a report about what it called 2,500 neo12
radicals out of 850,000 Muslims in The Netherlands.
These neo-radicals were described as either wearing
traditional Arabic clothing or western clothes, but for the purpose of deception. Such descriptions create stereotypes
that cannot be corrected. Since the public at large cannot discriminate between neo-radicals and other Muslims in
the same way the AIVD seems to be able to, these such reports seem to portray all Muslims as enemies and can in no
way be helpful in winning the “hearts and minds” of the people, which, after all, seems to be an obvious objective of
counter-radicalization.
Making the right distinctions is a very difficult task. The more attempts at integration, the larger the gap between the
13
“real” Dutchmen and the newcomers seems to become – what is known as the integration-paradox. It seems
14
somehow impossible to definitively join the imaginary club of the “real” Dutch, a feeling that easily leads to
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radicalization. Therefore, if one is of non-western, non-Dutch ethnicity, one remains in The Netherlands an
15
“allochtoon,” or immigrant, far into the third generation and – who knows – even beyond.
Another reason why Dutch and other authorities aspire to god-like infallibility in countering every sign of
radicalization is that society is no longer prepared to accept risk as a fact of life. Therefore, official imagination about
threats has run crazy and cameras, telephone tapping, and registration of financial, travel, telecom and other data has
become commonplace, with many innocent citizens being caught in government’s dragnets until finally, as British
16
sociologist Frank Furedi writes, every citizen becomes guilty until proven differently. Philip B. Heymann, law
professor at Harvard University, warns against such a “culture of prevention,” in which people no longer dare show
17
deviant behavior. In such an environment, people will shy away from ordering Halal meals aboard transatlantic
flights, from borrowing or buying certain books and CDs, or from visiting certain real or virtual sites. In the end, this
does not encourage feelings of security or safety, but rather insecurity and the reduction of social resilience.
Besides, profiling has very poor results. This was proven by the negative results of Rasterfahndung against the Rote
Armee Fraktion in Germany in the 1970s. And in spite of new expectations, a recent report from MI5 showed that
18
radical people blend in with society and are therefore hard to detect by profiling. A new German effort at profiling
19
had just as little success and was furthermore forbidden by the Federal Constitutional Court. The only effects of
such profiling efforts are that they usually have a high nuisance value and often cause radicalization instead of
offering tools to diminish it.
Another reason why it is difficult to make the right distinctions is that it is often difficult to establish to which of the
different currents and tendencies among Salafis – the group from which most Islamist radicalization originates – an
individual belongs. To begin with, one can discern between political and non-political Salafis. The political Salafis can
be further divided into those who are in favor of Jihadism and those who are not. The Jihadists can be divided into
those who only want to defend the traditional Umma and others who maintain that Jihad can be fought in the West
20
as well.
Furthermore, Salafism in The Netherlands can become a kind of lifestyle, just like clothes of the Lonsdale brand are
associated with a right-wing, extremist life-style. In some circles Salafism is considered to be cool, but it is difficult to
fathom how deep these convictions go. It may be a prank, it may be an attempt to impress or scare people, or simply
could be to make a statement. But we do not know how long it will last and whether some of the kids who turn to
Salafism as a lifestyle choice may become really addicted to the belief. And even if their convictions are rather
21
shallow, we may still be able to find among these lifestyle groups, what Trotski called, “useful idiots,” who may be
the errand boys for the brighter guys and girls. Besides, some Salafis use a “front stage-back stage” tactic, saying one
thing in public and another behind closed doors.
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There is a worrisome tendency among authorities to get themselves involved in this type of religious hair-splitting.
Those who are considered to be moderate Muslims by the authorities become tainted as “traitors” and “quislings”
among those who are sensitive to radicalization. By getting involved, the authorities thwart the chances for
moderates to gain the upper-hand in debates among Muslims. It is in this respect that government attention can kill.
Additionally, subsidizing certain groups of Muslims may exacerbate what is already known as “white anger” over
22
favoritism.

Effects
Another official concern that can found in the aforementioned AIVD report is the possibility that anti-integration
tendencies among radical Muslims would not necessarily cause violence, but could create enclaves where radical
Muslims enforce their convictions and, for instance, infringe upon women’s or gay rights. However, this is a message
that is difficult to communicate in a society that was, until the late 1960s, polarized based on individual
denominations and was seeping in segregation – politically, socially, culturally, economically and geographically. It is
also a difficult message to communicate because in several major cities in The Netherlands, singular ethnic groups are
expressly invited by the local authorities to create their own neighborhoods, such as invitations to establish
Chinatown in Amsterdam or a colorful Hindustan in The Hague.
This is just one example of how national and local authorities work against each other when it comes to countering
radicalization. Up until now, there has been too little guidance from the national government regarding principles and
23
practice of the too easily postulated separation between church and state, or regarding the role of teachers and
24
youth workers in countering radicalization, if any.
Furthermore, in many respects it is not clear what the effects of counter-radicalization policies are. Policies aimed at
improving opportunities for education, employment and welfare may have great results, but, because of the
integration paradox, do not necessarily prevent radicalization in the short term. Officials should also consider that a
national policy that does not take into consideration the tools and influences of electronic communication will do little
25
to eradicate influences from abroad. Finally, a comprehensive approach may result in information overload, as has
26
been proven already in The Netherlands.
In concluding, I would therefore suggest that, as far as counter-radicalization is concerned, governments may be just
as well “lean and mean” instead of becoming bureaucracies with (too) many powers which enable them, under the
cloak of a soft approach, to reach into the capillaries of society and into the private homes of citizens searching for
immature radical chimeras.
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New Battlefields/Old Laws
Prof. William C. Banks

Workshop: State Conflicts with Non-State Actors –
Re-conceptualizing Duties and Liabilities
This presentation draws on the interdisciplinary work over the last year by a number of participants in the New
Battlefields/Old Laws research project, in partnership with the International Policy Institute for Counter-Terrorism
(ICT) at the Interdisciplinary Center (IDC), to consider adaptations of international humanitarian law (IHL) to
asymmetric warfare. The project begins from a simple observation. With the rise of asymmetric warfare by nonstate groups waging prolonged campaigns of terrorism or, in some cases, more conventional military attacks,
potential gaps in the international laws and policies for the conduct of armed conflict are becoming increasingly clear
and problematic. Without adequate guidance from the law, for instance, defending states may find themselves
without standards for shaping a measured response to such challenges – a problem that may lead to increased
civilian casualties. Apart from unclear legal and normative understandings, the tendency of terrorists or insurgent
groups to operate from within civilian populations also presents significant and unanticipated challenges for states,
for citizens that are the victims of such attacks, and for humanitarian organizations pledged to protecting the
vulnerable or helping to ameliorate conditions borne of conflict.

Background: The State-Centric Paradigm of International Humanitarian Law
Following a signing ceremony in the Netherlands one hundred years ago on October 18, 1907, the Hague
Conventions Respecting the Laws and Customs of War on Land required states parties to “issue instructions to their
armed land forces...in conformity with the...present convention,” while another article made clear that the rules of
the Convention apply only to wars between states parties. Likewise, the Hague rules were to apply only to a subset of
states parties’ nationals – defined as “lawful combatants” – a category that evolved in customary law from earlier
treaties and the pre-Middle Ages practice of treating as enemies all inhabitants of another state. In effect, the laws of
war, or international humanitarian law (IHL), the legal corpus comprised of the Geneva and Hague Conventions,
subsequent treaties, case law, and customary law, developed from Clausewitz’s Eurocentric conception of war based
on symmetric conflicts between state armies of roughly equal military strength and of comparable organizational
structures.
Of course, it has been evident, at least since the biblical story of David and Goliath, that military conflicts may be
asymmetric, involving attacks by non-state entities against sovereign states. Yet the laws of war do little to
accommodate the asymmetric form. Almost sixty years ago, following extensive revision to the Geneva Conventions,
the decision makers and military leaders of the nations of the world understood that the Articles reiterated in the
fourth revised 1949 Geneva Convention (Common Articles 1-3) constituted the exclusive criteria for triggering the
laws of war. Under Geneva, there were two kinds of wars: inter-state (or international) armed conflicts and intrastate (or internal) armed conflicts. The former invoke the full panoply of the laws of war, which in turn regulate the
conduct of war (through the principles of distinction, proportionality, and military necessity); the latter do not trigger
all the regulations for the conduct of war but provide limited humanitarian protections for civilians and those
captured or detained.
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Moreover, the Geneva provisions deliberately exclude non-state actors; first, by providing a regulatory scheme for
wars between states, except for minimal protections for those involved in non-international armed conflicts which
could include non-state belligerents. Second, the Geneva criteria for designating the status of a lawful combatant are
defined on the model of the state soldier. Requirements include a responsible command structure, wearing a fixed
insignia recognizable at a distance, carrying arms openly, and conducting operations in accord with international
humanitarian law – only they gain full prisoner of war protections under the Conventions. It is virtually impossible for
non-state actors to meet these criteria and, thus, become lawful combatants under IHL. In addition, because IHL
includes “combatant privilege,” a form of legal immunity for acts that would be criminal if performed during
peacetime, non-state actors may neither engage in lawful combat nor be its deliberate target.
Allow me to summarize the process by which the Geneva Conventions are applied to a given conflict. To invoke the
laws of war and the humanitarian provisions that are part and parcel of them, there must be an armed conflict within
the meaning of the Geneva Conventions – that is, either an international (between two or more states) or noninternational (civil war) armed conflict. Although the Conventions do not define armed conflict, that part of the
triggering mechanism has not been difficult to implement since what constitutes armed conflict – the use of armed
forces by opposing regular armed forces – is fairly clear. If the armed conflict threshold is not met (if the conflict is not
state vs. state or an internal civil war) then the laws of war cannot apply. Yet, determining the existence of a noninternational (or internal) armed conflict has, by contrast, not been easy. Many internal conflicts are civil disturbances
that are amenable to domestic laws. But others rise to the level of armed conflict and should be governed by the laws
of war. The International Committee of the Red Cross (ICRC) maintains that only if an internal conflict actually
involves disputes between states do the laws of war clearly apply. But as we all know, modern examples, including
the United States Operation Just Cause in Panama in 1989 and the 2006 Israeli war in Lebanon, call into question the
effectiveness of this ICRC standard. At the same time, many asymmetric conflicts, where relatively weaker non-state
belligerents attack a stronger state, are not “wars” either under international humanitarian law – there is no state vs.
state or internal conflict. Nor are the laws of war applicable to a war against “terrorism,” since there is no state
enemy, or a conflict that involves a state and a transnational terrorist network. In these cases, of course, it would not
be feasible to implement the basic required humanitarian legal principles of distinction and proportionality since
commanders and soldiers cannot readily distinguish civilians from combatants. In this sense, IHL threshold criteria are
bound up, not only with normative precepts, but with practical limitations to implementing the Conventions.
st

Nonetheless, today asymmetric warfare is a central feature of 21 century global affairs, and, yet, the prototype of
asymmetric war involving a non-state actor falls outside the parameters of IHL. The absence of a set of rules to govern
asymmetric warfare presents a serious problem for states that require guidance in conducting military operations,
but also for those otherwise victimized by such conflicts. In the decades since 1949, a good deal of work has gone
into attempting to modernize the status designation categories from the early Westphalian model to a post-World
War II model of IHL. One proposed approach has been to apply a principle of “protective parity” to all who participate
in an armed conflict, for instance, regardless of their compliance with the criteria for lawful combatant status. Others
have recommended that the test of combatant status should simply be functional: is the person actively involved in
planning or carrying out acts of violence? Under traditional IHL criteria, members of al-Qaeda, for instance, who were
not in some way affiliated with the armed forces of a state, such as the Taliban, cannot be “combatants” as that term
is understood in international law. Nor could “war” or “armed conflict” be applied to the September 11, 2001 attacks
by al-Qaeda operatives, although these heinous acts violated other international and domestic laws.
In the Cold War period after 1949 and before September 11, 2001, states came to realize that the dominant form of
armed conflict was internal – civil wars or insurgencies – and that the failure to anticipate non-state armies and
incorporate them in some way into IHL would disserve the humanitarian interests underwritten in these policies and
laws. In the mid-1970s, states therefore designed Protocol I, which sought to accommodate then-current National
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Liberation Movements (NLMs), viewed as fighting “just wars” against colonial governments. The Protocol provided
for NLMs to be included in Geneva criteria for international armed conflicts, relaxed the criteria for obtaining POW
status, and permitted non-state actors to join IHL by formally declaring their intention to do so. Many states resisted
these changes for a variety of reasons, including that the Protocol could give certain rights and privileges to terrorists.
Over time, as decolonization slowed to a trickle, the Protocol debate became merely academic. No group has made
the declaration allowed for by the Protocol, and no individual or non-state group has sought or been afforded IHL
treatment under the Protocol.
Shortly after the September 11, 2001 terrorist attacks, the Bush administration characterized its strategic response as
a war. There was wide-ranging and bipartisan support for the basic idea and, eventually, the policy became that the
United States was at war with a transnational, non-state entity, wherever that enemy might be encountered—the
“global war on terror.” While the phrase’s emotional power reverberated among many parts of the world, calling
United States counter-terrorism policies a “global war on terror” has sowed the seeds of legal and policy confusion
and has actually set back the cause of bringing legal regulation to asymmetric warfare. This is not because terrorists
and insurgents are incapable of making war; we all know that they are. Indeed, whether we view terrorism as a crime,
war or something else is in many cases simply a policy determination, or, to reiterate Michael Walzer’s claim, war is
“something people decide.” The problem is that the international legal framework for regulating war does not
contemplate asymmetric warfare waged by non-state actors and thus fails to regulate an increasingly dominant form
st
of warfare in the 21 century. Since the use of military force will surely be a policy option for countering terrorism
and other forms of asymmetric warfare in the foreseeable future, it is high time for IHL to recognize and adapt to this
reality.
The legal picture was further obscured when in early 2002, White House Counsel Alberto Gonzalez wrote that “the
war against terrorism is a new kind of war” that “renders obsolete Geneva’s strict limitations on questioning of enemy
prisoners and renders quaint some of its provisions.” The Bush administration detained individuals at Guantanamo
Bay and prepared to try them by military commission procedures after applying new standards from the
metaphorically powerful but legally boundless “global war on terror.” Because some of the detainees were not seized
on a traditional, legally recognized battlefield, their detention in military confinement was itself legally questionable.
Matters were made worse when these detainees were labeled “unlawful combatants” by the Bush administration.
With the exception of captured Taliban fighters, those detained at Guantanamo do not fall within the status
designation of combatant of any type – enemy, lawful, or unlawful. They are unprivileged belligerents, thus,
amenable to prosecution in U.S. domestic or military courts for war crimes. As the U.S. Supreme Court agreed in
2006, the armed conflict with al-Qaeda is a non-international armed conflict, to which the humanitarian protections
of Common Article 3 apply. Beyond this minimal coverage, IHL is of little or no guidance in asymmetric war involving
non-state actors.

Extending IHL to Asymmetric Warfare?
Why bother attempting to extend the laws of war to conflicts with non-state actors, whether terrorists, international
criminals, insurgents, or some other variant? One reason is to provide notice to any state that finds itself in such a
conflict that the rules apply – including the human rights protections that apply during war. But the more
controversial issue is over whether the laws of war should be made available to protect an enemy that is not
deserving of protection. Why glorify an undeserving enemy and elevate his status to his own constituents?
Scholars have warned that affording a protected status to insurgents or terrorists, for example, might lend legal and
moral legitimacy to their acts of violence against a state. Some have suggested that, rather than recognizing conflicts
with non-state groups as international armed conflicts, that they be deemed, as the U.S. Supreme Court and some
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scholars have viewed them, a species of non-international armed conflict, so that only the limited Common Article 3
protections would extend to the non-state combatants. One problem with this approach is that Common Article 3
speaks only to the treatment of persons captured and does not regulate the combat operations themselves.
Moreover, the text of the Articles belie this interpretation (asymmetric conflicts are typically transnational), and it
would diminish the value of the Conventions to label a clearly transnational conflict as non-international.
Others have maintained that the existing IHL framework works well enough and that it should not be adapted for
asymmetric war. Terrorism is simply a crime, in this view, even if it is sometimes heinous and massive in scale, and
states should therefore simply apply their domestic criminal laws to apprehend, arrest, and prosecute those who
engage in terrorist acts against the state. To the extent that states are unable to enforce their own laws, an
international force might be created to enforce domestic criminal laws.
The New Battlefields/Old Laws project rejects the idea that domestic criminal laws should be the only strategy and
means for countering terrorism and for regulating terrorism and other forms of asymmetric warfare. We also begin
with the view that the existing IHL system is a good one, and that it is worth considerable effort and compromise to
adapt the IHL framework to include asymmetric warfare. With these considerations in mind, how can the
Convention-based laws of war be adapted to asymmetric warfare? How can the conventional be revised to account
for the unconventional? There are, in fact, problems of many different orders. If the fighters on one side lack the
recognized structure of professional armies, and thus their discipline and lines of authority, how can the non-state
entity enforce the rules of war even if they were so extended? Moreover, if a non-state actor repudiates the core
principle of IHL – noncombatant immunity—as in the case of terrorist tactics, among others, how could IHL be applied
at all to their activities?
For openers, any such effort will necessarily be one-sided, at least in the beginning. That is, states will have to take
the lead. The prototypical non-state actor, al-Qaeda, rejects the principles of non-combatant immunity and
distinction. Bin Laden has maintained that it is acceptable to kill non-combatants because they share responsibility for
the harms allegedly suffered by Muslims at the hands of the West. To this extent, that adaptation of IHL has to
proceed while one party to the conflicts under consideration rejects the core principles. Moreover, al-Qaeda and
similar terrorist organizations are only loosely aligned, in a networked fashion, and thus there is no traditional
command or hierarchy that could be accountable for IHL compliance, monitoring, or training. Nor are there clear
points of reference for negotiation, effective deterrence, or reciprocity. It is clear that any adaptive scheme for IHL
will necessarily have to be voluntary in the beginning, with incentives built in for joining and complying. However,
even though it is unrealistic to expect non-state entities invited to join an adapted IHL to comply reciprocally with
states with IHL understandings, even modest gains in IHL compliance by states and non-state actors would be worth
the effort made toward adaptation.
As I mentioned, participants in the New Battlefields/Old Laws project have been working to lay the groundwork for
proposed adaptations of IHL to asymmetric warfare for over a year. Even though our work remains at an early stage,
after several meetings and exchanges in Israel, in Washington, D.C, in Syracuse, NY, and electronically, we have
narrowed our list of potential issues for consideration and reform to the following overarching thematic areas.
First, we examined questions of moral authority and incentives for bringing non-state actors into the IHL system. We
considered, for instance, such probing questions as: when, in keeping with the requirements of military necessity, in
asymmetric conflicts between states and non-state entities, is the use of military force morally justified? When is it
acceptable to go beyond law enforcement in combating asymmetric warfare and engage those who wage
asymmetric war in armed conflict? In answering the threshold question, there was general agreement that we must
look at the intensity, scale, and duration of conflict between a state and non-state entity, but how do we weigh each
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of these measures, especially considering that terrorist activity is often sporadic? Is there a possibility for a middle
ground between law enforcement and armed conflict, and if so, what law would apply, and how do we determine
when a state is justified in acting within that middle ground? Alternatively, is it possible to create incentives for nonstate entities to buy into the IHL system? The war crimes regime serves as a negative incentive, but it is not strong
enough to deter fanatics. Are there other negative incentives available to punish non-compliance, and are there
positive incentives? For states, we offer combatants POW status, but this is difficult to apply to terrorist groups due to
various definitional difficulties.
Second, we asked how IHL and accompanying policies should be clarified to take into account basic definitional
dilemmas that arise in asymmetric conflicts. The most complex issue involves defining the terms “combatant” and
“civilian.” This set of issues, in turn, leads to critical examinations of what is meant by such terms as “lawful
combatant,” “unlawful combatant,” and “taking an active part in hostilities.” Of course, members of terrorist
organizations are not always actively involved in hostilities, and they are usually not members of any hierarchical
group of armed forces. Do we classify terrorists as combatants, civilians, or neither? If we classify them as
combatants or some third category, is mere membership in a terrorist organization enough to group an individual
with other members of the organization who act in violent or destructive ways? Should we give terrorists POW
privileges?
Third, we considered whether our group might improve upon some of the open-ended, subjective, or historically
outdated standards that underlie IHL. For example, could more concrete guidance be provided on how to carry on a
conflict in and around protected sites? Could proportionality in asymmetric warfare be more clearly spelled out by
establishing a set of criteria or pre-conditions to a proportionate military response? Could the threshold distinction
between “international” and “non-international” armed conflict be delinked from the question of state status?
Fourth, the participants also considered how we should view the problems associated with providing sanctuary for
terrorists in host states, including the legal and political responsibility of the harboring state. Sanctuary, of course, may
include a range of scenarios, including states that are only passively providing sanctuary.
Finally, we examined the roles and legal status of private security companies (PSCs) and others who may play a
fraught role on the battlefield in asymmetric conflicts. How should IHL take into account the role of PSCs in this
setting? Their role under international (as well as national) law has become the focus of concern for several reasons.
PSCs are no longer merely in support roles, but are present on the battlefield in many conflicts, especially as
downsizing militaries have tasked PSCs with broader responsibilities and as the conflicts in Iraq and Afghanistan have
put contractor employees in the middle of battle zones. There are two central issues to address in examining how IHL
applies to PSCs. First, what is the status of PSC employees under IHL, what legal obligations and responsibilities do
they have, and what protections do they deserve under IHL? Second, what are the obligations of states that hire PSCs
regarding their conduct, including protections afforded to states in which these firms are operating?

What Might an Adaptive IHL Look Like?
As the New Battlefields/Old Laws research project prepares for its next activities, we are working on some basic
building blocks for what may eventually take the form of a proposed new Protocol to the Geneva Conventions.
Because being inside or outside the structures and protections of IHL depends largely on the threshold
determinations that I have reviewed (i.e., is an armed conflict international or non-international? Are those involved
lawful combatants?), we are working toward a formulation that may seek to modify or replace those traditional
categories with ones that can reach some non-state actors.
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One of the sticking points in bringing asymmetric warfare into IHL is a set of fixed terminology that is central to the
existing scheme. For example, who is a designated “combatant” and “civilian” determines who may be targeted,
detained, interrogated and prosecuted, among other things. We are considering whether it may improve IHL to
redefine those terms to take into consideration such questions as: who is a participant in combat, and is the
participation active or passive? There may be a case to designate combat status in terms of participants and nonparticipants in the conflict, and it might be legally possible to have a war or armed conflict with a non-state entity. A
passive participant, for instance, might be one who allows the terrorist or insurgent to use his house as a base of
military operations or to hide weapons. Likewise, there may be certain attributes that a non-state entity needs to
possess to be treated inside the terms of a revised IHL. These might include, for instance, a transnational group
(based on ideology, politics, or religion) whose policies include the persistent use of force against a state to attain its
objectives and where the non-state entity cannot be effectively combated using traditional law enforcement means.
We also might recommend that members of the non-state group be targeted at any time during an armed conflict,
while civilians may be targeted only when they are taking an active part in the hostilities.
There are many other “threshold” considerations embedded in our early work and analysis. There are many ongoing
questions, for example, pertaining to the treatment of non-state entities under IHL. Should reciprocity continue to be
a requirement for all parties to a new protocol, for instance, and how might one account for whether a non-state
entity has an adequate internal disciplinary or command structure that can oversee its adherence to IHL? In a similar
vein, should groups fighting for self-determination be held to the same rules as other non-state entities, and what
about those who commit acts of sabotage against the state? In other words, might there be legitimate and
illegitimate non-state entities, for IHL purposes? To change focus slightly on these issues for their implications for
prosecutorial regimes, should the rules for detention, interrogation, and adjudication of combatants change in light of
adapting IHL to non-state actors? And most critically, should the protections of human rights afforded by
international law and treaties be extended to non-state entities and, if so, which ones, and for which kinds of nonstate groups? We have also considered what incentives might be created for non-state entities to abide by IHL. Our
group in general viewed pragmatic cost-benefit tradeoffs as more likely to make a positive impact in this area, rather
than arguments about moral obligations or law. But it is also true that in some instances carrot and stick financial
incentives might produce positive results, while in others some groups might be better integrated into domestic
political processes or international norms.

Conclusions
The New Battlefields/Old Laws project is undertaking some difficult work in challenging times. We welcome your
interest in our project, and I am happy to have your comments and questions.
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Laws as Tools against Terrorists
Michael B. Kraft

Workshop: Prosecuting Terrorism
Over the past several years since 9/11, there has been a tendency in U.S. circles to denigrate the use of law
enforcement tools, primarily the arrest and prosecution of terrorists, as the most effective way of countering
international terrorism. Bush Administration officials proclaimed the “War on Terrorism” and played down the role of
criminal law in countering terrorism. In actuality, however, strong counter-terrorism laws should be viewed as an
important part of a range of tools for fighting terrorism. Arresting, prosecuting and punishing terrorists are essential
elements.
At the same time, taking the offensive against terrorists, to deter them and prevent them from acting, is a key goal of
counter-terrorism and law enforcement officials. This is a somewhat different perspective; rather than viewing legal
mechanisms primarily as only tools to apprehend, prosecute and convict terrorists – as worthy as these goals are in
countering these criminals. Therefore, I am focusing on an often overlooked aspect of the rule of law – the role of
legislation as a political and preventive tool, placing the prosecution goal in a wider context.

Bush and Reagan
During his January 2002 first State of the Union Speech to Congress after 9/11, President George W. Bush said, “Our
war on terror is just beginning.” He did refer to prosecuting and convicting terrorists, saying, “First, we will shut down
terrorist camps, disrupt terrorist plans, and bring terrorists to justice. And second, we must prevent the terrorists and
1
regimes who seek chemical, biological or nuclear weapons from threatening the United States and the world.”
Later, however, the administration tended to downgrade the approach of bringing terrorists to justice. In the run-up
to President Bush’s campaign for reelection in November 2004, for example, Vice President Dick Chaney criticized
what he called a “pre-9/11 mind set,” in which we believed that “terrorist acts are just criminal acts and that we’re
2
not really at war.”
The focus was on military operations, especially in Afghanistan, where al-Qaeda enjoyed sanctuary and hospitality
from the Taliban, and in Iraq, where Bush administration officials attempted to portray Saddam Hussein as having a
working relationship with al-Qaeda, even though intelligence agencies did not support such assertions.
Ironically, this attitude of downgrading the legal tools against terrorism overlooked the fact that it was the
administration of Ronald Reagan, an icon of many Republicans, which promoted the theme that terrorists are
1

For text, see
http://query.nytimes.com/gst/fullpage.html?res=9805E7D6103AF933A05752C0A9649C8B63&sec=&spon=&pagewanted
=print

2

Cited by Mike German, a former FBI official, in “Fighting Terrorism Takes Gavels as Well as Guns,” The Washington Post,
November 5, 2004, http://www.washingtonpost.com/ac2/wp-dyn/A29612-2004Nov5?language=printer; Also see
Michael Kraft, “Whither the War on Terrorism,” The Counterterrorism Blog, January 25, 2009,
http://counterterrorismblog.org/2009/01/wither_the_war_on_terror.php
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criminals and should be treated as such. This approach was promoted in a counter-terrorism public diplomacy
program that was launched by Secretary of State George Schultz after the series of bombings on the U.S. Marine
barracks, the U.S. and French embassies in Lebanon, and the kidnappings of scores of western hostages by Lebanese
Hezbollah groups in the 1980s.
The theme of terrorists as criminals was intended to counter the image accepted by many in Europe, the Middle East
and South America that terrorists were romantic “freedom fighters.”
President Reagan set the tone in a May 31, 1986 radio broadcast, in which he said:
Effective antiterrorist action has also been thwarted by the claim that – as the quip goes – “One man’s terrorist is another man’s
freedom fighter.’’ That’s a catchy phrase, but also misleading. Freedom fighters do not need to terrorize a population into
submission. Freedom fighters target the military forces and the organized instruments of repression keeping dictatorial regimes in
power. Freedom fighters struggle to liberate their citizens from oppression and to establish a form of government that reflects the
will of the people. Now, this is not to say that those who are fighting for freedom are perfect or that we should ignore problems
arising from passion and conflict. Nevertheless, one has to be blind, ignorant, or simply unwilling to see the truth if he or she is
unable to distinguish between those I just described, and terrorists. Terrorists intentionally kill or maim unarmed civilians, often
women and children, often third parties who are not in any way part of a dictatorial regime. Terrorists are always the enemies of
democracy . . . 3

At the same time, the United States took the lead in drafting new international treaties aimed at terrorist attacks,
such as the hijacking of aircraft and kidnapping of diplomats. A common feature of the current 13 international
conventions against terrorism is the concept that the signatory countries have an obligation to prosecute or extradite
4
terrorists found on their territory.
With the exception of the 1999 International Convention for the Suppression of the Financing of Terrorism, the earlier
treaties did not attempt to define terrorism, but considered such actions as attacking a civilian airliner or ship as
criminal activities regardless of the motives behind them. Obtaining international consensus on a definition of
terrorism has been difficult because of the insistence of Syria and other Arab states that definitions should provide an
exception for “legitimate national liberation movements,” which is how they describe the various Palestinian groups
that conducted suicide bombings and other attacks against Israeli civilians.
The 1999 Convention for the Suppression of Terrorism Financing was a departure. It was enacted in the wake of the
August 1998 bombings of the U.S embassies in Kenya and Tanzania, in which large numbers of Africans were killed
and wounded. The treaty defined terrorism as an act “intended to cause death or serious bodily injury to a civilian, or
to any other person not taking an active part in the hostilities in a situation of armed conflict when the purpose of
such act, by its nature or context, is to intimidate a population, or to compel a government or an international
5
organization to do or to abstain from doing any act.”

Variety of Laws
The efforts to deglamorize and criminalize acts of terrorism were only one part of the approach taken by successive
U.S. governments. Other legal instruments include economic sanctions against state sponsors of terrorists, export
3

For full text see Radio Address to the Nation, http://www.reagan.utexas.edu/archives/speeches/1986/53186a.htm

4

For a list of the United Nations conventions see the United Nations website,
http://www.un.org/terrorism/instruments.shtml

5

For full text of the Terrorism Financing Convention, see: http://untreaty.un.org/English/Terrorism/Conv12.pdf
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controls over equipment and services that can be used to support terrorist efforts, immigration laws denying entry to
persons involved in terrorist activities, laws against the provision of material support for terrorist acts and terrorist
organizations, civil suits against terrorist groups and sponsors, and controls over the possession and transfer of
biological, chemical and radioactive materials that could be used for weapons of mass destruction. This is not a
comprehensive list. It should be noted, however, that most of these concepts pre-date 9/11, although in some cases
the legislation has been refined and the implementation has been given better funding since those horrific al-Qaeda
attacks on the World Trade Center and the Pentagon.
In highlighting these tools in summary form, I write from the perspective of a former State Department counterterrorism official who, along with other counter-terrorism office practitioners, views these laws as useful tools to
deter terrorism, allowing us to take the offense instead of being reactive. This is a somewhat different perspective
than that of our lawyer colleagues in the Justice Department who, in drafting legislation, focus on the ability to make
effective court cases – the investigation, arrest, prosecution and punishment of those who already have committed or
6
conspired to commit terrorist acts.
Indeed, in some cases these laws, which are intended partly as deterrents, can and have been used in court cases; for
example, the provisions that make it illegal to provide funding or other forms of material support to terrorist
organizations. Dozens of persons have been prosecuted and others have pled guilty under these provisions, which
were enacted in 1996 as part of the Anti-terrorism and Effective Death Penalty Act of 1996. Of course the State
Department, working with the Justice Department, has a stake in making sure that counter-terrorism legislation is
drafted as tightly as possible to facilitate court cases.
Meanwhile, especially among Middle Eastern immigrant groups, these provisions have at least temporarily had a
potentially deterrent effect, causing some persons to pause before contributing to front groups for terrorist
organizations.

Economic Sanctions
Economic sanctions were among the first major legal tools used against terrorists and the governments that support
them. In response to concerns that some countries were giving sanctuary to hijackers and other terrorists, Congress in
7
1976 enacted a Foreign Assistance Act Provision that authorized the president to cut off foreign assistance to ‘‘any
government which aids or abets, by providing sanctuary from prosecution, to any group or individual which has
committed an act of international terrorism.’’
Three years later, Congress enacted a major counter-terrorism law that is still a pillar of sanctions legislation today,
8
the Export Administration Act of 1979, section 6 (j). The legislation requires 30-day advance congressional
notification before export licenses can be issued for dual-use goods and services (which can be used for military or
terrorism-supporting purposes as well as civilian use) to countries that the Secretary of State has determined have
“repeatedly provided support for acts of international terrorism.”

6

For a broader perspective on terrorism law and some recent court cases see Wayne McCormack, Legal Responses to
Terrorism, 2nd ed. (San Francisco: Mathew Bender and Co, 2008).
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Section 303 of the International Security Assistance and Arms Export Control Act of 1976, which created Sec. 620A of the
Foreign Assistance Act (since modified in 2002, P.L. 107-115:Stat. 3147, 2153. 2155).

8

Title 50 U.S. Code section 2405 as amended. For full text see
http://www.law.cornell.edu/uscode/html/uscode50a/usc_sec_50a_00002405-Bottom of Form
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The law was prompted by congressional reaction against the State Department and Commerce Department’s
issuance of export licenses for the sale to Libya of 400 heavy duty trucks used for tank transports and six C-130 cargo
planes to Syria. Members of the House of Representatives Foreign Affairs Committee, led by the late congresswoman
Millicent Fenwick, a New Jersey Republican who I was working for at the time, felt that such sales had foreign policy
implications. Therefore, they said, these sales should not be approved at relatively low levels in the State Department
and Commerce Departments because the equipment were “dual-use” items, not on the munitions control list that
9
required closer scrutiny for export licenses.
The Secretary of State’s listing of governments pursuant to the Export Administration Act quickly became known as
the “Terrorist List.” Additional amendments were passed over the years that cut off foreign or military assistance and
denied tax credits for American individuals or firms that earned money in terrorist list countries. Other provisions
prohibit financial transactions – another measure intended to discourage tourist travel or business dealings. Another
amendment requires the United States to oppose international banking institution loans to the terrorist countries.
Countries originally designated on the terrorism list in 1979 were Libya, Iraq, Syria and South Yemen. Since then,
Cuba, North Korea and the Sudan have also been designated. South Yemen was dropped after it merged with North
Yemen in 1990. The State Department removed Iraq in 1982, but it was re-designated after Saddam Hussein’s
invasion of Kuwait in 1991. Iraq was taken off the list again in 2004 after Saddam Hussein’s regime was toppled and a
new government was formed. Libya was removed in 2006 after lengthy negotiations following the Pan Am 103
bombing in 1988 over Lockerbie, Scotland and the ruling by a Scottish Court that Libyan officials were involved. The
current list includes Cuba, Iran, Sudan and Syria.
The Fenwick amendment did have an impact. After its enactment, the State Department consulted with key
congressional members and staff when considering some potentially controversial export licenses. At times, the
Executive Branch decided not to proceed with licenses and formal notification to Congress, because key members
were expected to object and potentially raise foreign policy problems.
Libya and Syria drew back from their more active support for terrorism (as opposed to providing sanctuary) after
tighter sanctions were imposed. Iran has halted its assassinations of Iranian dissidents on European soil, but it still
actively provides weapons and funding to Hamas and Hezbollah, two groups on the U.S. list of designated Foreign
Terrorist Organizations (FTOs).
Libya’s desire to get off the terrorism list was a factor in its agreement to pay compensation to families of the 270
victims of Pan Am 103. North Korea also negotiated to get off the list in prolonged discussions that involved efforts by
the U.S. and other countries to stop North Korea’s nuclear weapons program. The countries still on the list have not
met the criteria for removal, which require the president to be able to formally inform Congress that the government
in question has stopped its support for international terrorism and has provided assurances that it will not support
terrorism in the future. Listing a country as a state supporter of terrorism is not an end in itself; it is a tool to try to
10
change that nation’s behavior and end any support for murderous attacks on non-combatants.

9

For a detailed history of the development of the terrorism list see Michael Kraft, “The Evolution of U.S. Counterterrorism
Policy,” ed. Yonah Alexander and Michael Kraft, Volume 1, 12-17 (Westport, Conn./London, England: Greenwood/
Praeger Press, December, 2007), http://www.greenwood.com/catalog/C9529.aspx
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For a further discussion of sanctions, see Michael Kraft, “America’s Valuable Terrorism List,” Los Angles Times, October
27, 2008, http://www.latimes.com/news/opinion/la-oew-kraft27-2008oct27,0,5462509.story
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The concept for imposing sanctions also was adopted in later country-specific legislation, such as the Iran-Libya
11
Sanctions Act.
Those U.S. sanctions have given Washington greater standing to encourage European and other allies to restrict their
exports of sensitive equipment to terrorism states. The efforts have not succeeded fully – some countries are more
concerned about obtaining contracts than deterring terrorism. But there have been some successes; for example,
Germany tightened up its export control laws to some extent.

Countering Terrorism Funding
The mid-1990s saw another major evolution in U.S. counter-terrorism law. This was a shift in focus from terroristsupporting states to terrorist groups that were not dependant on support from rogue states, leading to the passage of
new laws and the more assertive use of an old one.
Government counter-terrorism officials became aware that secular terrorist groups, such as the Abu Nidal
Organization, were increasingly using front companies and organizations to raise and transfer money rather than
depending upon state sponsors. Some of the state sponsors, perhaps responding to pressure from U.S. sanctions, had
begun reducing their direct financial or other support to terrorist groups. Meanwhile, more independent and
extremist fundamentalist groups such as al-Qaeda and Hamas were emerging. These radical militant fundamentalist
terrorist groups were raising large sums of money through so-called “charities,” which they used as front
organizations, as well as through business fronts and criminal enterprises.
In response, the Justice Department and State Department in the early 1990s began to develop legislation aimed at
curbing fundraising by individuals and groups involved in terrorism. An amendment was passed to the terrorism
definitions in Section 212 of the Immigration and Nationality Act, which requires the denial of visas to aliens who had
engaged in terrorist activity. The amendment, incorporated into the Immigration Act of 1990, defined terrorist activity
as providing material support, including not only weapons and explosives, but also funding, safe houses,
12
transportation, communications, false documents and training.
Government lawyers also drafted a Material Support Provision that made it a crime for U.S. citizens, residents, or
organizations to knowingly provide funds or other forms of material support, such as weapons, financial services, safe
houses, and training, for a specific act of terrorism, regardless of whether it was committed by a terrorist organization
or individual. It was incorporated in a watered-down form as a small part of a major domestic crime bill, the Violent
13
Crime Control and Enforcement Act of 1994. That provision was strengthened two years later in the Anti-Terrorism
and Effective Death Penalty Act (AEDPA) of 1996, described in more detail below.
Meanwhile, during 1994, as the Clinton administration’s voluminous omnibus crime bill was winding its way through
Congress and preoccupying members of the Judiciary Committees, State Department and Justice Department officials
began working on more comprehensive counter-terrorism legislation for introduction the following year.

11

For a discussion of the Iran-Libya Sanctions Act see Kenneth Katzman, Congressional Research Service Brief for Congress,
accessed at http://www.carnegieendowment.org/static/npp/reports/RS20871.pdf
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For current version of Section 212, as revised, see 8 USC section 1182(a)(3)(B)(iv)(VI)(supp. I12001)
(http://caselaw.lp.findlaw.com/casecode/uscodes/8/chapters/12/subchapters/ii/parts/ii/sections/section_1182.html).

13

Section 12005a of P.L. 103-322, enacted November 13, 1994. The legislation was better known for controls on assault
weapons.
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They were prompted by two events. The first was the February 25, 1994 shooting of 29 Palestinians at a Hebron
mosque by Baruch Goldstein, an American who immigrated to Israel and had been involved in the extremist far-right
Kahane movement. That group was launched by Rabbi Meir Kahane, the hard-line founder of the Jewish Defense
League in New York who later immigrated to Israel. He was assassinated in 1990 by an Egyptian gunman with alQaeda links at a speaking engagement in a New York City hotel. The second series of events was a string of six
Palestinian terrorist attacks against Israelis in late 1994, including three bombings of Israeli buses that killed 53 people
and wounded dozens of others.
These events prompted the formation of two interagency working groups of legislative specialists from the State,
Justice, and Treasury Departments. One working group examined existing laws to see whether they could be used
quickly against terrorist groups. Meanwhile a parallel group, involving many of the same officials, began examining
ways to strengthen U.S. laws to counter terrorist organizations.
The task force focusing on using existing laws developed the first action. On January 23, 1995, the Clinton
14
administration issued Executive Order Number 12947, freezing the assets subject to U.S. jurisdiction of 12 groups
whose support of violence was determined to be threatening the Middle East peace process. The so-called “dirty
dozen” included ten Arab groups and two Israeli groups affiliated with the Kahane movement. This action was taken
15
under the existing authority of an old law, the International Emergency Economics Powers Act (IEEPA), a statute
that gives the president broad authority, including the freezing of assets upon the declaration of a threat to national
security.
On the legislative front, the second working group completed broad draft legislation to strengthen existing U.S.
counter-terrorism laws. That measure was introduced in February 2005 by senior Democratic members of the
Judiciary committees. Senate Republicans later introduced an alternative bill that contained material support
16
provisions but also proposed habeas corpus reform restrictions.
The key Clinton administration provisions aimed at curbing the flow of money and other resources to terrorist groups
made it a criminal offense for American citizens, residents, or organizations to knowingly provide funds and other
material forms of support such as weapons, sanctuary and financial services, to groups designated as foreign terrorist
organizations by the Secretary of State.
The administration’s draft went through a number of revisions in Congress and President Clinton signed it into law in
17
April 1996 as the Anti-terrorism and Effective Death Penalty Act of 1996 (AEDPA). The measure also contained nonterrorism provisions and also instituted the death penalty for some terrorism-related crimes.
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See http://www.ustreas.gov/offices/enforcement/ofac/legal/eo/12947.pdf.
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See The International Emergencies Economic Powers Act
http://www.treas.gov/offices/enforcement/ofac/legal/statutes/ieepa.pdf)
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For a detailed inside legislative history of the development of the Material Support legislation see Michael Kraft, “The
Evolution of U.S. Counterterrorism Policy,” ed. Yonah Alexander and Michael Kraft, Volume 1, 17-26 (Westport,
Conn./London, England:: Greenwood/ Praeger Press, December, 2007); For an additional discussion of the material
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1 (2005), http://ssrn.com/abstract¼587442; For additional details on sunset provisions see Charles Doyle, “Material
Support of Terrorists and Foreign Terrorist Organizations: Sunset Amendments in Brief,” Congressional Research Service
Brief, March 17, 2006, accessed at http://www.fas.org/sgp/crs/terror/RS22222.pdf.
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Designating Foreign Terrorist Organizations
There are three main components of the 1996 AEDPA legislation’s efforts to counter terrorist fundraising and further
restrict the entry of aliens associated with terrorist organizations into the United States. First, the legislation
authorizes the Secretary of State, in consultation with the Attorney General and Secretary of the Treasury, to
designate as foreign terrorist organizations (FTOs) overseas groups involved in international terrorism.
The Republican-controlled Congress added provisions allowing FTO designations to be challenged in the U.S. Court of
Appeals for the District of Colombia. The designations and redesignations require lengthy administrative records that
contain detailed descriptions of the organization, chronologies of attacks and other activities, and other information.
Classified as well as unclassified information can be used. In October 1997, Secretary of State Madeline Albright, in
consultation with the Attorney General and Secretary of Treasury, as required by law, made the first designation of 30
18
groups. The current list includes 45 groups.
The second key component of AEDPA makes it a criminal offense for Americans and U.S. residents and companies to
knowingly provide material support or resources to a terrorist group formally designated by the Secretary of State as
an FTO. The material support provisions have been an important legal tool against those persons who help provide
funds, weapons, training, financial services, and other forms of support for terrorist activities, even though they may
not be the bombers or shooters. Along with the use of IEEPA-related executive orders used to freeze terrorist assets
and related steps to block transactions, the material support laws are a major component of the U.S. government’s
efforts to choke off the financial flows to terrorists.
19

There are actually two material support provisions. One section, 18 USC 2339A, made it illegal to knowingly provide
material support for specific acts of terrorism, whether or not they are carried out by a known organization. This is a
strengthened version of the provision originally passed in 1994. The law does not define terrorism directly, but
instead cites as predicate offenses a series of U.S. laws that criminalize certain specific acts, such as attacking aircraft,
taking hostages, or attacking the president, cabinet officers, and members of Congress. Many of these previously
enacted laws cited in 18 USC 2339A are the implementing legislation for the various international terrorism
conventions.
20

The second and broader material support provision, Section 18 USC 2339B, made it a criminal offense to knowingly
provide material support to a designated FTO, whether or not the funds or other support can be directly linked to a
terrorist attack. This measure was intended to curb the flow of funds or forms of material support without
prosecutors having to prove that each contribution or provision of material support was linked to a specific terrorist
attack. More than 190 persons have been charged with violations under one or both of the material support
provisions, of whom a dozen-and-a-half have been convicted and more than 30 have pled guilty.
A third important provision of AEDPA amended the Immigration and Nationality Act to authorize the Secretary of
State, in consultation with the Attorney General, to designate foreign terrorist groups on the so-called Terrorist
21
Exclusion List (TEL). Such a designation prohibits the issuance of U.S. visas for members of such designated groups,
as well as the group’s officers and other leaders, as previously was the case.
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State Department Counter-Terrorism Office website, http://www.state.gov/s/ct/rls/fs/08/103392.htm
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For text see http://www4.law.cornell.edu/uscode/uscode18/usc_sec_18_00002339---A000-.html
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For text see http://www4.law.cornell.edu/uscode/18/2339B.html
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See Terrorist Exclusion List, State Department Office of Counter-Terrorism,
http://www.state.gov/s/ct/rls/fs/2004/32678.htm
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The Congressional attitude concerning funding for terrorist groups was expressed in the ‘‘Findings and Purpose,’’ Sec.
301 (7) of Act. 47. This section stated that ‘‘foreign organizations that engage in terrorist activity are so tainted by
their criminal conduct that any contributions to such an organization facilitate that conduct.’’
In effect, Congress was reinforcing the view that the money is fungible and, even if the money is intended for
legitimate charitable purposes, it frees up funds that could be used to support terrorist activities. Some terrorist
organizations such as Hamas and Hezbollah and those in Egypt use funds for weapons and in order to provide schools
22
and medical clinics as a way to attract supporters and potential operatives.
The United States, along with the G8 nations and others, have encouraged all nations to strengthen their legal
regimes and investigative capabilities to count the flow of funds. United Nations Security Council Resolution 1343,
enacted in the wake of 9/11, requires all U.N. members to take necessary steps against terrorism funding and set up a
procedure for reporting and analyzing national laws. It also set up a framework for matching up countries that need
legislative drafting assistance with those that can provide it, although unfortunately this effort has lagged. At the
same time, the United States has sent teams to some countries in the Gulf and elsewhere to provide technical
assistance to strengthening and implementing banking and currency transfer regulations.
To be sure, passing laws alone is not sufficient to significantly curb terrorism funding. Some countries, particularly in
the Gulf, lack the political will or capability to crack down on fundraising funneled through “charities.” Terrorists also
increasingly avoid the international banking system by using couriers on the “hawala” informal money transfer
system. Iran also provides major funding, to the tune of hundreds of millions of dollars, to Hezbollah and Hamas.
Some U.S. officials view the effort to track money transfers as more useful for intelligence purposes than actually
stopping money flows. At the same time, many counter-terrorism experts feel that the campaign against terrorism
funding is useful in complicating life for terrorists and making it more difficult for them to operate. In December, the
G8 meeting in Ottawa discussed the counter-terrorism funding issue and reiterated the need for international
23
cooperation.

The Long-Arm Statute
Although it also has been used in court cases, another law that has been useful in helping fight terrorism through
preventive or investigative actions and that has indirectly assisted other nations is the so-called “long-arm statue” of
24
the Omnibus Diplomatic Security and Anti-terrorism Act of 1986. The measure was drafted by the Justice
Department after a series of aircraft hijackings in 1985 and the brutal killing that year of a wheelchair-bound
American passenger, Leon Klinghoffer. He was tossed overboard by Palestinian terrorists after they hijacked the
Achille Lauro, an Italian cruise ship. Justice Department lawyers felt that the international conventions and U.S. laws
on the books at the time did not clearly give the U.S. jurisdiction over the murder of Americans overseas in all cases of
terrorist attacks.
The “Long-Arm Statute” makes the terrorist murder of an American citizen overseas a crime punishable in U.S. courts.
To limit the scope to terrorist acts, rather than ordinary criminal cases in other countries, the Attorney General has to
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modified and codified as 18 USC 2332
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make a determination that the event was terrorist related – defined as acts intended to coerce, intimidate, or
retaliate against a government or civilian population.
The new statute provided a legal basis for the FBI to conduct overseas criminal investigations of terrorist attacks
against Americans. Dozens of legal attaches are assigned to overseas U.S. embassies as a result. The ‘‘Legats,’’ as they
are called, not only facilitate U.S. investigations, but also can assist host countries in their own investigations if
requested. Some of the Legats have also provided drafting assistance to help the host countries strengthen their laws.
The investigations have helped develop a forensic database that has been useful in tracing weapons used in attacks in
one country to a source of weapons in another nation, sometimes a state sponsor of terrorism. Currently, there are
60 Legat offices around the world.

PATRIOT Act
Forty-five days after 9/11, on October 26, 2001, Congress enacted a major counter-terrorism law, the USA PATRIOT
Act (The full, ungainly mouthful of a name is ‘‘Uniting and Strengthening America by Providing Appropriate Tools
25
Required to Intersect and Obstruct Terrorism Act of 2001’’).
Fears of more terrorist attacks in the wake of 9/11 were reflected in the shape of the legislation and the speed with
which it was rushed through Congress. Title I was named ‘‘Enhancing Domestic Security against Terrorism.’’ Many of
the provisions in other titles also related to protecting homeland security by, for example, facilitating investigations
and surveillance. The legislation has been criticized for being hastily patched together by Bush administration officials
and pushed through the Republican Congress before most members had a chance to really examine the lengthy bill.
While there is merit to these complaints, some of the provisions had been drafted much earlier, during the Clinton
administration by career officials in the Justice Department and other agencies, but had been ignored by Congress
before 9/11 or otherwise fell by the wayside.
A prime example is the ‘‘roving wiretap” provision that allows federal officials to get a wiretapping court order that
allows the tapping of any phone used by a suspect, including cell phones. Previously, a wire tap order that allowed
monitoring had to be applied to a specific phone number. Roving wiretaps already were permitted in ordinary
criminal cases. Justice Department and FBI officials had been trying to change the law for years, but until 9/11,
Congress had been unwilling to act.

Breaking Down ‘‘The Wall’’
A major feature of the USA PATRIOT Act permits the sharing of foreign intelligence information with federal law
enforcement, protective, immigration, national defense, and national security officials for the performance of official
duties. This includes information relating to protection against international terrorism or foreign attack, or concerning
foreign activity and the conduct of foreign affairs.
The removal of this legal barrier was considered by Bush administration officials and some other observers to be a
major benefit of the PATRIOT Act. For intelligence analysts, the removal has made it easier to ‘‘connect the dots.’’ The
sharing of intelligence information has enhanced the ability to detect potential terrorist plots and prosecute cases,
such as those involving material support, because useful information often is obtained from intelligence sources
overseas, where the recipients of the material support are located. Some observers, however, suggest that the
barriers were more the result of Attorney General guidelines, perceived restrictions, and operating practices within
25

P.L. 107-56, For text of the PATRIOT Act, see http://frwebgate.access.gpo.gov/cgi-bin/
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the CIA and FBI, rather than a matter of law. Whether or not that indeed was the case, the enactment of this
provision in the PATRIOT Act has opened the door to increased information sharing that Justice Department officials
say has enhanced the ability to investigate and prosecute cases, especially under the material support laws.
The PATRIOT Act also addresses the issue of terrorism funding, containing new provisions on money laundering that
give the United States jurisdiction over foreign people who maintain a bank account in the United States. The new law
requires U.S. financial institutions to terminate their correspondent relationships with foreign banks that ignore U.S.
subpoenas for records.

Homeland Security
26

The establishment of the Department of Homeland Security, a huge new bureaucracy, also reflected post-9/11
fears that the United States was no longer safe behind its oceans and friendly borders with Canada and Mexico.
Many of its activities are focused on protecting the physical infrastructure of the United States.
27

Congress passed the ‘‘Enhanced Border Security and Visa Entry Act of 2002,” which, among other components,
authorized 400 additional inspectors, investigators, and other staff on the Immigration and Naturalization Service
(INS). The legislation also required every foreign visitor desiring entrance into the United States to carry a travel
document containing biometric identification – that would be fingerprints or facial recognition. It strengthens the
requirements that all commercial passenger ships and airplanes entering the United States provide a list of
passengers and crew before arrival.
In October 2005, the Republican-majority Congress reacted to concerns about illegal immigrants and enacted the
28
Secure Fence Act, which among other things, authorized construction of a 700-mile-long fence along the border
with Mexico. Other border issues were included in previous legislation, such as the PATRIOT Act. One provision allows
the Secretary of State, based on reciprocity, to share with foreign governments information in the Department’s visa
lookout system for the purpose of countering terrorism and other crimes. The United States already has such a
working relationship with Canada and one was established with Australia before the 2000 Sydney Olympic Games.
In addition, the PATRIOT Act broadens Immigration Act provisions, permitting the denial of visas to persons who use
their position of prominence to endorse terrorist activities, such as raising funds for terrorist groups.
Dealing with the physical and cargo aspects of border security, Congress enacted the Maritime Security Act of 2002
29
and then stronger measures in the SAFE Port Act of 2006. The measures are intended to improve the checking of
the hundreds of thousands of cargo containers that arrive in the United States each year. These measures reflect
concerns that only about five percent of the cargo containers entering the United States are inspected and that they
may be used to smuggle in nuclear devices or other weapons of mass destruction.

26

For text of the Homeland Security Act of 2002 establishing the Department of Homeland Security, see P.L. 107-296, 116
Stat. 2135, http:// frwebgate.access.gpo.gov/cgi
bin/getdoc.cgi?dbname¼107_cong_public_laws&docid¼f:publ296.107.pdf.

27

P.L. 101-173. For text, see http://frwebgate.access.gpo.gov/cgibin/getdoc.cgi?dbname=107_cong_public_laws&docid=f:publ173.107.

28

P.L. 109-367, 120 State. 2638. For text, see http://frwebgate.access.gpo.gov/cgibin/getdoc.cgi?dbname=109_cong_public_laws&docid=f:publ367.109.

29

72P.L. 109-347, formally called the Security And Accountability For Every Port Act Of 2006 (page 120 STAT. 1884). For
text, see http://frwebgate.access.gpo.gov/cgi-.
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The SAFE Port Act provides legislative authority for key elements of our port security strategy. The bill codifies into law
the Container Security Initiative, launched in 2002, whereby American inspectors have been assigned to dozens of
30
foreign ports to screen cargo before it leaves for the United States.

Summary
This overview illustrates the use of laws as tools to hopefully prevent terrorist attacks as well as to prosecute and
punish terrorists when they are caught. As an added dimension, the laws play a role in assisting other countries to
strengthen their counter-terrorism laws. Bilaterally and through regional groups and the United Nations – especially
pursuant to UN Security Resolution 1373 aimed at terrorism funding – the U.S. and other western countries have
made efforts to help developing countries enhance their legal systems.
The U.S. laws, especially those directed at terrorism funding and control over materials used for WMDs, are potential
models. They are by no means the only ones; the UK, Australia and New Zealand, to name just three examples, have
drafted strong laws and shared their experiences with other countries. The Commonwealth Secretariat has drafted
model legislation as have the English speaking Caribbean countries. More needs to be done in this area of promoting
legislation and regulations (especially in the financial area) that help prevent terrorist actions, as well as in the area of
strengthening the ability to prosecute and punish those who have committed terrorist acts.

30

See President Bush’s speech upon signing the legislation, October 13, 2006,
http://www.whitehouse.gov/news/releases/2006/10/20061013-2.html.
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Treatment of Detainees under Criminal
Processes
Dr. Gregory Rose

Workshop: State Conflicts with Non-State Actors –
Re-conceptualizing Duties and Liabilities
Introduction
This paper commences by providing a background on the changed battlefield conditions that present challenges to
contemporary international law. Its explicit premise is that transnational paramilitary attacks should no longer be
considered legal under international law. Domestic laws usually prohibit political violence by private paramilitary
outfits or “non-state entities” (NSEs) directed against domestic targets, as the state has a formal monopoly on the use
of force within its jurisdiction. However, at the international level, states have not agreed to prohibitions in
international law on cross-border attacks by NSEs.

Non-State Entities Arrive in New Battlefields
The notion of a “netwar” connotes networks of NSEs, such as terrorists and irregular forces, engaged in a violent
social conflict. It is a . . .
…mode of conflict (and crime) at societal levels, involving measures short of traditional war, in which the protagonists use network
forms of organization and related doctrines, strategies, and technologies attuned to the information age. These protagonists are
likely to consist of dispersed small groups who communicate, coordinate, and conduct their campaigns in an inter-netted manner,
without a precise central command.1

Replacing hierarchical and capital intensive paramilitary forces with networked cells that maximize impact at least
th
cost, the netwar appeared in the last decade of the 20 century, succeeding the national liberation movements that
emerged from decolonization processes in the second half of that century.

Outdated International Norms
Under the 1949 Geneva Conventions, which responded to the military experiences and humanitarian lessons of the
Second World War, paramilitary or volunteer corps were obliged to wear a fixed distinctive sign recognizable at a
distance and to carry their arms openly. They were also to conduct themselves in accordance with international
humanitarian law and be subject to a command that would ensure their compliance with international humanitarian

1

John Arquilla and David Ronfeldt, “The Advent of Netwar: Analytic Background,” 22 Studies in Conflict & Terrorism 193
(1999), 196-197. See also John Arquilla and David Ronfeldt (eds), Networks and Netwars: The Future of Terror, Crime, and
Militancy (2001).
69

Global Impact of Terrorism 2008

Legal Challenges and Frameworks

2

law. Although that conduct was a precondition for the fighting organization to be recognized as a legitimate “armed
3
4
force,” breaches by its individual combatants did not negate the organization’s armed forces status.
Under Additional Protocol I of 1977, however, “combatant” status affording privileges equivalent to those of the
armed forces became more widely available. It was afforded also to fighters not in uniform and to those concealing
5
weapons until visible deployment before an enemy. People fighting in this way with national liberation movements
6
became entitled to the status of international combatants, with its incumbent Geneva Convention rights. Such
groups of people were still required to fight under a “command responsible … for the conduct of its subordinates”
and “subject to an internal disciplinary system that shall, inter alia, enforce compliance with the rules of international
7
law applicable in armed conflict," but, again, breaches by individual combatants did not negate the organization’s
8
armed forces status.
The changes introduced by Additional Protocol I marked a watershed in the law of armed conflict, adapting it to new
st
socio-political demands. Yet, by the 21 century, the circumstances of armed conflict had moved on and now they
require significant further innovations. As articulated by John Yoo in relation to a well-known NSE:
Al-Qaeda is an unprecedented enemy – a covert network of cells with no territory to defend, no population to protect, no armed
forces to attack. It operates by launching surprise attacks on purely civilian targets . . . American policy makers have the
unenviable and difficult task of preventing future attacks and adapting the rules of war, written for large-scale conflicts between
nations, for this new kind of enemy.9

The following paragraphs illustrate some of the pressing problems presented by the outdated and arcane
international norms currently applicable.

Undefined Responsibilities of Non-State Entities
In a wide range of circumstances, NSEs remain outside the obligations of contemporary international humanitarian
10
law. The 1949 Geneva Conventions impose direct obligations only on their High Contracting Parties. Combatants

2

Geneva Convention Relative to the Treatment of Prisoners of War, opened for signature August 12, 1949, 75 UNTS 135, Art
4.A.2(a-d) (entered into force October 21, 1950) (‘GCIII’).

3

One of the four criteria to be met in order for resistance groups to have armed forces status under the Third Geneva
Convention is “conducting their operations in accordance with the laws and customs of war,” Art 4.A.2(d).

4

GCIII, opened for signature August 12, 1949, 75 UNTS 135, Arts 5, 85 (entered into force October 21, 1950).

5

Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims of
International Armed Conflicts, opened for signature 8 June 1977, 1125 UNTS 3, Art 44.3 (entered into force 7 December
1978) (‘Additional Protocol I’).

6

Ibid, Art 1.4 applies to “armed conflicts in which peoples are fighting against colonial domination and alien occupation and
against racist regimes in the exercise of their right of self-determination…”, and Art 96.3 enables a people’s organization
to unilaterally declare itself.

7

Ibid, Art 43.1

8

Ibid, Art 44.2 indicates that captured armed forces members accused of crimes retain their prisoner of war status.

9

John Yoo, War by Other Means: An Insider’s Account of the War on Terror (2006), 21.

10

As indicated by common Article 2 of the Geneva Conventions, see e.g. GCIII, opened for signature 12 August 1949, 75
UNTS 135, Art 2 (entered into force 21 October 1950).
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who are not regular armed forces are third parties and not obligated under the conventions. Liberation movements,
12
under Protocol I of 1977, may choose to commit themselves by means of a unilateral declaration to comply with the
13
international law of armed conflict, but NSEs are otherwise not explicitly obligated by the law.

Undefined Rights of Non-State Entities
There is considerable controversy as to the circumstances in which NSE fighters are afforded conventional rights by
14
the High Contracting Parties to the Geneva Conventions, including “prisoner of war” or “protected person” status.
Additional Protocol I increased the ambiguities. These require clarification and have inhibited the acceptance of
15
elements of the Protocol as customary international law.
16

Article 50 of Additional Protocol I provides that all persons who are not combatants are civilians. Yet, Article 45(3)
17
recognizes that a person might be regarded as neither a privileged combatant nor a protected civilian. The official
ICRC commentary on this provision states that it “covers persons who not only cannot claim prisoner of war status,
18
but are also not protected persons under the Fourth Convention.”
Article 3, common to the four 1949 Geneva Conventions, is widely considered by judicial tribunals as a “catch all”
formula applicable to fighters engaged by NSEs. The International Court of Justice, International Criminal Tribunal for
the Former Yugoslavia and the United States Supreme Court have each considered Common Article 3 to be applicable
19
to transnational armed conflict engaged in by NSEs. In particular, the United States Supreme Court decided in 2006

11

Additional Protocol I, opened for signature 8 June 1977, 1125 UNTS 3 (entered into force 7 December 1978), Art 1.4
applies to “armed conflicts in which peoples are fighting against colonial domination and alien occupation and against
racist regimes in the exercise of their right of self-determination…”, and Art 96.3 enables a people’s organization to
unilaterally declare itself.

12

Ibid, Art 96.3.

13

Ibid, Art 43.1.

14

See George H. Aldrich, “The Taliban, Al Qaeda, and the Determination of Illegal Combatants,” American Journal of
International Law (2002), 891; Robert K. Goldman and Brian D. Tittemore, Unprivileged Combatants and the Hostilities in
Afghanistan: Their Status and Rights Under International Humanitarian and Human Rights Law, American Society of
International Law (2002), http://www.asil.org/taskforce/goldman.pdf, accessed on January 6, 2009.

15

The International Committee of the Red Cross (ICRC) has identified 161 rules that it considers to have achieved
customary international law status; see Jean-Marie Henckaerts and Louise Doswald-Beck, Customary International
Humanitarian Law Volume 1: Rules (2005). The methodology and conclusions of the study have proved controversial and
drew a critical response from the United States; see John B. Bellinger and William J. Haynes, “A U.S. Government
Response to the International Committee of the Red Cross Study Customary International Humanitarian Law,” 89
International Review of the Red Cross (2007), 443.

16

Additional Protocol I, opened for signature June 8, 1977, 1125 UNTS 3 (entered into force 7 December 1978). Under Art
50.1, “A civilian is any person who does not belong to one of the categories of persons referred to in Article 4 (A) (1), (2),
(3) and (6) of the Third Convention and in Article 43 of this Protocol. In case of doubt whether a person is a civilian, that
person shall be considered to be a civilian.”

17

Ibid, Art 45.3: “Any person who has taken part in hostilities, who is not entitled to prisoner-of-war status and who does
not benefit from more favorable treatment in accordance with the Fourth Convention [affording protection to civilians]
shall have the right at all times to the protection of Article 75 of this Protocol.”

18

Sean D. Murphy, “Evolving Geneva Convention Paradigms in the ‘War on Terrorism’: Applying the Core Rules to the
Release of Persons Deemed ‘Unprivileged Combatants’,” 75 George Washington Law Review 1105, note 116 (2007); see
also W. Michael Reisman, “The Lessons of Qana,” Yale Journal of International Law 381 (1997).

19

Case Concerning Military and Paramilitary Activities in and against Nicaragua (Nicaragua v United States of America)
(Merits) [1986] ICJ Rep 14; Prosecutor v Tadic (Decision on the Defence Motion for Interlocutory Appeal on Jurisdiction)
[1995] 35 ILM 32 (1996); Hamdan v. Rumsfeld, 548 U.S. 557 (2006).
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that Common Article 3 is to be interpreted broadly as meaning “in contradistinction to a conflict between nations.”
However, the judicial decisions have been critiqued as legal policy innovation, effectively extending the coverage of
21
Common Article 3 beyond its originally intended scope of application to internal armed conflict. Article 3 refers to
conflict in the territory of one of the High Contracting Parties. Murphy argues that “a fair reading” of the negotiating
history of Common Article 3 indicates that it was “principally designed to address the situation of an armed conflict
22
internal to a single State.”
Even if it were expansively interpreted, Common Article 3 provides only a limited framework for the rights of NSE
fighters and indicates the paucity of applicable rules. “As admitted by the diplomatic conferences that adopted them,
Article 3 common to the Geneva Conventions and Protocol II additional to those conventions represent only the most
23
rudimentary set of rules” for non-international armed conflict. In an era of transnational netwars, it is clear that the
rules applicable to transnational armed conflict need further development.

Confused Categories of Rules for Non-State Entities
The chart below sets out the different categories in international law applicable to NSEs engaged in armed conflict.
On the left hand side, it indicates that, where a foreign occupying force or a national liberation movement is engaged
in an armed conflict with a state (an “international” armed conflict, i.e. between states), the principal international
rules that govern the conflict are the 1949 Geneva Conventions, 1977 Additional Protocol I, and (to a limited and
24
unsure extent) human rights treaties. On the right-hand side, concerning armed conflict “not of an international
character,” there remains a distinction between internal and transnational armed conflicts, which are governed by
overlapping but not identical rules. In the case of an “internal” armed conflict, Additional Protocol II, Common Article
3 of the four Geneva Conventions and perhaps human rights law govern. In the case of a “transnational” armed
conflict, the applicable law is Common Article 3 of the four Geneva Conventions and perhaps human rights law. There
is no special protocol and only a very limited legal framework to address NSEs engaged in transnational armed
conflict, i.e., a paucity of applicable rules.

20

Hamdan v Rumsfeld 548 U.S. 557 (2006). The majority opinion on this point, delivered by Stevens J., did not offer further
analysis of the travaux preparatoire or of subsequent practice in its interpretation.

21

Yoo, 25.

22

Murphy, 1115, citing numerous esteemed authorities in support (original emphasis).

23

Jakob Kellenberger, “Foreword by ICRC President Jakob Kellenberger,” in Henckaerts and Doswald-Beck, ix.

24

As yet, the extent to which it is necessary to qualify the application of human rights norms during armed conflict remains
unclear. Further, not all states are bound by all the same relevant human rights provisions and it is uncertain which
human rights norms might be considered customary international law. See: John Tobin, “Seeking Clarity in Relation to the
Principle of Complementarity: Reflections on the Recent Contributions of Some International Bodies,” 8 Melbourne
Journal of International Law (2007), 356.
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Non-State Entities in Armed Conflict

Non-International
armed conflict

International armed
conflict

Intranational

States only

Guerrillas v.
Occupation

Liberation
Movement

- GCs Art. 3
- Protocol II
- Human Rights

NSEs & States
Transnational
- GCs Art. 3
- Human Rights
- Need to develop

- GCs I-IV
- Human Rights
- Protocol I

LOAC/IHL Regimes

Uncertain Thresholds for Different Categories of Armed Conflict
In cases of the low-level hostilities “not of an international character” that NSEs typically engage in, it is unclear what
the jurisdictional threshold is for legal recognition of a situation of armed conflict that would trigger application of
25
international humanitarian law. Under Additional Protocol II, it is specified that dissident armed forces or other
organized armed groups must “exercise such control over a part of [a State’s] territory as to enable them to carry out
26
sustained and concerted military operations,” if the conflict is “internal” to the territory of a State. Thus, Additional
Protocol II specifies that it does not apply to situations that are merely “situations of internal disturbances and

25

The International Criminal Tribunal for the former Yugoslavia sought to define the requisite criteria for the existence of
armed conflict under Common Article 3 in Prosecutor v Tadic (Decision on the Defense Motion for Interlocutory Appeal on
Jurisdiction) [1995] 35 ILM 32 (1996). With regard to non-international armed conflict, the Tribunal held at [70]: “[A]n
armed conflict exists whenever there is … protracted armed violence between governmental authorities and organized
armed groups or between such groups within a State.” The Tribunal further held in Prosecutor v Tadic (Opinion and
Judgment) [1997] 36 ILM 908 at [562]: “The test … focuses on two aspects of a conflict; the intensity of the conflict and
the organization of the parties to the conflict. In an armed conflict of an internal or mixed character, these closely related
criteria are used solely for the purpose, as a minimum, of distinguishing an armed conflict from banditry, unorganized
and short-lived insurrections, or terrorist activities, which are not subject to international humanitarian law.” The
Tribunal’s decision does not address “the question of whether a state could be involved in an armed conflict with a nonstate actor outside of the state’s territory,” see: Roy S Schöndorf, “Extra-state armed conflicts: is there a need for a new
legal regime?” New York University Journal of International Law and Politics 1 (2007).

26

Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims of NonInternational Armed Conflicts, opened for signature 8 June 1977, 1125 UNTS 609, Art 1.1 (entered into force 7 December
1978) (‘Additional Protocol II’) requires that the conflict “take place in the territory of a High Contracting Party between
its armed forces and dissident armed forces or other organized armed groups which, under responsible command,
exercise such control over a part of its territory as to enable them to carry out sustained and concerted military
operations…” (emphasis added). See Sylvie Junod, ‘Additional Protocol II: History and Scope’ American University Law
Review 29 (1983), 33.
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tensions, such as riots, isolated and sporadic acts of violence and other acts of a similar nature.” These fall below the
27
threshold of armed conflict.
Unfortunately, the various formulations of the threshold do not provide a clear indication whether merely sporadic
acts of violence, even though part of a concerted campaign, cross the threshold to qualify as armed conflict with an
NSE. In a case of armed attack by an NSE across a national border, international law also remains formally divided on
whether there is even an international legal right to self defense on the part of the armed forces of the attacked
28
state.

From Dysfunction to Coordination
A better approach might be to recognize that the legalistic categorization of hostilities as either armed conflict or not
armed conflict is simplistic and misconceived. Yoo suggests that, “Although it seems circular, one way to know if the
line between crime and war has been crossed is simply to note whether nations must turn to a military response.
29
Necessity creates war, not a hovering zeitgeist called ‘law’.” In real life, a situation of political violence modulates
backwards and forwards across various levels of intensity over time. Just as the scale of violence might escalate from
rioting to destruction of essential public infrastructure and back down again, the application of laws might be
modulated across a range of legal responses. Determining which approach is appropriate depends upon the
circumstances in each particular situation, i.e., the intensity of organized violence confronted, relative capabilities of
the opposing parties, cross-border cooperative relations, and the impact on prospects for negotiated resolution.
Both kinds of legal norms – civil and military – might be brought to bear on the one ongoing situation of political
violence at different times and places. Police operations are appropriate where low intensity violence is manifest. Yet,
the constabulary might be inadequate to the task of protecting the domestic civilian population when the violence is
at high intensity or emanates from a foreign jurisdiction that does not cooperate effectively in providing law
enforcement assistance. If there is no need to use military force because constabulary operations suffice, then the
application of domestic criminal law is sufficient. However, in a sustained campaign of political violence requiring a
military response, the norms established through international humanitarian law and the laws of armed conflict could

27

Additional Protocol II, ibid, Art 1.2.

28

The International Court of Justice held in Case Concerning Military and Paramilitary Activities in and against Nicaragua
(Nicaragua v United States of America) (Merits) [1986] ICJ Rep 14 at [230] that: “the Court is unable to consider that, in
customary international law, the provision of arms to the opposition in another state constitutes an armed attack on that
state.” As explained by Gregory M Travalio, “Terrorism, International Law, and the Use of Military Force,” 18 Wisconsin
International Law Journal (2000), 145,158: “this opinion suggests … that even the active support by a state to terrorist
groups would not be an armed attack under Article 51.” See also Emanuel Gross, ‘The Laws of War Waged Between
Democratic States and Terrorist Organizations: Real or Illusive?’ 15 Florida Journal of International Law 389 (2003), 399404. The ICJ later held [in Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory (Advisory
Opinion) [2004] ICJ Rep 136, at 138-142] that self-defense arises only in response to armed attack by a state. There was
dissent on this point in the separate opinions of Judges Higgins (at 33-34) and Burgenthal (at 5-6), and by other
authoritative commentators (described as the majority of authors by Guillaume, G., who is currently on the ICJ bench),
[“Terrorism and International Law” (2004) (53 I.C.L.Q. 537)] who have argued that the right to self-defense arises in
accordance with the scale of the attacks, irrespective of whether a foreign state perpetrates them. Note also Threats to
International Peace and Security Caused by Terrorist Acts, SC Res 1373, UN SCOR, 56th session, 4385th mtg, UN Doc
S/RES/1373 (2001).

29

Yoo, 10; also noting, ibid, that “the fact of a military response is one way international law decides that an action
constitutes war.”
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30

apply. If the two sets of legal norms are suitably harmonized, then they could apply to the one situation, seamlessly
intertwined to address the realities of multifaceted political violence.

Adapting Humanitarian Laws to Address Non-State entities
National courts have struggled to develop approaches to address the gaps in international law of armed conflict
concerning NSEs. National legislatures have been far more innovative and agile than courts in confronting the new
national security challenges. They have devised legislation that forges a unique legal space to fill the gap between the
domestic laws and international laws governing, respectively, criminal procedure and armed conflict.

Prosecution of Transnational Fighters
The asymmetry of forces that disadvantage NSEs engaged in hostilities with state armed forces leads them to exploit
compensatory strategies that breach the laws of armed conflict. These strategies include failing to distinguish
themselves from civilians, firing on enemy civilian targets, using human shields, abusing humanitarian immunities,
and engaging in perfidious ruses such as false surrender. These strategies are clearly illegal in an armed conflict
conducted between states but not necessarily in armed conflict with an NSE.
31

The mere act of engaging in hostilities is not an offence specified in any of the Geneva Conventions or Protocols.
Thus, the Geneva law does not provide a template for domestic prosecutions of NSEs merely for engaging in
transnational hostilities or for conspiracy by them to commit acts of aggression. Nevertheless, states may, at their
discretion, criminalize and prosecute individuals for engaging in either domestic or transnational armed hostilities.
The following section explores procedures for prosecution of individuals for fighting as members of NSEs engaged in
transnational hostilities. It examines international criminal, domestic civil and domestic military jurisdictions as
practiced in the International Criminal Court, Australia, Israel and the United States.

International Criminal Jurisdiction
The establishment of the International Criminal Court (ICC) in 2002 created a permanent standing tribunal for the
conduct of prosecutions to punish universal crimes such as those prosecuted in the aftermath of World War II.
30

The use of lethal force is legally permissible for both constabulary and military forces in prescribed circumstances. Those
circumstances are still being defined for the lethal targeting by military forces of NSE fighters. In The Public Committee
Against Torture in Israel v The Government of Israel [2006] HCJ 769/02 (‘Targeted Killings Case’), the Israeli Supreme
Court held that a civilian taking direct part in hostilities retains the status of a civilian but ceases to enjoy the protections
granted to a civilian (at [31]), and can be lawfully targeted for attack when four conditions are met (at 40). As interpreted
in Marko Milanovic, “Lessons for Human Rights and Humanitarian Law in the War on Terror: Comparing Hamdan and the
Israeli Targeted Killings Case,” 89 International Review of the Red Cross (2007), 373, 389: “(1) The state must possess
well-based, thoroughly verified information regarding the identity and activity of the civilian who is allegedly taking part
in the hostilities; the burden of proof on the state is heavy. (2) A civilian taking direct part in hostilities cannot be
attacked at such time as he is doing so, if a less harmful means can be employed. Thus if a terrorist taking a direct part in
hostilities can be arrested, interrogated, and tried, those are the means which should be employed. In the words of the
Court, “Trial is preferable to use of force. A rule-of-law state employs, to the extent possible, procedures of law and not
procedures of force.” (3) If a civilian is indeed attacked, a thorough and independent investigation must be conducted
regarding the precision of the identification of the target and the circumstances of the attack, and in appropriate cases
compensation must be paid for harm done to innocent civilians. (4) Finally, combatants and terrorists are not to be
harmed if the damage expected to be caused to nearby innocent civilians is not proportionate to the military advantage
directly anticipated from harming the combatants and terrorists.” See also the symposium “Are ‘Targeted Killings’
Unlawful? The Israeli Supreme Court’s Response," 5 Journal of International Criminal Justice (2007), 301.

31

See text above.
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However, its jurisdiction does not expressly include prosecution of individuals for fighting with NSEs in transnational
hostilities. Its subject matter jurisdiction covers only the crime of genocide, crimes against humanity, war crimes and
32
the crime of aggression.
In relation to aggression, the crime has not yet been defined and, when it is, will be unlikely to apply to attacks by
NSEs. The ICC Special Working Group on the Crime of Aggression, in preparing for the conference to review the ICC
33
Statute, indicated that any definition adopted will not include attacks by NSEs. To commit the crime of genocide,
NSEs would need to intend to destroy populations, in whole or in part, through their transnational attacks on states.
As NSEs have not yet acquired the means to commit such acts in their transnational attacks, the crime of genocide
34
against states is of peripheral interest to the international jurisdiction to prosecute for such acts. The two crimes
under ICC subject matter jurisdiction more relevant here are crimes against humanity and war crimes. Yet each
criminalizes only certain forms of political violence by NSEs, not the conduct of transnational hostilities as such.

National Civil Jurisdiction
Within national jurisdictions, three forums are available as options. These are (i) civil courts where regular criminal
prosecutions are normally conducted, (ii) security courts designed for trials related to national security matters, and
(iii) courts-martial or military courts where offences by defense personnel are normally tried and military commissions
designed for trials of offences against the laws of armed conflict committed by enemy combatants. The following
survey commences with civil courts, i.e., where criminal prosecutions are normally conducted.

Australia
In Australia, certain acts of political violence by NSE actors are criminalized as terrorism. Of the 32 persons charged
35
with terrorism offences, there have been 12 convictions and 14 cases are pending. Substantial procedural difficulty
has surrounded access to and the use of evidence, especially in connection to the quarantining of intelligence
36
information from admissible evidence. For example, in R v Thomas, Joseph Thomas appealed successfully in the
Victorian Court of Appeal against his conviction for intentionally receiving funds from al-Qaeda and for holding a
falsified passport. The appeal was allowed on the basis that the statement he gave to Australian Federal Police during
an interview conducted in a Pakistani military prison was inadmissible as evidence. The appeal judge held that the
statement was not voluntary, due to the absence of a legal representative and the intimidating and manipulative
circumstances in which it was given and that, if the statement was admissible, the judge had discretion to exclude it,
which he duly exercised. Similarly, in R v Ul-Haque, charges against Izhar Ul-Haque for training with a terrorist
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ICC Statute opened for signature 17 July 1998, 2187 UNTS 90, Art 5.1 (entered into force July 1, 2002).
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The court does not yet exercise jurisdiction over the crime of aggression and is unable to do so until aggression is defined
(Art 5.2). The Parties to the ICC Statute are to review its jurisdiction at a conference to be convened in 2009 (Art 123)
currently scheduled for 2010. See: Special Working Group on the Crime of Aggression, http://www.icccpi.int/Menus/ASP/Special+Working+Group+on+Aggression/.
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Nevertheless, genocide is a crime relevant to acts by NSEs in conflicts between ethnic groups at the sub-state level.
Individuals acting with NSEs to destroy ethnic populations have been found guilty of genocide. See, e.g.: Prosecutor v
Jean Paul Akayesu (Trial Chamber Judgment) [1998] ICTR-96-4.
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Attorney-General’s Department, Counter-Terrorism and Related Cases (2008),
http://www.ag.gov.au/www/agd/agd.nsf/Page/Nationalsecurity_Counter-terrorismandrelatedcases, on January 28,
2009; Parliament of Australia: Parliamentary Library, Internet Resource Guide: Australian Terrorism Law (2008),
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organization, Lashkar-e-Taiba, were dropped after the trial judge found that Australian intelligence officers had
37
behaved illegally. In both cases, there were obstacles to the admission of evidence.

Israel
Within Israel, civilian courts try persons accused of crimes against the security of the state. The accused have access to
legal representation of their choice and secret intelligence information cannot be used as evidence to secure a
38
conviction.

United States
In the United States, over 100 terrorism cases have been prosecuted in the criminal courts, which have made about
three dozen convictions. High-profile convictions include those of Jose Padilla (the “radiological bomber”), Richard
Reid (the “shoe bomber”), John Walker Lind (the “American Taliban”), and the “Lackawanna 6.” These can be taken
to indicate the efficacy of the regular criminal process in prosecuting terrorism cases.
39

The current United States Federal Attorney-General, Michael Mukasey, however, argues that current United States
institutions and statutes are not well suited to prosecuting terrorism because, inter alia, current processes expose
sensitive government security intelligence information for the benefit of terrorist networks. He gives as examples the
compulsory disclosure to the defendants prosecuted for the 1993 World Trade Center bombing of a list of un-indicted
co-conspirators and the related information tip-off on the compromise of one of the terrorists’ communication
40
links. Although the World Trade Center bombing prosecutions are described by Wittes as “the most successful
American terrorist prosecutions,” he also argues that criminal trial procedure gives defendants opportunities “to
41
gouge sensitive information from the government.” Conversely, other commentators argue the adequacy of the
42
criminal trial procedure. The controversy demonstrates at least that there are sustainable doubts about the
appropriateness of current United States criminal court procedures to address some terrorism cases.

National Military Jurisdiction
Is military jurisdiction an appropriate alternative to criminal court processes? The following survey considers three
variants of military jurisdiction: courts-martial, military courts and military commissions.
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R v Ul-Haque [2007] NSWSC 1251.
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Leslie Sebba, Menachem Horovitz, and Ruth Geva, Israel: Criminal Justice Systems in Europe and North America,
European Institute for Crime Prevention and Control affiliated with the United Nations (2003), 46,
http://www.heuni.fi/uploads/j6hs3o3ru64zn5.pdf; Amos Guiora, “Where are Terrorists to Be Tried: A Comparative
Analysis of Rights Granted to Suspected Terrorists,” 56 Catholic University Law Review 805 (2007), 820-821.
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Mr. Mukasey handled the Jose Padilla case in the Southern District of New York in 2001 and was the trial judge in the
1993 World Trade Center bombing case.

40

Michael B Mukasey, “Jose Padilla Makes Bad Law,” Wall Street Journal, August 22, 2007, A15.
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Benjamin Wittes, Law and the Long War: The Future of Justice in the Age of Terror (2008), 171.
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E.g. Stephen Schulhofer, The War on Our Freedoms: Civil Liberties in an Age of Terrorism (2003).
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Australia
A permanent independent Australian Military Court commenced its existence in 2006 to try offences committed by
43
Australian Defense Forces personnel. The Court is not a part of the judicial arm of government, i.e., a court for the
purposes of Chapter III of the Constitution. Its jurisdiction may be exercised by a single military judge, sitting in any
44
45
place in or outside Australia. Questions of guilt and soundness of mind are to be decided by a military jury.
46
Charges tried by the Court are primarily service offences. Although the Court has jurisdiction to try any defined
charge against any person, subject to a requirement for consent of the Director of Public Prosecutions for certain
47
offences, it has not been engaged in trying any crimes of terrorism or insurgency.

Israel
The Israeli military court system is used to prosecute citizens who are Israel Defense Forces personnel for military
offences, such as insubordination or desertion. However, in addition, in the West Bank territories under Israeli
military administration, the Israeli military court system is also used for prosecutions of non-Israeli citizens.
Judges and prosecuting attorneys are legal officers of the Israel Defense Forces. The accused may choose their legal
48
representatives, who are civilian lawyers rather than military officers. The military courts hear thousands of
proceedings each year, with indictments covering a wide range of security-related offences and other criminal
49
offences. Of the 43,000 indictments filed to the military courts during the 2002-2006 period, one-third were for
50
security-related offences (or “Hostile Terrorist Activity”) and the proceedings have been critiqued as rough justice.
Appeals are available from the military courts to the Supreme Court of Israel, which has declared its competence to
51
review national security-related military decisions and has been increasingly assertive in this field in recent years.

United States
The United States utilizes either courts-martial or military commissions, depending on the circumstances, to try
military offences. Courts-martial are convened ad hoc to try United States military service personnel for offences
alleged to be committed while in military service, irrespective of location. Offences and procedure for courts-martial
52
are set out in the Uniform Code of Military Justice. The forms of courts-martial vary with the offence (summary,
special or general) and are separately convened in each branch of the military service. They are an administrative
process within the executive, rather than judicial, arm of government. Appeals are available within a Court of Criminal

43

The establishment of a Permanent Military Court was recommended by the Commonwealth Senate Foreign Affairs,
Defense and Trade References Committee in its 2005 review of the fairness and impartiality of Australia’s military justice
system. See Senate Foreign Affairs, Defense and Trade References Committee, Parliament of Australia, The Effectiveness
of Australia’s Military Justice System (2005), xxii. Previously, a Defense Force magistrate heard a trial or a court martial
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Yesh Din, Backyard Proceedings: The Implementation of Due Process Rights in the Military Courts in the Occupied
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Appeal in each service and, from there into the civil judicial system to the Court of Appeal for the Armed Forces and to
the Supreme Court.
In contrast, military commissions are convened in times of war to try detained enemy combatants for crimes they are
alleged to have committed in connection with that war. Their subject matter jurisdiction includes war crimes and
unlawful belligerency. The commissions are established by Executive Order and are a process of the executive arm of
government. Within the military commission system, judges, prosecutors and defense counsel are officers of the
Judge Advocate General Corps.
53

The military commission convened at Guantanamo Bay by a presidential order in 2002 had jurisdiction over alien
54
unlawful enemy combatants for offences committed on or after September 11, 2001. Among the reasons that the
Guantanamo Military Commission has been controversial are its procedures for handling secret evidence. For
example, it can consider as evidence information that the defendant is restricted from accessing and can also
consider information obtained through coercive treatment short of torture. In addition, to protect sensitive
intelligence information, parts of the proceedings can be held in camera and defense counsel must be either military
officers or civilians with appropriate security clearances. Finally, the Military Commissions Act allows the use of
coercive interrogation.
Given that the subject matter jurisdiction of the International Criminal Court does not comprehensively cover acts of
armed attack per se by NSE fighters, prosecutions for at least some of those crimes must be conducted in national
courts. Military jurisdiction to prosecute persons who are foreign nationals engaged in hostilities on behalf of an NSE
is not used by Australia but is by Israel and the United States. In Israel, military courts are used for this purpose,
whereas in the United States, a military commission has been convened. Given also that there is less public
confidence in procedures established under military administration, prosecutions conducted through the civil court
process might be considered preferable at the national level. Yet, the experience of terrorism prosecutions within the
civil court system has also revealed problems, including the compromise of intelligence sources, inadmissibility of
tendered evidence, procedural delay and public spectacle. In this context, the establishment of an especially designed
security court to try persons who are foreign nationals engaged in hostilities on behalf of an NSE might be mooted.

National Security Jurisdiction
The notion of a National Security Court raises the spectrum of the medieval English Star Chamber and of the
oppressive security courts currently used by some undemocratic regimes as tools of oppression. However, recent
experience of a liberal democratic government’s adaptation of civil courts for national security purposes can be
55
drawn from the “Diplock Courts” established by the British Government in Northern Ireland in 1973. Diplock courts
comprised a single judge who sat without a jury, so as to overcome the problem of jury intimidation by Northern Irish
paramilitary groups. Although initially intended to try members of Northern Irish factions, an al-Qaeda affiliated
53

U.S. Government, Department of Defense, Military Commission Order No. 1, March 21, 2002,
http://www.defenselink.mil/news/Mar2002/d20020321ord.pdf, on 27 January 2009.
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In the case of an American national captured fighting against the United States, John Walker Lind was initially detained at
Guantanamo as an enemy combatant but was later transferred to civilian custody and prosecuted in the criminal courts.
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Commission on Legal Procedures to Deal with Terrorist Activities in Northern Ireland, Report of the Commission to
Consider Legal Procedures to Deal with Terrorist Activities in Northern Ireland (1972) Cmnd 5185; Northern Ireland
(Emergency Provisions) Act 1973 (c. 53). See also Laura K. Donohue, “Terrorism and Trial by Jury: The Vices and Virtues of
British and American Criminal Law,”59 Stanford Law Review (2007), 1321, 1326; Steven Greer and A. White, Abolishing
the Diplock Courts: The Case for Restoring Jury Trial to Scheduled Offences in Northern Ireland (1986). A trial under
Scottish law but without a jury was employed also in the Lockerbie bombing case in 2001 to try the alleged bombers of
Pan Am 103.
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terrorist was also convicted in a Diplock Court in 2005. Other than for exceptional cases, Diplock Courts were
57
phased out in Northern Ireland in 2007. Comparable to a Diplock Court, the legal architecture of a National Security
Court would be designed to ensure that it could function effectively while remaining a transparent and politically
accountable criminal procedure.
The following paragraphs consider features of a conjectured legal architecture for national security courts, inquiring
into the possible forms of subject matter jurisdiction, admission of evidence, procedure and defendant rights.

Subject Matter Jurisdiction
Trials for national security offences might include terrorist acts, grave breaches and serious violations of the Geneva
Conventions and Protocols, and conduct of hostilities or other participation in political violence causing serious harm
(although not prohibited by the Geneva Conventions and Protocols) and conducted against the state of the court’s
jurisdiction.

Admission of Evidence
To protect sensitive intelligence and to make use of sources of available evidence, some derogation would be needed
from the brass plate standards of evidence applied in a criminal court under the common law. In essence, evidence
might be admitted if it is probative.
Hearsay evidence is currently admissible in international criminal tribunals and in the criminal courts of civil law
system countries. It could be admitted in national security courts in common-law countries too if it is considered by
the judge, based on a standard of objective reasonableness, to be more probative than prejudicial. Similarly, breaches
of procedure that could otherwise render evidence inadmissible, if strict adherence to technical requirements were
required, could be tolerated. This tolerance would exclude breaches of procedure that ‘shock the conscience’ of the
court and should be applied at its discretion. In this connection, statutory guidelines for judicial consideration of
evidence obtained through manipulation, inducement or coercion would need to be elaborated.
Legal representatives of the defendant could be required to have an appropriate classified information security
clearance as a condition of their appointment. In order to protect sensitive evidence, parts of the proceedings could
be held in the presence of the legal representatives but in the absence of the defendant. Further, parts of the
proceedings could be held on camera.

Decisions and Appeals
Initial decisions in national security cases might be made by a bench of one or more judges. They might be compared
to the panel that decides a court martial. Rather than empanel a jury and grapple with the consequent difficulties in
dealing with sensitive information or intimidation, findings of fact and of guilt or innocence could be made by the
bench.
The judges would, of course, decide on the admissibility of evidence and on matters of procedure and of substantive
law. Some elements of the court’s decisions might be required to be referred to a full bench or to be unanimous. For
example, like a jury, the bench might be expected to reach its referred or final finding unanimously. In view of the
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pervasive difficulties attending the formulation of authoritative legal norms in humanitarian law, it seems appropriate
that decisions on matters of law should be able to be appealed to the jurisdiction’s highest court on matters of law.

Humanitarian Rights and Human Rights Protections
Important from the perspective of a prosecuting authority is that when conducting a prosecution in the context of an
international armed conflict covered by the Geneva Conventions, to willfully deprive a person of the rights of fair and
regular trial as set out in Conventions is itself a grave breach. This is true for both civilians who are protected persons
58
59
under the scope of Geneva Convention IV and for prisoners of war under Geneva Convention III.
Common Article 3 sets out minimum standards in the case of “armed conflict not of an international character
occurring in the territory of one of the High Contracting Parties.” Specifically prohibited is:
3.1(d) The passing of sentences and the carrying out of executions without previous judgment pronounced by a regularly
constituted court affording all the judicial guarantees which are recognized as indispensable by civilized peoples.60

It should be noted that Additional Protocol I, Article 75, also sets out fundamental guaranteed trial standards. These
might be considered as interpretive tools for Common Article 3.1(d).61 The parts extracted below have been selected
because of their potential to constrain the conduct of national security court’s trial procedure:
75.4 (e) Anyone charged with an offence shall have the right to be tried in his presence.
(g) Anyone charged with an offence shall have the right to examine, or have examined, the witnesses against him and to obtain
the attendance and examination of witnesses on his behalf under the same conditions as witnesses against him. 62

Based on paragraph 75.4(g), an accused could demand the right to be present when intelligence-related information
is tendered and to cross-examine witnesses who provide it, such as infiltrators operating within NSE networks.
To address the limited guidance in Common Article 3 and the anachronisms of Protocol I, such as some aspects of
Article 75, as well as to clarify the application of human rights norms, legal innovation is needed. New international
law could specify acceptable standards for fair and regular procedures in a national security trial.

Conclusion - Protocol IV on Transnational Armed Conflict
This paper has made an initial exploration of the need to develop new international legal standards for trial of persons
engaging in transnational hostilities on behalf of non-state entities. In relation to prosecution, the international law of
58

In relation to trials of protected persons, the GCIV, opened for signature August 12, 1949, 75 UNTS 287, Art 147 (entered
into force 21 October 1950) provides that grave breaches include “… willfully depriving a protected person of the rights
of fair and regular trial prescribed in the present Convention.”
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GCIV, opened for signature 12 August 1949, 75 UNTS 287, Art 3(1)(d) (entered into force 21 October 1950). Serious
violations of Article 3.1(d) may be prosecuted by the International Criminal Court: ICC Statute, opened for signature 17
July 1998, 2187 UNTS 90, Art 8.2(c)(iv) (entered into force July 1 2002). Also prohibited under common Article 3 are “(a)
violence to life and person, in particular murder of all kinds, mutilation, cruel treatment and torture; (b) taking of
hostages; and (c) outrages upon personal dignity, in particular, humiliating and degrading treatment.”
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armed conflict requires a state to prosecute individuals under its national laws only for grave breaches of
humanitarian standards and not merely for engaging in transnational hostilities per se. Nor, unless narrowly defined
war crimes or crimes against humanity are perpetrated, is there an international court with jurisdiction to prosecute
individuals for engaging in transnational hostilities.
Therefore, the burden of defining the crime of engaging in transnational hostilities and of prosecuting persons for it
who are non-state actors falls to national authorities. This paper has compared, at a very general level, legal
approaches in Australia, Israel and the United States. It has suggested that, rather than either a civil or military court,
the creation of a national security jurisdiction might be the most appropriate way to craft credible procedures for
preventive detentions and prosecutions for the conduct of transnational hostilities.
Much remains to be done to compare national legal models and to develop an adaptable best practice template.
Ideally, an international protocol might be adopted to formalize agreed international standards of practice for
national security courts.
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EU Counter-Terrorism Legislation and
Investigation Practices: The Balance between
Security, Counter-Crime Policy and Human
Rights
Dr. Maria Alvanou

Workshop: Terrorist Threats in Europe
“Terrorism is a continuous and global threat...which calls for a constant, concerted response from all European countries,
institutions and peoples. The EU’s counter-terrorism policies…will be implemented with full vigor.” – Franco Fratinni

Terrorism is not a new phenomenon in European history. Spain, the UK, Greece, Italy, Germany, and France are only
some of the European countries with a sad, rich experience of attacks over the years. Contemporary terrorism in our
continent seems to emanate more so from Islamist-extremist networks and has changed from domestic (and mainly
leftist-anarchist or ethno-separatist in typology and ideological goal) to international. Also, specific member states of
the European Union seem to be facing higher danger due to their support and involvement with Iraq and Afghanistan
military operations.
Europe has proved to be not just a target for attacks, but also a base for the planning of terrorist activity outside the
continent. For example, a number of al-Qaeda cells involved in plotting the 9/11 attacks in the U.S. were discovered in
Italy, the UK, Germany, Spain and Belgium. European countries have also served for a long time now as a place of
recruitment for Jihad in Afghanistan, Iraq, Chechnya and elsewhere.
In response to this threat of terrorism, European Union countries have resorted to measures of counter-terrorism
policy. Several of these measures seem quite unthinkable relative to the standard European legal tradition of
protecting human rights – special powers of search, investigation and arrest; pre-trial detention for interrogation
(sometimes without time limits); reverse burden of proof; trials without juries; convictions based on reasonable
suspicion rather than proof beyond any doubt; widely drawn offences describing actions not constituting actual
commission or assistance of terrorism; evidence not disclosed to the detainee, etc.
Measures known by the term “incommunicado” are especially problematic from a human rights point of view. Law
enforcement, with the cooperation of judicial authorities, use such measures when knowledge of the suspect’s
detention situation and communication with him could endanger and hinder the investigation and intelligence
gathering. In such cases, detainees’ rights are narrowed to an unacceptable limit; relatives may not be informed
about the detention, and legal assistance is provided to the accused by a duty solicitor instead of a lawyer of choice.
The accused person may only have access to a lawyer of his own choosing once the “incommunicado” stage has
ended.
Also, when special circumstances apply, it can be possible for a person, against whom criminal proceedings are
pending, to be held “incommunicado” even for up to an alarming 13 days (there can be cases when this is even more
prolonged). “Incommunicado” measures seclude the accused person, thus creating the right circumstances to allow
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(or even encourage) human rights violations and even torture. They oppose the right to a “fair trial” and defense
through legal assistance of one’s own choice, as guaranteed by the European Convention of Human Rights, Article 6,
paragraph 3(d).
The European Union’s counter-terrorism strategy must be based in Articles 2 (area of freedom, security and justice)
and 29 (terrorism as a serious crime) of the European Union Treaty. Thus, there is a standard, binding legal
commitment on behalf of all European member states to respect human rights in any of the four pillars of counterterrorism policy: Prevention (addressing the root factors, radicalization & recruitment; reducing money laundering
that enables terrorists to be on the move, hide and carry out their attacks), Protection (safeguarding citizens; border,
transport & critical infrastructure security), Prosecution (bringing to justice effectively and timely the guilty parties
across the EU and globally, collaboration between countries), and Response (managing, minimizing terror attack
effects and recovering from them).
In its preamble, in addition, the Council Framework Decision on Combating Terrorism (6/13/2002) clearly states: “The
European Union is founded on the universal values of human dignity, liberty, equality and solidarity, respect for
human rights and fundamental freedoms. It is based on the principle of the rule of law, principles which are common
to the member States.”
Moreover, the European Convention of Human Rights in Article 3 prescribes that: “No one shall be subjected to
torture or to inhuman or degrading treatment or punishment,” and “under no circumstances may a State derogate
from its obligations under this article.” Legal instruments like Protocol Numbers 1 and 2 of the European Convention
for the Prevention of Torture and Inhuman or Degrading Treatment or Punishment exist to safeguard the human
rights of European citizens in all circumstances.
The obvious incompatibility of certain anti-terrorism measures and policies with the European Convention for Human
Rights is a serious problem when discussing a response to terrorism. There can be possible “side effects” of such
measures. It may be that when investigation and law enforcement authorities breach human rights, the “security”
they provide can actually work in favor of terrorism. Our precious European democracy is in danger of self-destruction
when officials react the wrong way to a terrorist threat, giving terrorists moral justification for their murderous,
indiscriminate, disproportional actions. More specifically:
A response to terrorism that involves suspension of democratic freedoms can end up serving terrorist organizations
quite well. Terrorists willingly provoke a government to react in an extreme manner, especially with indiscriminate
measures that suppress the innocent vast majority of the population, instead of targeting only the terrorists. When
this occurs, a general impression emerges that human rights, legal tradition and democratic values fail in critical
periods – during which they were specifically supposed to and aimed to work. But when European states deny
themselves the foundations of their democratic existence and traditional institutions, they validate, affirm and
confirm the rhetoric and reason of the terrorists that attack them.
In fearing that a deadly attack could paralyze or destroy our societies and nations, many – especially from the law
enforcement or intelligence field – support hard-line measures that can sometimes run contrary to human rights,
arguing that the “aim justifies the means.” But this is exactly the phrase and logic that terrorists use to justify their
attacks, claiming that their goal justifies the use of blind and deadly violence without any limit or morality. Their goal is
usually propagandized to be a virtuous one; it can even objectively be a righteous one, such as the achievement of
liberty for a certain ethnic population, or overthrowing a suppressive and undemocratic government.

Legal Challenges and Frameworks

Global Impact of Terrorism 2008

However, modern democratic states should never copy or repeat the practices of terrorist groups. If today we finally
deny the saying, once popular during the 70s, that “one man’s terrorist is another man’s freedom fighter” – because
we have realized that once someone is a murderer, his “freedom fighting ideals” come second – we cannot at the
same time apply double standards to support the idea that “one man’s torturer or human rights oppressor is another
man’s security hero.” These double standards cannot remain; they only legitimize the wrongdoing of intelligence and
law enforcement agents, leading to a loss of moral ground in the battle against terrorism.
It cannot be denied that the new, international terrorism threat, as reflected in attacks such as those in London and
Madrid, has created a need to change the rules in order to meet new security challenges in Europe. Yet secret arrests
and detentions, interrogations under ill-treatment, the denial of due processes, and the derogation from
international conventions – often excused as necessary to collect intelligence and build a valid case in court – cannot
be accepted. Good and effective intelligence that can prevent terrorist attacks should not require the suspension of
human rights and dignity. After all, the quality and efficacy of information gathered by measures that infringe on
human rights, through fear, torture and threat, cannot be trusted. A dynamic response to terrorism is not
undermined by respect for human rights; on the contrary, respect for human rights creates the appropriate
framework for a strong and effective response.
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Responding to Terrorism

The Evolving Threat of International Terrorism and Government Response
Dr. Matthew Levitt

The Resilient Homeland – Broadening the Homeland Security Strategy
Erroll G. Southers

Policing Terrorism in the United States: A Convergent Strategy
Deputy Chief Michael P. Downing

A Framework for Critical Infrastructure Resilience to Terrorism
Dr. Joshua Sinai

Terrorism, Consumption Patterns and Adaptation
Aviad Tur-Sinai

The Prison as a Component in the Terror Process: The Israeli Experience and Beyond
Lt. General (Ret.) Orit Adato
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The Evolving Threat of International Terrorism
and Government Response1
Dr. Matthew Levitt

Plenary Session: The Evolving Threats of International Terrorism
As the Bush administration’s second term comes to a close, this conference offers an opportunity to highlight the
th
progress the United States and its allies have made in the seven years since the September 11 attacks, as well as
acknowledge the challenges that still remain. Some of our tactics and strategies have been extremely effective; others
have fallen short.
Over the past 10 months, The Washington Institute’s Stein Program on Counterterrorism and Intelligence has hosted
a lecture series featuring senior U.S. government counter-terrorism officials – representing the policymaking, law
enforcement and intelligence communities – including the Departments of State, Treasury, Energy and Homeland
Security, as well as the National Security Council, National Counterterrorism Center, Office of the Director of National
Intelligence, and more.
These lectures, as well as my own conversations with experts and practitioners, including many of my former
colleagues from my own time as a senior U.S. government official, boil down to three basic themes:
1.

How the threat facing the United States has evolved;

2.

How the United States has adapted its counter-terrorism approach; and

3.

How the United States has revised its governmental structure to address these threats.

Change in Threat
Our adversary is not static in nature; we face a truly dynamic and evolving terrorist threat. The international
community now faces a different – and in some ways more complicated – threat than it did on September 11, 2001.
This is an adversary that continues to evolve rapidly, often in response to U.S. and international pressure.
th

At the time of the September 11 attacks, al-Qaeda was a centralized, hierarchical organization that directed
international terrorist operations from its base in Afghanistan. By 2004, al-Qaeda appeared to be in disarray with its
capabilities dramatically diminished. In fact, the State Department’s annual terrorism report that year assessed that
al-Qaeda had been “weakened operationally” and that the United States and its allies had degraded the group’s
leadership abilities and depleted its operational ranks. While al-Qaeda remained focused on attacking U.S. interests,
the report noted that its ability to conduct large-scale attacks had been greatly reduced. The growing “grassroots”

1

This lecture is drawn from an essay I co-authored with my colleague Michael Jacobson as an introduction to the
monograph we edited, “Terrorist Threat and U.S. Response: A Changing Landscape,” Policy Focus #86, The Washington
Institute for Near-East Policy, September 2008.
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movement of terrorist networks and cells, inspired by al-Qaeda and Osama bin Laden but with no direct ties to them,
2
were thought to be the emerging threat.
That picture has changed substantially over the past few years, as al-Qaeda’s center has grown stronger. As Charlie
Allen, head of DHS intelligence, noted, although al-Qaeda was on its “back foot” from 2004-2007, it had now
“regained its equilibrium.” Michael Leiter, director of NCTC, echoed this sentiment, warning, “I regret to say that the
al-Qaeda threat still looms large.” Donald Kerr, Deputy Director of National Intelligence, explained that al-Qaeda
continues to pose such a serious threat because the group has “retained or regenerated key elements of its capability,
including its top leadership, operational lieutenants, and a de facto safe haven in…the Federally Administered Tribal
Areas [of Pakistan] to train and deploy operatives for attacks in the West.”
According to Leiter, al-Qaeda has successfully expanded its reach through partnerships with other organizations
throughout the Middle East and North Africa, something the State Department Coordinator for Counter-terrorism,
Ambassador Dell Dailey, referred to as the “franchising of al-Qaeda.” These affiliates include al-Qaeda in Iraq, alQaeda in the Islamic Maghreb, and the Libyan Islamic Fighting Group. While the core of al-Qaeda is resurgent, in
Dailey’s view, it is still a far more decentralized model than the al-Qaeda of September 11. In fact, Ambassador Dailey
argued that this new arrangement creates weaknesses for al-Qaeda and its affiliates, in that neither can operate
without the other. Al-Qaeda’s core now has to rely on the affiliates to train operatives and carry out attacks, while the
affiliates need al-Qaeda’s brand name to gain credibility and attention.
While al-Qaeda and its affiliates still present the most serious threat to the United States, Rolf Mowatt-Larssen,
Director of Intelligence at the Department of Energy, contended that focusing on this group alone would be a mistake
from the perspective of stopping a nuclear attack. Mowatt-Larssen cautioned that, “the sober reality is that the threat
posed by nuclear terrorism is much broader than the aspirations of any single terrorist group.”
The speakers also articulated the threat the United States faces from Iran, Syria, and Hezbollah, among others.
According to Deputy National Security Advisor Juan Zarate, Iran and Syria’s state sponsorship of terrorism present
“immediate challenges to our counter-terrorism policies and national security,” citing Iran’s Islamic Revolutionary
Guard Corp’s activities around the world, including Argentina, Afghanistan, and Iraq. Furthermore, Dr. Kerr reinforced
the urgency in dealing with the entities’ nefarious activities, focusing specifically on Hezbollah’s May 2008 actions in
Lebanon when the organization targeted Lebanese citizens, reportedly to maintain “resistance” against Israel. The
lesson from this situation, according to Dr. Kerr, was that “Hezbollah—with the full support of Syria and Iran—will in
fact turn its weapons against the Lebanese people for political purposes.”

Change in Approach
Another theme has been the distinct shift in the U.S. government’s strategy for combating al-Qaeda and its affiliates.
In the years following the terrorist attacks of 9/11, the United States focused on taking aggressive action and
maintaining a hard line with foreign governments. This was reflected in the four counter-terrorism policy principles
outlined in the State Department’s 2004 report: make no concessions to terrorists and strike no deals; bring terrorists
3
to justice; isolate and pressure state sponsors of terrorism; and improve allies’ counter-terrorism capabilities.

2

U.S. Department of State, Annual Country Reports On Terrorism (2004). Available online at
http://www.state.gov/s/ct/rls/crt/c14818.htm.

3

U.S. Department of State (2004).
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The U.S. government is now more focused on using all of its tools in the fight against terrorism. As the State
Department acknowledged in its 2007 annual terrorism report, “incarcerating or killing terrorists will not achieve an
4
end to terrorism.” In his speech at the Institute, entitled “An All Elements of Power Strategy for Combating
Terrorism,” Ambassador Dailey advocated the use of all forms of U.S. power. He stated, “The United States must use
all of its agencies, not just the military, and increase funding for non-military, soft power alternatives.” Dailey noted
that Secretaries Robert Gates and Condoleezza Rice made similar pitches, “calling for more funding for other
government agencies because both…view the war on terror as a multinational, multiagency effort.” Leiter echoed the
urgency of the “all elements” strategy by stating, “Terrorism involves such a range of activities and enablers…that to
combat the threat requires leveraging all elements of national power.”
This “all elements” approach is consistent with the recommendations of the 9-11 Commission, which called on the
U.S. government to use all its national power to keep terrorists “insecure and on the run.” The Commission
recommended that the United States should “reach out, listen to, and work with other countries that could help” in
5
this effort.
With this shift in approach, there is increased recognition that communication must be an integral part of counterterrorism strategy. As Ambassador Dailey observed, “This is the first time the United States has faced an enemy that
uses the internet as a tool for recruitment and mass communication. Communication should therefore be used by the
United States and its allies to shape perceptions, build allies, and dissuade potential terrorists. This must be a central
component in U.S. strategy because it influences attitudes and behavior.”
According to Juan Zarate of the NSC, this is particularly true when it comes to al-Qaeda, whose leaders are “sensitive
to the perceived legitimacy of both their actions and their ideology. They care about their image because it has realworld effects on recruitment, donations, and support in Muslim and religious communities.”
Although the U.S. government paid attention to its communication strategy in the years following the September 11
attacks, counter-terrorism officials were far more focused on capturing or killing terrorists. Today, contesting alQaeda’s ideology is an integral part of U.S. counter-terrorism strategy.
The actual substance of the U.S. message has undergone a serious overhaul. The initial U.S. approach in the wake of
the terrorist attacks was to try and sell the United States to overseas audiences, an approach widely regarded as
ineffective in stemming the tide of radicalization. Efforts now concentrate on discrediting the terrorists.
The United States has gone about this using a two-fold approach. Director Leiter of NCTC noted that the United
States is trying to point out “how bankrupt” al-Qaeda’s ideology is, and demonstrate that “it is al-Qaeda, and not the
West, that is truly at war with Islam” by highlighting the extent to which Muslims are victims of the organization’s
attacks. At a press conference releasing the 2007 State Department terrorism report, the State Department and NCTC
emphasized that more than 50 percent of the victims of al-Qaeda attacks last year were Muslim, and approximately
6
100 mosques were targeted by the group.
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U.S. Department of State, Annual Country Reports On Terrorism, 2007. Available online
(http://www.state.gov/s/ct/rls/crt/2007/).
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National Commission on Terrorist Attacks, The 9-11 Commission Report (2004), Available online
http://govinfo.library.unt.edu/911/report/index.htm.
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Press Conference on the Release of the 2007 Country Reports on Terrorism, April 30, 2008, Available online at
http://www.state.gov/s/ct/rls/rm/2008/104233.htm.
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In general, the United States is trying to highlight the fact that al-Qaeda is a merciless and cruel organization whose
tactics, such as deploying mentally deficient people as suicide bombers, are repugnant. As Leiter argued, “showing
the barbarism of groups like al-Qaeda in the light of truth is, ultimately, our strongest weapon.” The United States is
now even using this approach to try and give al-Qaeda second thoughts about using a weapon of mass destruction
(WMD). Leiter pointed out that people in the Muslim world are already turning against al-Qaeda, and “no barbarism
could be greater than the use of WMD.” While the early results of this new approach are promising, as Allen noted, at
this point, “no Western state has effectively countered the al-Qaeda narrative.”
After years of emphasizing the seriousness of the terrorist threat, the United States is now concerned that the
widespread view of a resurgent al-Qaeda may be helping the organization recruit new members. As Ambassador
Dailey stated in the press conference for the release of the State Department’s 2007 terrorism report, one of al7
Qaeda’s goals is to “create a perception of a worldwide movement more powerful than it actually is.” Consequently,
the United States seems to be making a concerted effort to avoid contributing to this phenomenon. In fact, while
acknowledging that the organization is resurgent in its safe haven along the Afghan-Pakistani border, a number of
senior administration officials have begun to predict victory. Zarate, for example, cited a number of “important signs
that mark progress and point to the eventual demise of al-Qaeda.” In an April speech at the Chatham House in
London, FBI Director Robert Mueller suggested that al-Qaeda would be destroyed within a matter of years, not
8
decades.
While many changes to the communication strategy have occurred over the past year, the administration has been
making use of other “elements” of national power for far longer: financial tools to combat national security threats.
As Patrick O’Brien explained, the Treasury began to play a more central role in U.S. national security issues with the
creation of the Office of Terrorism and Financial Intelligence in 2004, not only on terrorist financing, but also against
rogue regimes, such as Iran and North Korea. In the past, the Treasury, like other finance ministries around the world,
focused largely on economic and financial issues. But, according to Treasury Deputy Secretary Robert Kimmitt:
The challenges of counter-terrorism and counter-proliferation have moved beyond the traditional province of foreign affairs,
defense, intelligence, and law enforcement. Treasury and other finance ministries around the globe have evolved since
September 11, and the world of finance now plays a critical role in combating international security threats.9

In the past, the Treasury was often reluctant to get involved in such issues. As a former State Department official
noted, “Years ago, people at State would go to Treasury and say, ‘we have got a lot of financial muscle, we should use
it to pursue political goals.’ But Treasury would always say it did not want to mess around with the international
10
financial system.”

Change in Structure
Finally, the speaker series also helped demonstrate how much the U.S. government’s counter-terrorism structure has
changed since September 11. In fact, a number of speakers were from organizations and agencies that did not exist at
the time of the attacks. For instance, the position of director of national intelligence (DNI) was the centerpiece of the
7

Press Conference (2007).
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2007, http://www.washingtoninstitute.org/templateC05.php?CID=2605.
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intelligence reform legislation passed in December 2004. The legislation was modeled on the recommendations of
the 9-11 Commission, which released its report in July 2004. Both the 9-11 Commission and the earlier Joint HouseSenate 9-11 Intelligence Inquiry concluded that the intelligence community desperately needed a strong leader, and
recommended the creation of a powerful national intelligence director who was not responsible for running the
11
CIA.
While the director of central intelligence (DCI) had served as the nominal head of the intelligence community for
nearly sixty years, in reality, the DCI has historically been more of a figurehead than an actual leader. In addition to his
role as the head of the intelligence community, the DCI also served as the director of the CIA and as the president’s
principal intelligence adviser. The 9-11 Commission found that “no recent DCI has been able to do all three [jobs]
12
effectively.” Most DCIs have been less focused on managing the intelligence community and more involved in
running the CIA and serving as the president’s chief intelligence adviser. The Commission and the Joint Inquiry both
found that DCIs were also limited in their ability to lead the intelligence community because of their lack of authority
to fulfill the role. As the Commission report noted, although the DCI was officially responsible for the intelligence
community’s performance, he did not have budgetary control, the authority to hire or fire senior managers, or the
13
ability to set information infrastructure or personnel standards.
The September 11 story provides a number of vivid examples that illustrate the effect of having a relatively weak yet
overburdened DCI. Both the 9-11 Commission and the Joint Inquiry found that former DCI George Tenet did not
succeed in his efforts to mobilize the intelligence community against al-Qaeda prior to September 11. In a 1998
memorandum, Tenet declared “war” on al-Qaeda and announced that he wanted no resources or people spared
either in the CIA or in the intelligence community. Despite his strongly worded proclamation, the Commission and the
Joint Inquiry discovered the rest of the intelligence community had not closed ranks in support of Tenet’s declaration.
The director of the National Security Agency — an agency under the purview of the Department of Defense —
recalled receiving Tenet’s memorandum, but thought that the memo only applied to the CIA and not to the
intelligence community at large. The Joint Inquiry and the Commission both concluded that Tenet’s inability to realign
14
intelligence community resources to combat al-Qaeda was a direct consequence of his limited authority.
With the creation of the DNI, the DCI position was abolished. The DNI assumed responsibility for leading the
sprawling 16 U.S. intelligence agencies, and preparing the President’s Daily Brief (PDB), leaving the CIA director to
focus exclusively on managing that agency. Given the DNI’s new role in the PDB process, the framework for Kerr’s
speech — a hypothetical PDB for the new president on January 21, 2009 — was quite appropriate.
One of the other major components of the 2004 intelligence reform bill was the creation of the NCTC. The NCTC has a
number of functions, but most importantly serves as the government’s intelligence center where all the key agencies
are housed under one roof. This was an effort to remedy the problems identified by the 9-11 Commission in which
different intelligence agencies had  but did not share  relevant information about the terrorist plot, making it
difficult to “connect the dots.” NCTC also leads the U.S. government’s strategic operational planning efforts against
terrorism, an endeavor that addresses the criticism that the government had no real strategy to fight al-Qaeda prior
to September 11.

11
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The Department of Homeland Security (DHS) was another post–September 11 creation, established in late 2002 by
the Homeland Security Act. DHS was an effort to consolidate the many executive branch agencies with homeland
security responsibilities. In all, 22 agencies were transferred into DHS, including the Customs Service, Immigration and
Naturalization Service, Transportation Security Agency, Secret Service, Coast Guard, and the Federal Emergency
15
Management Agency, among others. This mammoth department now has over 180,000 employees. The Office of
Intelligence and Analysis is responsible for serving as the intelligence arm for the entire department. This is a key role,
Charles Allen emphasized, because “intelligence is at the heart of everything DHS does,” according to Secretary
Michael Chertoff.
The speaker series underlined that even existing agencies, such as the Treasury Department, have changed
significantly. As part of the 2002 government reorganization, the Secret Service and the Customs Service were
transferred from Treasury to DHS, and the Bureau of Alcohol, Tobacco, and Firearms was shifted to the Justice
16
Department. Treasury was left with only the Office of Foreign Assets Control and the Financial Crimes Enforcement
Network in its enforcement arm — assets hardly adequate to fulfill the department’s counter-terrorist financing
responsibilities. In order to rebuild the Treasury’s enforcement and national security capabilities, the Office of
Terrorism and Financial Intelligence (TFI) was created in 2004, along with TFFC (now headed by Patrick O’Brien). The
following year, Congress created the Treasury’s all-source intelligence office, the Office of Intelligence and Analysis
(OIA). With the addition of TFI, and its TFFC and OIA components, Treasury is a very different agency than it was on
September 11, but one that has proven it can play an important role on a variety of national security issues.

Conclusion
As the speaker series made clear, the next administration will have many serious challenges in confronting the threats
posed by al-Qaeda and its affiliates, Hezbollah, Hamas, and others. In fact, al-Qaeda and other like-minded groups
have been adapting so rapidly that the picture may look somewhat different by January 2009. The next
administration will also inherit a bureaucratic structure still very much in transition. With the 2002 DHS reorganization
and the 2004 intelligence reform, many new counter-terrorism and intelligence agencies were created, and issues
relating to their missions and functions have yet to be resolved fully. As Leiter acknowledged, the “single, overarching
challenge – and the one that I believe looms largest – is institutionalizing all of the progress we have made in working
across the U.S. government on counter-terrorism.” The next administration will also have to decide whether – and if
so, how – to continue the established approach of the current administration, including the shift in communication
strategy and the more complete integration of all elements of national power into counter-terrorism efforts.
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The Resilient Homeland – Broadening the
Homeland Security Strategy
Erroll G. Southers

Workshop: Aviation Terrorism: Common Sense or Ticking Boxes
“At the end of the day, all disciplines are related to terrorism!”
– Dr. Boaz Ganor

We have placed a high priority on the opportunity to explore and experiment with possible solutions. Resiliency is
defined as the capability of a system to maintain its functions and structure in the face of internal and external
change. Developing enhanced resiliency is a rational strategy when the probability and specifics of a particular
1
challenge are difficult to define. A resilient society is one that will not disintegrate in the face of adversity. Protecting
property and successfully evacuating populations that are potentially in harm’s way decrease the destructive impact
of a natural disaster. Making infrastructures resilient renders them less attractive targets for terrorists. Preparing for
2
the worst makes the worst less likely to happen. We cannot stop every terrorist attack. We can however, reduce the
risk and enhance the capability for our continuity of operations.
Los Angeles International Airport today is safer than it was just 18 months ago. We have embarked upon a more
contemporary and holistic approach to airport policing. This prototype is capable of intelligence analysis and
information sharing and facilitates the seamless integration of critical infrastructure protection. We have created an
organizational structure and a counter-terrorism element unprecedented in the airport environment. By harnessing
our strengths and leveraging our relationships, we have transformed the number one airport terrorist target in the
nation into an operational think-tank, capable of placing theory into practice and creating a dynamic response to the
transnational threat of terrorism. We have embraced the mantra of “thinking locally and acting globally.”

Introduction
Los Angeles International Airport (LAX) is the world’s busiest origin and destination (O&D) airport, meaning O&D
passengers are those beginning or ending their trips in Southern California rather than using the airport for
th
connecting flights. In total traffic, LAX is the fifth busiest airport in the world for passengers and ranks 11 in the world
in air cargo tonnage handled. In 2008, the airlines of LAX served more than 50 million passengers and handled 2
million tons of freight and mail. LAX handled 70 percent of the passengers, 75 percent of the air cargo, and 95 percent
of the international passengers and cargo traffic in the five-county Southern California region.
LAX also creates jobs. An estimated 59,000 jobs, directly attributable to LAX, are located on or near the airport.
Approximately 408,000 jobs, spread throughout the region, are attributable to LAX. The employment in the City of


Taken from Chief Southers’ testimony on May 6, 2008, before the 110th Congress, United States House of Representatives
Committee on Homeland Security.
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Los Angeles, attributed to the airport, is estimated to be 158,000 jobs. One in 20 jobs in Southern California is
attributed to LAX operations.
In fiscal terms, LAX is a dynamic airport which creates, attracts and supports economic activity throughout Southern
California. International flights arriving at LAX from overseas make a substantial contribution to the economy of
Southern California, adding $82.1 billion in total economic output, plus 363,700 direct and indirect jobs with annual
wages of $19.3 billion in Los Angeles, Orange, Riverside, San Bernardino, San Diego and Ventura Counties, according
to a 2007 study by the Los Angeles Economic Development Corporation. Unfortunately, this fiscal vitality also bodes
well in terms of its attractiveness as a terrorist target.

History
Terrorism has long been a serious threat to the air transportation system of the United States and other nations.
“Over 5,000 deaths have resulted from terrorist attacks on civil aviation since 1980; about 200 deaths occurred in
3
attacks on airports themselves, as opposed to aircraft.” Apart from the major changes in the nation’s defense
posture, we know that the economic effects of the September 11, 2001 terrorist attacks were relatively short-term in
their impact. Thus, in one of the first studies undertaken at the Homeland Security Center for Risk and Economic
Analysis of Terrorism Events (CREATE), we considered the short-term economic costs of an attack on the U.S.
commercial air system.
We modeled a seven-day shut-down of the entire U.S. commercial air transportation system, followed by a two-year
period of recovery, using the post-September 11 experience of the system as a basis for our analysis. Our overall loss
4
estimates for the two years range from $248 to $394 billion.
In another study of this catastrophic attack, the results concluded the following losses:


First day Wall Street losses: 16%



Gross amount traded per day: $4 trillion



Total loss from stocks: $640 billion



American daily income: $20 billion



First week loss: $140 billion



Total national loss: $780 billion



Building & Construction losses: $30 billion



Liquidated 170,000 employees from airline companies



American studies estimated 70% American people suffering from depression
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Intercontinental Hotel – 20,000 job losses

One would assume the researchers in this study represented a think tank or major research university. In fact, these
figures were the results of an economic analysis articulated by Osama bin Laden in his October 21, 2001 interview
5
with Taysir Alluni, head of al-Jazeera’s bureau in Kabul. Regardless of the mathematical accuracy of al-Qaeda’s study,
they clearly appreciate the value of an attack beyond loss of life.
6

Interestingly, LAX has been described by RAND as “a leader in implementing new security measures.” It was one of
the first major airports to implement a 100 percent baggage-screening program, a dedicated and high visibility police
department, on-site bomb squad, the largest number of explosives detection canine teams at an airport in the world,
and a dispersed central terminal design. Despite this level of protection, LAX is viewed as an attractive target by some
terrorist organizations, having been targeted six times - more than any other airport in the nation!
Since 1974, LAX has been the target of two bombings, two attempted bombings, one gun attack, and one
combination bombing/active shooter attack. In 1974, “Alphabet Bomber” Muharem Kurbegovic detonated a bomb in
the LAX international terminal, killing three and injuring eight. In 1980, a bomb exploded in the China Airlines luggage
processing facility, causing extensive damage but no injuries. In May 1982, three members of the Armenian Secret
Army for the Liberation of Armenia were arrested after placing a bomb at the Air Canada cargo office.
Ahmed Ressam was caught crossing into the United States in 1999 with bomb-making equipment. His plan, later
known as “The Millennium Plot,” was to detonate four timed luggage-bombs inside and curbside at the Tom Bradley
International Terminal (TBIT). My colleague and CNN terrorism analyst Peter Bergen, best known for his interview of
Osama bin Laden, believes, “the millennium plotting in Canada in 1999 may have been part of bin Laden’s first serious
attempt to implement a terrorist strike in the United States.” Ressam has told the FBI that he conceived the idea to
attack Los Angeles International Airport himself, but that bin Laden lieutenant Abu Zubaydah encouraged him and
7
helped facilitate the operation.
On July 4, 2002, Hesham Hadayet approached the El Al counter with two handguns, killing two and injuring six. In
2005, a radicalized al-Qaeda-based group formed in Folsom Prison plotted to again attack the El Al ticket counter, in
addition to the Israeli Consulate, two National Guard recruiting centers, and several synagogues in simultaneous
bombings and active shooter operations across Los Angeles. When the suspects were convicted, it was learned they
admitted to being two weeks away from executing the attacks. LAX remains a very attractive target.
I have had the opportunity to visit and review the protective measures with my colleagues at several airports
considered to be target-rich, including: Ben Gurion in Israel, considered to be one of the world’s most secure;
Heathrow in Great Britain, the world’s busiest airport, which recently opened a state-of-the-art terminal; and Beijing
International in China, which recently opened the world’s largest terminal and hosted the 2008 Olympic Games. We
all agree on three basic realities – reducing the risk of terrorism and public safety is paramount, emergency response
efficiency is critical, and the continuity of operations subsequent to a natural or man-enabled event will have severe
impact on the global economy.

5

Bruce Lawrence, Messages to The World, The Statements of Osama bin Laden (London and New York, 2005), 111-112.

6

Donald Stevens, Thomas Hamilton, Marvin Schaffer, Diana Dunham-Scott, Jamison Jo Medby, Edward W. Chan, John
Gibson, Mel Eisman, Richard Mesic, Charles T. Kelley, Jr., Julie Kim, Tom LaTourrette, and K. Jack Riley, Implementing
Security Improvement Options at Los Angeles International Airport (Santa Monica, California: RAND Corporation, 2006).

7

Peter L. Bergen, The Osama bin Laden I Know (New York: Free Press, 2006), 289-290.
97

Global Impact of Terrorism 2008

Responding to Terrorism

Los Angeles World Airports Police Organizational Response
The RAND Corporation was commissioned by Los Angeles World Airports to conduct a series of studies on options for
protecting the airport from terrorism. The examination identified 11 major scenarios of attacks in the following
ascending order: mortar attack, sniper attack, control-tower bomb, MANPADS attack, air operations attack, public
ground attack, curbside bomb attack, luggage bomb, large-truck bomb, uninspected cargo bomb and insider-planted
bomb. The top-five scenarios involve explosive devices, vehicle and/or employee access. The subsequent reorganization of our department is in direct response to the study. The Homeland Security and Intelligence Division is
comprised of the Critical Infrastructure Protection Unit, Vulnerability Assessment and Analysis Unit, Emergency
Services Unit, Dignitary Protection Unit, Canine Unit and the Security Credential Unit.
This reorganization facilitates the effective response to the five “major” terror scenarios by reducing bureaucracy,
increasing unit responsibility, and ensuring management accountability. For example, the Security Credential Section
is responsible for the processing, vetting and management of more than 40,000 LAX badge holders, more than 52,000
for the Los Angeles World Airports, including Palmdale, Ontario and Van Nuys airport, which happens to be the
busiest general aviation airport in the nation. The new centralization of the badging process also lends itself to easy
information sharing and analysis as it relates to our properties. In the midst of a recent event one morning when we
thought an individual had boarded an outbound flight posing as an employee, it was the information from the
Security Credential Unit that proved most valuable in the suspect elimination process before the diverted flight had
even landed.
In addition to the RAND study, we are routinely evaluated in a Joint Vulnerability Assessment (JVA) by the TSA and FBI
to determine our Man Portable Aerial Defense (MANPAD) vulnerabilities. We have also invited our colleagues from
Ben Gurion Airport to evaluate our protective measures. Guided by the three studies, we maintain a Critical
Infrastructure Protection Unit and a Vulnerability Assessment and Analysis Unit, charged with meeting the goals of
Homeland Security Presidential Directive 7, the identification, protection and prioritization of critical infrastructure
and ensuring TSA Security Directive compliance respectively. These units also work with our local, state and federal
regulatory airport partners monthly, as the Cargo Security Task Force, descending unannounced on cargo facilities to
evaluate all personnel, security and safety related compliance issues.

Terrorist Operational Planning Cycle
th

Al-Qaeda just celebrated its 20 anniversary. A terrorist organization could not survive for two decades without being
adaptive, innovative and flexible. In fact, every attack in the last four years in Europe (except the Van Gogh murder)
has had al-Qaeda connectivity. Commercial aviation is the most institutionally hardened critical infrastructure since
the attacks on September 11, yet it remains the most desirable target. Al-Qaeda’s global network has endured by its
members strictly adhering to the principles of operational security.
In addition to the al-Qaeda threat, the death of Imad Mughniyah by a bomb blast on February 12, 2008, has
heightened our concerns regarding the threat of attack by Hezbollah. Mughniyah, a senior member of Hezbollah, was
associated with the Beirut barracks and United States Embassy bombings in 1983, which killed over 350, as well as the
kidnapping of dozens of foreigners in Lebanon in the 1980s. He was indicted in Argentina for his role in the 1992
Israeli Embassy attack in Buenos Aires.
In response to this specific threat and the fact that El Al has been targeted three times since the new millennium, our
Emergency Services Unit (ESU) provides special weapons and tactics security for El Al passengers during
ticketing/check-in, escorts their buses to the terminal, and remains on the airfield until the aircraft departs. In addition
to their already unique skill set, all members of our ESU have completed the DHS Prevention & Response to Suicide
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Bombing Incidents Training Course. El Al has informed us that LAX is the only airport outside of Israel that affords
them this level of security.
Terrorist groups, particularly al-Qaeda, conduct surveillance and reconnaissance to select potential targets to gain
strong situational awareness of the target’s activities, design, facility vulnerabilities and security operations. Because
part of the pre-operational surveillance involves establishing patterns, terrorists will conduct their surveillance
multiple times. However, the more they conduct surveillance, the greater the chances of being observed themselves.
If they are observed, their entire plan can be compromised by alerting security personnel to the fact that something is
being planned.
Al-Qaeda training manuals, including the infamous “Military Studies in the Jihad Against the Tyrants,” and their online
training magazines instruct operatives to perform surveillance, and even go so far as to discuss what type of
information to gather. In July 2004, the arrest in Pakistan of an individual identified by U.S. officials as Mohammad
Naeem Noor Khan revealed a personal computer that contained detailed information about potential economic
targets in the United States. The targets included the New York Stock Exchange and Citigroup headquarters in New
York, the International Monetary Fund and World Bank buildings in Washington, D.C., and Prudential Financial
headquarters in Newark, N.J. From the information on the computer, it appeared that the targets were under
surveillance for an extended period.
In the case of the aforementioned pre-attack planning cycle, there was a high degree of detail and awareness of site
vulnerabilities, security operations, and law enforcement and emergency response at the time the reports were
written. In addition to intelligence obtained from surveillance, each of the surveillance reports exhibited extensive use
of open sources to obtain much of the background information on the target. It should be noted that the report
provided alternative targets should attacking the primary site prove to be logistically unfeasible. The focus on
collecting data on alternative, less protected locations indicates al-Qaeda’s interest in softer targets. This may be
reflective of al-Qaeda’s evolution from a centrally directed organization into a more decentralized structure
possessing greater control over target selection.
Surveillance can occur in as little as one week to as long as several years prior to an attack and can be used to support
target selection, mid-operation reconnaissance and final, pre-attack reconnaissance. Surveillance is typically
conducted in a covert manner and can involve any number of collectors (surveillants) either on foot or in vehicles.
Successful counter-surveillance can yield indications of an attack planning phase. The problem is separating
“terrorism” from “tourism.” Herein lies the importance of employing a strategy that facilitates “looking for the
bombers and not the bombs.”

Automated License Plate Recognition Technology
Actionable intelligence, accompanied by education, awareness and technology, are essential resources to be effective
in these efforts. A debriefing of the attack on the Kohbar Towers bombing determined the target was surveilled more
than 40 times over a 17-month period by the same three attackers. On at least 10 of those reconnaissance missions,
the attackers visited the site in the same vehicle.
The fact that more than 50,000 vehicles enter LAX daily makes vehicle surveillance a simple task, utilizing Automated
License Plate Recognition (ALPR) technology. This is a proven method that automatically identifies license plate
numbers on stationary or moving vehicles (at speeds of over 140 mph), captures images of the vehicle license plate,
and instantly checks those numbers against a database. Every license plate scanned is compared to a list of “vehicles
of interest” associated with auto theft, felony warrants, Amber Alerts, DOJ & NCIC downloads, parking violations, or
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any other license plate-oriented databases. Our anticipated acquisition and implementation of this technology will
essentially limit the capacity of attackers to use the roadways!
The database can be designed to be triggered if the license plate entered the area based on frequency, time of day,
day of the week, etc. In so much as repeated trips are necessary for terrorists to obtain the desired situational
awareness, this would be a useful counter-measure. Ben Gurion Airport has deployed this system on its main access
road, in a toll-booth design, to capture the license plate of every vehicle entering the central terminal area. The
system is also in use in Europe in Birmingham, Edinburgh and Glasgow Airports

ARMOR
The Center for Risk and Economic Analysis of Terrorism Events (CREATE) is an interdisciplinary national research
center based at the University of Southern California and funded by the Department of Homeland Security. The
Center is focused on risk and economic analysis of the U.S. infrastructure and comprises a team of experts from
several universities from across the country.
As previously described, the al-Qaeda planning cycle depends on the comprehensive situational awareness acquired
via pre-attack surveillance and reconnaissance of the intended target. It is most important for the attackers to
determine the design and level of physical security, including protective policies, procedures and technology. A team
of researchers at CREATE, led by Dr. Milind Tambe and working with our department, developed software that would
offer assistance regarding the deployment of critical terrorism counter-measures. Dr. Tambe’s expertise is in the area
of Security in Multiagent Systems by Policy Randomization.
It is a proven fact that randomness increases security. Randomization methodology was theoretically proposed by
CREATE to assist in the deployment strategy of unmanned aerial vehicle (UAV) flights over Afghanistan. The goal of
our project was to leverage CREATE’s success by randomizing vehicle checkpoints being deployed along airport access
roads.
The ARMOR (Assistant for Randomized Motoring Over Routes) program, based on Bayesian Stackelberg game theory,
was developed to allow for the input of certain constraints regarding the checkpoint, the avoidance of certain days for
deployment, and the necessity for the checkpoint to be in effect during specific times during the day. Based on these
constraints, the program provided a randomized schedule, in conjunction with a mathematical measure of
randomness. Additional features are added to the program to facilitate the input of the constraints and create a
report at the end of a checkpoint in operation.
Such scheduling is based on several requirements:


Scheduling must be randomized to avoid predictability;



Scheduling must take into account constraints of officers at LAX;



Scheduling must take into account passenger load data;



Scheduling must also take into account other possible resource constraints, dynamic shifts and so on.

The USC CREATE team attacked this scheduling problem in a multi-phased approach. The first phase focused on
scheduling checkpoints, and in particular using the first two criteria mentioned above. The next step in the project
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incorporated the explosives detection canine team deployment into the program development. Insomuch as LAWA
maintains 35 explosives detection canine teams, this asset renders LAX the perfect environment for this research.
Upon completion, we anticipate leveraging the ARMOR program for the purpose of randomizing the deployment of
patrol, bicycle officers and other airport police resources.
The results of this premier engagement in “Translational Research,” meaning research that translates directly from
the laboratory to the field and the practitioner, could not have been anticipated. We have received inquiries from a
host of federal agencies and countries as far away as India. We briefed the Transportation Security Administration last
year in anticipation of the program being utilized to randomize the deployment of Federal Air Marshals on flights.
Praveen Pachuri, the doctoral student who developed the algorithm, is being actively sought by a host of defense
contractors as a result of the program’s success.

Peroxide-Based Explosives Research Project
Peroxide-based explosives, including TATP (triacetonetriperoxide), DADP (diacetonediperoxide) and HMTD
(hexamethylenetriperoxide-diamine), represent a major, growing challenge to homeland security. The threat has
been recently highlighted by a number of terrorist events worldwide, such as the 2005 attack on the London public
transportation system, the intercepted 2006 terrorist plot to target airliners en route from London to the United
States, and many car and suicide bombings in the Middle East.
The Los Angeles World Airports Police Department is involved in an international project researching the “properties,
detection technology and risk assessment” of peroxide-based explosives. The research leverages the combined
talents of world-renowned Israeli explosives experts at the Technion, Israel’s Institute of Technology, led by Dr. Ehud
Keinan; USC CREATE risk analysts, led by Drs. Isaac Maya and Onur Bakir; and Los Angeles World Airports Police
Department personnel in order to assess and improve peroxide explosive detection methodologies and optimize
deployment strategies for those technologies.
The United States has already experienced its first suicide bomber. In 2005, Joel Hinrichs III, an engineering graduate
student at the University of Oklahoma, blew himself up outside of the school’s Memorial Stadium. He was denied
entry because he would not allow security personnel to examine the contents of his backpack, which contained a
TATP improvised explosive device, before entering the stadium with 84,000 people in attendance.
Doubt was cast subsequent to this incident with regards to Mr. Hinrichs’ intent or social network. Investigation
reveals he constructed the bomb via an Internet recipe after he unsuccessfully attempted to purchase ammonium
nitrate. Going to the football game should certainly demonstrate his intent, and the fact that he attended a Mosque
in Norman, Oklahoma, visited by Zacarias Moussaoui and September 11 hijackers Marwan Al-Shehhi and
Mohammed Atta, would suggest indirect, if not direct, connectivity to an environment with some very dangerous
people.
Altogether, TATP, HMTD and other peroxide-based explosives pose a multifaceted, intricate challenge to public
security. As their density (0.5 g/ml) is similar to that of most common organic solids, such as white sugar, it is not
possible to detect them by the CTX machines that are currently deployed in airports for the detection of conventional
explosives. Although the most urgent need is the development of detection and identification methods, there are
many other aspects of the problem that should be pursued. These include fast and reliable on-site neutralization of
captured materials, comprehensive study of their chemistry and properties, including post-blast analysis and
identification of the type, quality, manufacturing methods, as well as the origin of captured improvised explosive
devices.
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Chemical Operational Technology Development Restoration Project
LAX was selected by DHS to join San Francisco International Airport (SFO) as a pilot site for the Chemical/Biological
Operational Technology Development (OTD) Project. SFO has been the primary partner airport for developing plans
for biological incidents. Once that plan is developed it will be the basis for the completion of a Biological Restoration
Plan for LAX. The goal of the LAX Chemical OTD Restoration Project is to develop tools and processes to rapidly
restore a critical transportation facility after a chemical warfare agent attack. Upon completion, LAX will be the only
airport facility with vetted chemical and biological restoration plans.

Airport Police Strategies and Initiatives
The Los Angeles World Airports Police initiatives have aligned the international academic and operational counterterrorism community. We are part of a global network capable of identifying and disrupting the ability of attackers’
efforts to recruit, fund, plan, surveil or execute terror operations. Our efforts to date include:


During this past year, our officers have studied and/or delivered counter-terrorism briefs in Canada, Great
Britain, Israel, Jordan, Spain, Thailand, and China.



Airport Police hosts a bi-weekly Community Awareness Meeting with area business owners, community
groups and residents for the purpose of sharing information related to criminal activity, law enforcement
projects and other relevant airport information available to us from our partners across the nation.



Airport Police detectives are assigned to the Joint Terrorism Task Force and the Joint Regional Intelligence
Center.



Our Canine Unit Officer-in-Charge was appointed the International Liaison for the Detector Dogs World
Congress regarding all explosives detection canine matters.



We accepted an invitation to travel to Beijing, Shanghai and Qingdao for the purpose of assessing the
terrorism counter-measures in place for the XXIX Olympiad.



Officers are enrolled in the Executive Program in Counter-Terrorism at USC and the Manhattan Institute
National Counter-Terrorism Academy.



During terminal evacuations related to the detection of “possible improvised explosive devices” (IEDs)
identified at screening stations, announcements to passengers articulate the reason for the evacuation,
efforts are made to provide a comfortable environment, with seating and water if possible, and seniors and
parents with children are given priority for re-entry into the terminal after the incident is resolved.



Airport police work with the bomb squad and TSA on every terminal IED-related evacuation to minimize the
impact to vehicular traffic in the central terminal area and expedite the re-population of the screening
stations. All of these events are timed and de-briefed.

During my tenure as Deputy Director in the Governor’s Office of Homeland Security, the resiliency of the Port of Los
Angeles-Long Beach and LAX were regular topics of discussion. In response to the 9/11 Commission’s overall critique
of our inadequate intelligence sharing capabilities, the ports created the Area Maritime Security Committee (AMSC).
The AMSC consists of local, state and federal intelligence professionals and first responders for the purpose of
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identifying vulnerabilities, determining possible risk-reduction strategies, and engaging in training and exercises
during scenarios to protect the maritime environment.
As a result of the success of the AMSC, we transplanted the group to LAX in an effort to mirror the strategy with most
of the same entities, charged with responding to the threat at the ports. Director Butts co-chairs the Airport Security
Advisory Committee, which has benefited from existing professional relationships, thus creating an institutional
knowledge with expertise and experience focused on the protection of two extremely vital sites, other critical
infrastructure in the region, and the global importance incumbent upon their resiliency.

Closing
For us, war is finite; for the terrorist, war is perpetual. Osama bin Laden has identified a timeline of 1,400 years to
accomplish his mission. In the meantime, terrorist organizations are becoming increasingly sophisticated in their
communications and security awareness. As an example, terrorists are leveraging terror trials and court testimony as
an additional opportunity to identify our counter-terrorism investigative methodologies.
Our intelligence efforts should work on building capacity from the bottom-up – local law enforcement. Our success in
deterring terrorist attacks rests in our ability to make the environment more difficult for attackers to operate. Timothy
McVeigh, Eric Rudolph and the JIS group spawned in Folsom Prison were arrested as a result of good police work.
Commercial aviation is the most institutionally hardened critical infrastructure since 9/11. Yet, last summer it was
targeted again. We should learn from failed as well as successful attacks because, while our vulnerabilities are
unlimited, our resources are not. Sustainability is a critical element of resiliency.
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Policing Terrorism in the United States: A
Convergent Strategy
Deputy Chief Michael P. Downing

Workshop: Counter-Terrorism Policing
The Effect of the Changing Global Landscape on Local Policing
Local law enforcement agencies around the world face an increasingly complex set of problems with the emergence
of globally coordinated criminal networks and national security threats. Modern-day criminals have proven
themselves to be transnational in reach, linked by sophisticated networks and highly adaptive in their thinking.
In response, local police agencies such as the Los Angeles Police Department (LAPD) are developing strategies that are
equally adaptive and networked. The linchpin of these strategies is and must remain convergence.
This word is used variously by different disciplines. In this context, the intent is to describe the process of bringing
different elements together to achieve union, or a common result. A real-world example of this type of convergence
is found in the United States Army’s Human Terrain Project, in which anthropologists and other social scientists work
side-by-side with combat units in Afghanistan and Iraq to help the military better understand local cultures.
This concept translates well to policing in the context of counter-terrorism. In order to face a relatively new adversary,
police have been required to bolster old strengths, such as investigative skills, while acquiring new ones, such as
specific knowledge of terrorist organizations. This has often happened in a collaborative, multi-disciplinary
environment, and it casts light on the way forward.
For local police to successfully meet the challenges posed by terrorism, the time-tested approaches that emphasize
prevention must converge with new ones that focus on prediction. The systems designed to protect sensitive
information must converge with efforts to cooperate and collaborate with law enforcement partners in the United
States and abroad. Self-contained, territorial methods of operation must converge with the forging of strategic
relationships and the development of an international consciousness while remaining anchored in the communities.
In relation to terrorism, these strategies are driven by a new reality: extreme ideologies often have global
implications. The groups that ascribe to these ideologies and embrace the use of violence can achieve global reach.
The impact of this new reality is that terrorist attacks can have devastating effects on America—no matter where in
the world such attacks occur.
Local law enforcement in the U.S. must assume that an attack that occurs in a remote location may be part of a global
effort with a local operational component. The attack may be replicated locally, be supported or advanced by local
operators, or even be exploited by local extremists to advance their political agendas. Therefore it is essential that
local law enforcement agencies reverse their optics and look beyond U.S. shores for the harbingers of future regional
issues.
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Two examples of geopolitical changes in the past several years demonstrate the need for this reversal of the optics.
According to World Bank estimates, the number of poorly governed “fragile” states – those characterized by weak
1
institutions and vulnerability to conflict – jumped from 17 in 2003 to 26 in 2007.
This is significant because the failures of states can serve as breeding grounds for criminals such as terrorists who are
all too eager to exploit a weakened government and population and who often develop transnational reach. In terms
of tactics, it is interesting to note that suicide attacks took place in seven countries from 1981 to 2000. The number of
2
countries has jumped to at least 20 since 2001. While it is not a foregone conclusion that the U.S. will suffer a suicide
attack, this is a trend that merits close attention by law enforcement.
Already, the U.S. faces a vicious, amorphous, and unfamiliar adversary. In simplistic terms, the terrorist threat can be
separated into three categories: homegrown terrorists inspired by ideology promoted by al-Qaeda or other groups;
terrorists who come to the U.S. to raise money to conduct operations here or abroad; and terrorists who have
footholds both in the U.S. and overseas and operate in both arenas.
In the experience of the LAPD, the principal threats are local, self-generating and self-directed. If there are direct
connections with overseas groups, these are most likely to be initiated by the local actors. One such example can be
found in Lodi, California, where U.S. citizens sought terrorist training in Pakistan. While a case such as this does not
minimize the international threat, it cautions that the number of local threats in the U.S. will only increase.

1

K. DeYoung, “World Bank Lists Failing Nations That Can Breed Global Terrorism,” Washington Post (online), September 15,
2006, http://www.washingtonpost.com/wp-dyn/content/Article/2006/09/14/AR2006091401859.html [Accessed Aug.
23, 2008].

2

L. Richardson, What Terrorists Want: Understanding the Enemy, Containing the Threat (New York: Random House, 2006).
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The Strengths of Local Law Enforcement in Counter-Terrorism Efforts
The U.S. has many more layers and jurisdictions than countries such as United Kingdom, Canada, Israel, or Australia.
One need only look at the numbers. The U.S., which covers 3.79 million square miles and is home to more than 300
million people, has roughly 3,000 counties and about 2,500 cities with 10,000 people or more.
The country boasts more than 16 federal intelligence agencies and 17,500 local law enforcement agencies that
employ more than 750,000 local law enforcement officers. This decentralization of law enforcement presents either
an opportunity or a challenge. The outcome will be decided by how effectively U.S. law enforcement agencies are
able to collaborate with each other, with the private sector, with academia and with their communities.
The strengths of local law enforcement in America are drawn from: the powers of search, seizure of evidence and
arrest; a community policing infrastructure; the growing ability to manage, share and analyze information; the proven
ability to identify and interpret suspect behaviors; and established relationships that can carry an investigation from
inception to completion.
Local police also add the critical elements of speed, resources and numbers to any situation. They are able to rapidly
deploy and can quickly summon more forces if needed. Managers in the field are accustomed to making decisions in
dynamic/high-stakes incidents. Investigators, particularly in large police departments, have considerable resources at
their fingertips and are supported by a solid investment in their training. Many police departments throughout the
country are faced with a high workload. The natural outcome of this fast pace is that the officers and investigators
have a wide breadth and depth of field experience.
These strengths all make local police supremely capable of being valuable contributors to U.S. counter-terrorism
efforts. Just as terrorists’ modus operandi evolve, so do American policing efforts. Police are designed to quickly adapt
and align their resources to changing circumstances in the field. They also are the force most attuned to subtle
changes and warning signs in the communities.
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In the terrorism arena, local law enforcement’s main strength is its experience investigating individuals and
enterprises. Investigating individuals has created a robust capacity to understand culpability and relationships and
how these are linked to broader networks, or enterprises. The crime-fighting model used to investigate organized
crime, gang and narcotics trafficking enterprises – their structures, the players and their strategies – is being applied
regularly to the investigation of terrorist networks.
This approach was embraced after the 9/11 attacks in recognition of the dearth of information about other possible
terrorist activities in the country. This model casts a wide and deep law enforcement net that attempts to catch the
individuals and target the larger enterprise. Resources are focused on detecting more traditional crimes such as fraud,
smuggling and tax evasion in order to assemble the puzzle pieces to understand the networks of terrorist operatives
on their soil. This approach has helped law enforcement develop a richer picture of the operational environment and
likely has played a significant role in preventing another attack in the U.S.
The convergence of these tried and true policing strategies applied to the terrorism problem is yielding successes.
Local police, particularly those from the larger anti-terrorism units, are contributing to the knowledge base of their
state and federal colleagues – particularly when it comes to understanding the dynamics of networks and
decentralized groups. These cases and the resulting “lessons learned” have increased the stature of local law
enforcement operations and earned us a legitimate seat at the intelligence table.

The Role of Local Law Enforcement in the Intelligence Arena

I
In the past seven years, information sharing has improved vertically, between the FBI and the nation’s 17,500 state
and local police departments. It has also improved horizontally, among the state and local departments themselves.
This shift is critical because turf battles and the need for jurisdictional supremacy at all levels of law enforcement have
led to key intelligence failures in the past. While the information flow has improved greatly, there is still much work to
be done in this area. The changes made since 9/11 relative to the communication between local and national
intelligence units can be put into three categories: culture, capability, and awareness.
Culture: Local and state law enforcement agencies are now recognized as critical to intelligence
efforts to prevent terrorism – efforts that blend seamlessly with their core mission to detect and
deter crime and protect communities. This was not always so. It was after the 9/11 attacks that these
agencies started to be woven into the national security fabric of the nation and the art of policing

Responding to Terrorism

Global Impact of Terrorism 2008

was acknowledged and embraced. The change in the culture has been reflected in numerous
documents, studies and initiatives in the past seven years. These include the President’s National
Information Sharing Strategy3 and a recent Rand study that stated that “policing and intelligence
should be the backbone of U.S. efforts” to defeat al-Qaeda because its network of individuals needs
to be tracked and arrested.4
Capability: Analytic capabilities have improved in large part because of the establishment of 52 fusion centers
in 46 states.
Awareness: Local police are becoming better able to recognize those behaviors consistent with the crimes
related to terrorism.
As Washington and federal law enforcement agencies have embraced police as true partners, the local law enforcers
themselves have rallied. For the first time in American law enforcement history, senior officers from every major city
police intelligence unit in the nation have come together to form an Intelligence Commanders Group (ICG), part of the
Major City Chiefs Association. Major city police departments are those that employ more than 1,000 law enforcement
officers and serve a population of 500,000 or more. These 64 top-level intelligence commanders work in concert to
share intelligence and ensure inter-agency cooperation.
5

In May 2008, this group delivered a position paper titled, “Twelve Tenets to Prevent Crime and Terrorism,” that
detailed the priorities of local law enforcement. This paper addresses 12 issues ranging from the classification of
intelligence documents to the federal grant process and calls for changes in all. This document is a prime example of
how police are collaborating in new ways in order to influence homeland security policy at the federal level. Their
newfound voice is coupled with a desire to thoughtfully consider all of the serious responsibilities that come with
their role as “first preventers” of terrorism – particularly when it comes to intelligence gathering and sharing.
With the increased role in the intelligence arena comes the increased responsibility on the part of police to protect
civil liberties and operate in a legitimate and transparent fashion. The growth of intelligence-gathering operations at
the local level must be proportionate with the creation of safeguards against abuses. It is important that local law
enforcement agencies carefully and accurately define those who they suspect will commit a criminal-terrorist act.
That job needs to be done with a balance and precision that inspires the support and trust of the American people so
that they partner with the police in the pursuit of their lawful mission.
That support and trust are essential to “softer” law enforcement strategies aimed at countering extremists’ ideologies
and influence at the local level. While the primary objective remains to hunt terrorism suspects and disrupt their
operational capability (recruiting, funding, planning, surveilling, and executing operations), the broader strategy must
include efforts that target the motivational side of the equation.

3

National Strategy for Information Sharing: Successes and Challenges in Improving Terrorism-Related Information Sharing
(online), October 2007, http://www.whitehouse.gov/nsc/infosharing/index.html [Accessed Aug. 21, 2008].

4

S. G. Jones and M. C. Libicki, How Terrorist Groups End: Implications for Countering al Qa’ida (Santa Monica, CA: RAND
Corporation, 2008), xvi, http://www.rand.org/pubs/monographs/2008/RAND_MG741-1.pdf [Accessed Aug. 21 2008].

5

Major Cities Chiefs Association, Homeland Security Committee, Twelve Tenets to Prevent Crime and Terrorism, May 2008,
http://www.majorcitieschiefs.org/pdfpublic/MCC%20Twelve%20Tenet%20Final%205%2021%2008.pdf [Accessed Aug.
21, 2008].
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These outreach and partnership efforts aim to increase the safety and stature of communities – to create a network
of individuals who feel it is in their best interest to create an environment hostile to criminals of all stripes. This can be
achieved by providing excellent police service and building solid relationships with community members.
The point is not merely an academic one—it has operational consequence. In preserving good will and buy-in from all
communities, including those that may be breeding grounds for violent ideologies, law enforcement is increasing its
ability to gather information by fostering an environment in which tips and leads can come from those same
communities. Ultimately, it is these communities – aided by law enforcement and other resources – that create
environments that are either friendly or hostile to the proliferation of criminality in any form.
In this community-building arena, we can also apply the hard-won lessons learned in combating gang crime to the
problem of terrorism. Southern California was the birthplace of gang culture and the citizens of Los Angeles are all too
familiar with the threat of violent crime by street gangs.
Regardless of how many police officers are deployed, officers can only suppress specific gang-related incidents. While
more police are part of the answer, the real solution lies in the community – with the strengthening of the family
structure and the economic base, and the weakening of political power bases built on victimization and a cultural
tolerance of violence. Successful police interventions at the community level have included youth programs that offer
alternatives to the gang lifestyle.
As it is with gangs, the signs of extremism in future terrorists are first seen on the most basic levels: in the families,
neighborhoods, schools, places of worship, and work places. Therefore, relationships must be built in the
communities we police so that citizens are empowered and predisposed to report these warning signs.
Ultimately, preventing extremism will be up to neighborhoods and communities, but thread by thread, relationship
by relationship, the police can help build a network that will make it very hard for terrorism to take root. All
communities in America have a genuine responsibility to prevent any form of extremism and terrorism. If the broader
communities are intolerant of such things, these ideologies cannot take root in their midst. No amount of
enforcement or intelligence can ultimately counter extremism if the communities are not committed to doing so. All
efforts to encourage and support legitimate community cooperation with law enforcement will serve us well.

The Los Angeles Police Department’s Counter-Terrorism Efforts
The LAPD created its Counter-Terrorism and Criminal Intelligence Bureau in 2003. It now has close to 300 officers
dedicated to counter-terrorism, criminal intelligence gathering, and community mobilization efforts. The Bureau’s
mission is: to Prevent terrorism by effectively sharing information aimed at disrupting terrorists’ operational capability
and addressing the underlying causes associated with the motivational component; to Protect the public and critical
infrastructure by leveraging private sector resources and hardening targets; to Pursue terrorists and those criminal
enterprises that support them; and to Prepare the citizenry and the city government for consequences associated
with terrorist operations against the city.
The LAPD has gained considerable counter-terrorism case experience over the past few years. Here is a cross-section
of the types of cases that have come across the LAPD’s counter-terrorism investigative radar.
1.

Hezbollah Funding Case: The arrest of a major Hezbollah funding group by a task force comprised of the
Drug Enforcement Agency and the LAPD working alongside the Federal Bureau of Investigation illustrated
the interrelation of criminal acts and the funding of terrorism, and the increasing global reach of local cases.
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This group raised money for Hezbollah by selling narcotics. It then laundered a portion of the funds by
selling counterfeit products such as clothing and cigarettes in the U.S. and Latin America.

6

2.

Black Rider Case: The Black Rider Liberation Party, a spinoff of the Black Panther Party, threatened to take
over four police stations in Los Angeles and shoot and kill as many police officers as possible in furtherance
of their black separatist and anti-government agenda. Traditional policing tactics, including surveillance
(using both technical and non-technical methods), source development, search warrants, and the
introduction of an informant, resulted in the arrest and prosecution of this domestic terror group. Property
recovered during the investigation included: numerous large caliber automatic and semi-automatic
weapons, a military handbook on intelligence and interrogation, night vision goggles, bullet proof vests,
knives, a cross bow, a police scanner, and manuals on police field operations, sniper procedures and
bioterrorism.

3.

JIS Case: This case was an excellent example of the prison radicalization process, the nexus between streetlevel crimes and terrorism, and how homegrown terrorists are often inspired by ideology and events
overseas but have no affiliation with a larger terrorist organization. It also illustrated how local police are
key to identifying terrorism suspects who would not be on the federal law enforcement radar otherwise.
Kevin Lamar James, the leader of this cell, was a former Hoover Street Crip gang member who founded a
group while in prison called Jam’yyat Al-Islam Al-Saheeh, or JIS. While serving a 10-year sentence for
robbery and possession of a weapon in prison, James converted a fellow inmate who, once released in
2004, was instructed to recruit others for terrorist operations against the U.S. and Israel. This convert did
and, in 2005, the four-person cell actively started researching targets such as military installations, Israeli
offices and synagogues. They funded their operations through a series of gas station robberies – all
orchestrated by James from behind prison walls. It was one of these robberies that led to the cell’s
discovery and capture by local police in the summer of 2005. The search warrant that resulted from the
robbery of a Torrance, California gas station led to the discovery of Jihadi propaganda and the overarching
conspiracy to wage war against the United States. The four men involved were indicted on October 2006.
Three of the four, including James, have pled guilty. The fourth was found mentally unfit to stand trial and
is in a federal prison facility under psychiatric care. One of the four – the man who James sent out to recruit
others – was the first to be sentenced and received a 22-year federal prison term in June 2008. During his
sentencing hearing, Levar Haney Washington told the judge that the members of JIS waged war against
their own country because they opposed U.S. foreign policy in the Middle East and stated that “calamities
affecting the Muslim world” had influenced his outlook. The cell had robbed gas stations because oil is a
6
political symbol, he said.

4.

ALF Cases: The Animal Liberation Front is an extremist group whose members have committed arson,
vandalism and other crimes that often do not rise to the level of a federal violation – placing it directly in
the wheelhouse of local law enforcement. The leaders of this underground movement often cloak
themselves in the protections of the First Amendment right to free speech. Meanwhile, they lead a criminal
lifestyle, committing crimes such as petty theft and robbery to sustain both themselves as individuals and
the larger criminal enterprise. This rejection of authority enables local law enforcement to track and
ultimately catch the leadership “dirty” for more pedestrian crimes such as burglaries. ALF’s ultimate
objective is to eliminate animal euthanasia and the use of all animals in laboratory testing in universities
and science centers. In the pursuit of these objectives, elements of the group have become more violent.

H. G. Reza, “Man Sentenced to 22 Years in L.A.-Area Terror Plot,” Los Angeles Times, June 24, 2008,
http://www.latimes.com/news/local/la-me-cell24-2008jun24,0,5506020.story [Accessed Aug. 21, 2008].
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DMV Case: This case provides an example of a crevice criminal market – in this case, embedded in a trusted
government institution – that provides the logistical support for lower level crimes all the way to potential
terrorism-related cases. Workers at the California Department of Motor Vehicles provided a significant
number of suspects with false documents. The documents in question appeared legal in every way other
than the assumed name. This enterprise is in the process of being disrupted and dismantled through
traditional policing methods such as extensive investigation and utilizing sources against the targets.

Even as the LAPD gains valuable real-world experience through cases such as these, it must keep improving its
capabilities and methods to stay ahead of the threat. The LAPD must also continuously develop ways to forge
th
partnerships and foster collaboration among agencies. Sun Tzu, the oft-quoted Chinese general from the 6 century,
wrote that, “… if you know your enemies and you know yourself, you will not be imperiled in a hundred battles.”
The following programs and capabilities demonstrate just some of the areas in which we have concentrated our
efforts to achieve that ambitious goal.

Programs
1.

SAR: The LAPD developed and implemented the Suspicious Activity Reporting (SAR) process for reporting
suspected terror-related incidents and tying them firmly into information collection procedures, tracking
systems and intelligence analysis. This is considered the first program in the U.S. to create a national
standard for terrorism-related modus operandi codes. The SAR program is an example of the convergence
of skills that police have used for decades to observe traditional criminal behavior with the new behavioral
indices of those associated with terrorist recruitment and the planning and execution of operations. This
initiative, which fit nicely with the federal government’s National Strategy for Information Sharing, is in the
process of being rolled out nationally. Once SAR is institutionalized throughout the nation, local, state, and
federal agencies will have a common standard for collecting, measuring, and sharing information about
suspected terror-related incidents. This process has the potential to become the bread and butter of U.S.
fusion centers and it can inspire the so-called boots on the ground and the community to get involved in
the counter-terrorism effort.

2.

Operation Archangel: In partnership with the Department of Homeland Security, the LAPD implemented
Operation Archangel, which has become a national model for critical infrastructure protection. This
program was recently documented in the award-winning film, Archangel: Protecting our Freedom, which
was circulated to the country’s 64 major cities and Congress. More than 85 percent of the critical
infrastructure in the U.S. is privately owned. This program converged that private sector niche with the
police system.

3.

NCTA: The LAPD piloted the National Counter-Terrorism Academy (NCTA) – the first such academy created
by local law enforcement for local law enforcement. During a five-month pilot program, which ended in
July 2008, nearly 60 police, fire, and private security personnel from 25 agencies received a comprehensive
overview of international and domestic terrorist threats and were aided in the development of
Intelligence-Led Policing (ILP) strategies to counter those threats in their jurisdictions. This multi-agency,
multi-disciplinary student body served as a prime example of the convergence of various disciplines in the
counter-terrorism effort. The NCTA will train many more during the coming year with NCTA programs in
Los Angeles and elsewhere in California. The LAPD has also formally proposed the creation of a National
Consortium on Intelligence-Led Policing (NCILP) that would serve as an ILP training and education resource
for state and local police departments nationwide. The NCILP would design five separate curricula to teach
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state, local, and tribal law enforcement agencies how to apply ILP strategies and fuse intelligence to
counter terrorism, narcotics trafficking, gangs, organized crime and human trafficking.
4.

Hydra: The LAPD facilitated the acquisition of a training system that tests and improves personnel’s
decision-making skills during critical incidents in a simulated environment. This will be the first Hydra
system in the U.S. and will grant the LAPD access to the training scenarios of 32 other installations
throughout the world. The LAPD will firmly converge its training efforts with those of major police
departments in countries including Australia, Canada and the United Kingdom.

5.

TLO Program: Terrorism Liaison Officers, or TLOs, are casting an ever-wider net to train more people in the
city as public data collectors. They are trained on what and how to report suspicious behavior/activity that
has a nexus to terrorism. This is one prong of an effort to institutionalize counter-terrorism awareness in
the area commands and throughout the LAPD. The ultimate goal is to seamlessly blend crime-fighting and
counter-terrorism efforts.

6.

Muslim Forum: The LAPD recently held its first-ever Chief’s Muslim Community Forum, hosted by LAPD
Chief William J. Bratton. This meeting brought police and Muslim leaders from throughout the Southland
together to enable the LAPD to better understand how it can protect and serve their communities. The
LAPD is in the process of developing a documentary film that will highlight the diverse Muslim communities
in Los Angeles, their relationships with local law enforcement, the challenges faced by both American
Muslims and law enforcement, and the way forward. Community mobilization, an essential part of the
crime-fighting model, is particularly important when applied to populations that may feel targeted by
society or the police. One goal with the Muslim communities has been to converge their communitybuilding efforts with the LAPD’s by opening channels of communication and responding to their requests
for police service.

Capabilities
1.

Information Sharing: Working in concert with regional and federal partners in the seven counties served by
the Joint Regional Intelligence Center, the LAPD continues to build its capacity to collect, fuse, analyze, and
disseminate both strategic and operational intelligence. The LAPD is aligning the information collection and
dissemination process with an eye toward accountability to ensure that the “first preventers” have the
needed information in a timely manner. The “all crimes, all hazards” approach to this center ensures the
analysts’ ability to bring to light relevant trends to generate actionable intelligence. This fusion center
epitomizes the model of convergence.

2.

RPPICS: The LAPD developed a technological tool – the Regional Public Private Infrastructure Collaboration
System, or RPPICS – that enhances communication both within the LAPD and with the private sector. This
program converged technology with the goals of hardening targets and including the private sector in
counter-terrorism efforts.

3.

Human Intelligence: The LAPD created a human source development unit to increase its capacity to
develop actionable intelligence in specific areas. That was done with an eye toward understanding the
domain and what to target in that domain.

4.

Intelligence Investigators: The pioneering of the Anti-Terrorism Intelligence Section demonstrated the
success of a hybrid model of cross training that equipped intelligence officers with traditional analytical
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tools. The new model required that each investigative team was responsible for producing link charts,
timelines, financial analyses, etc. This caused the investigators to see the criticality of analysis by identifying
their own knowledge gaps and adjusting their investigations accordingly. This approach has resulted in the
decreased cycle time of problem identification (terrorist indicator) to problem representation (analyzed
intelligence) and the realization of investigative goals.
5.

Cyber Investigations: The LAPD has developed the capability to hunt for signs of radicalization and
terrorism activities on the Internet, which provides a plain-view means of identifying and gathering
information on potential threats. Information gleaned from this open source, fed into the radicalization
template, and combined with a thorough understanding of operational indicators, is critical to articulating
suspicion and justifying the increased application of enforcement measures.
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Conclusion
Local law enforcement in America has come a long way in terms of adapting to the increasingly complex threats of
today’s world. However, as terrorist groups embracing asymmetric warfare tactics attempt to create a larger
footprint on U.S. soil, police must not grow complacent – as a law enforcement community or as a nation.
Police hold the key to mitigating and ultimately defeating terrorism in the United States. Local law enforcement
agencies throughout the country have the ideas and the technology to create counter-networks and to mount
effective defenses and offenses. Through multi-jurisdictional, multi-agency efforts, police will cast a redundant
network of trip wires to determine whether individuals or enterprises represent an active threat that warrants
investigation or enforcement action. But they will need to be flexible, adaptable, and transparent enough to
collaborate with one another. They will need to develop more meaningful and trusting partnerships and create policy
that maximizes law enforcement resources. Most importantly, they will need to work with the communities to
counter the extremism that foments acts of terrorism. Policing must be a convergent strategy that fights crime and
disorder while creating hostile environments for terrorists.
The theme of convergence illustrates the coupling of local resources, namely police, with the ability to recognize
ordinary crime that terrorists have been known to commit in preparation for their operational attacks – traffic
violations, obtaining fake identification papers, smuggling, human trafficking, counterfeiting, piracy, drug trafficking,
and any other criminal enterprise that intersects with the needs of the terrorist. Local police are designed to serve as
the eyes and ears of communities – they are best positioned to observe behaviors that have a nexus to terrorism. It
has been the LAPD’s goal to institutionalize the idea of counter-terrorism throughout the department and the
communities it serves – not to make it the priority, but a priority.
Converging community policing and counter-terrorism strategies and implementing them under the guiding
philosophy of intelligence-led policing will focus law enforcement efforts and better equip us to partner with
communities in the pursuit to make America safe. Ultimately, the success of all of these convergent strategies will be
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measured by the prevention of terrorist acts, the countering of extremist ideologies and local influence, and the
resiliency of U.S. communities in the face of man-made and natural disasters.
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Terrorism, Consumption Patterns and
Adaptation
Aviad Tur-Sinai

Workshop: Coping with the Psychological Effects of Terrorism
It is a challenging thing to discuss and attempt to draw a connection between the science of economics and the world
of psychology. It is a difficult proposition because the underlying conceptual worlds and basic assumptions of each
discipline are materially different.
The task is much easier to accomplish in the context of the undermining of a country’s security due to terror attacks,
since in both cases it requires us to understand how such events affect the behavior of a group or its constituent
individuals.
1

In September 2000, Israel’s security was undermined after several years of relative calm in security terms. At first,
the terror attacks were confined mainly to the Jerusalem district. As time passed, however, they increased in number
and in geographical dispersion. No longer did they take place only around Jerusalem; they spread to other towns in
central Israel (Netanya, Kfar Sava), Haifa, Tel Aviv and even the north.
As security deteriorated, economic activity contracted. Gross Domestic Product, per-capita GDP, gross domestic
investment, and exports and imports of goods and services decreased until the first half of 2003. The annual growth
rate of private consumption slowed during this time and the unemployment rate increased perceptibly, from 8.8
percent in 2000 to 10.7 percent at the end of 2003. As time passed and the security distress ebbed, the economy
began to climb out of its recession and economic activity took a turn for the better.
The main effect of terrorism is the exacerbation of personal and public uncertainty. Even when terror is aimed at a
general population, it affects different subgroups in different ways. As Friedland and Merari (1986) put it, “Terrorism
bears primarily on individual perceptions, on the ‘public mind’; in other words, it is a form of psychological warfare.”
The foregoing raises the question of whether the Israeli public has, over time, adapted to the possibility that terror
may be a part of its daily life. To answer this question, we address two markets that account for most private
expenditure: the capital market and the private-consumption market.
Capital Market
Israel’s capital market responds efficiently to the information implicit in terror attacks. By running a simulation of
Israeli capital data, Eldor and Melnick (2004) found that the Tel Aviv 100 index was higher in the absence of terrorism
than it was when a state of terror prevailed. It follows that the markets remain sensitive to terror even when the
terror is momentary. Another study (Eldor, Hauser, and Melnick, 2006) found a significant decline, at 0.36 percent on


The Eitan Berglas School of Economics, Tel Aviv University, E-mail: aviadtur@post.tau.ac.il. The main findings presented
here are based on a study that I performed on the topic (Tur-Sinai, 2009).

1

The period following September 2000 is known as that of the Al-Aqsa Intifada or the Second Intifada.
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average, in the yield rate of equities during the first hour after a terror attack and an additional 0.27 percent decrease
on the first day of trading after the attack.
These results indicate that the effect of terror is permanent in the sense that the capital market responds efficiently
to the information implicit in a terror attack; there does not seem to be an overreaction followed by a correction of
equity prices. By implication, a process of adaptation by the public to the possibility of lengthy continuation of
terrorism does not take place in this market.
Private Consumption
From 2000 to 2003, the growth rate of private consumption declined each year. Concurrently, the average wage per
employee fell and the unemployment rate rose steadily and peaked in 2003. Private consumption advanced by an
appreciable 5 percent in 2004 and continued to rise in 2005, albeit more gently (3.9 percent). The main factors behind
the continuation of this upturn in recent years were the easing of security distress, the economic recovery, an
increase in real wage, tax cuts, and a decline in real interest.
Our question concerned the direct effect of the phenomenon of terrorism on the level of private consumption. A
simulation for the Israeli economy shows that a permanent increase in the number of terror victims brings on a
lengthy non-recurrent decline in consumption of durable goods. In contrast, a temporary increase in the number of
victims induces a cyclical pattern in the consumption of durables, i.e., consumption falls after a terror incident but
eventually rebounds (Haj-Yehia, 2003).
The question, however, remains: does Israeli consumption adapt to terrorism?
Although it is important to answer this question, the discussion of the matter is in its infancy. The main findings
presented here are based on a study that I performed on the topic (Tur-Sinai, 2009).
Terrorism is a recurrent phenomenon. After every terror incident, the public’s consumption is impaired for some time
(in something of a cyclical pattern). The research literature is of the view that a society must adopt a “survival
strategy” against terrorism in order to minimize terrorism’s expected effect (Kirschenbaum, 2005).
Accordingly, the question is whether the Israeli public has adapted itself over time to the possibility that terror will be
part of its daily life. Consumer adaptation is defined here as a narrowing, over time, of the gap between economic
behavior after a terror incident and economic behavior preceding it.
Figure 1 attempts to explain what we said above. The horizontal axis is the time that lapses after the terror incident;
the vertical axis is the economic variable for which the adaptation process is being tested. That is, after a terror
incident one would expect consumption of goods to decrease immediately and rebound to its original level as time
passes. Adaptation is shown to exist if, upon the occurrence of additional terror events over time, the public narrows
the gap between its level of consumption after the terror incident and the pre-incident level. Full consumer
adaptation is said to have taken place if the pre-incident level of consumption and the post-incident level are
identical.
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Figure 1. The Public’s Adaptation Process in Regard to Private Consumption
To perform the study, it was necessary to amass data on commerce at the most detailed level possible. A large
number of retail chains were asked to provide data and eventually three chains acceded. Two of them sell nondurables: sporting goods and products for babies and children. Durables were represented by a retail chain that sells
electrical appliances and electronics.
The data that was made available for the study is daily data from the initial outbreak of terror incidents to the middle
of 2004, when the number of terror attacks fell significantly. The data pertained to all shops in the chain countrywide.
For each shop, data was obtained on total daily turnover, total daily customer trade, floor space, and daily hours of
activity. To analyze the data, an “Event Studies” methodology was used, investigating the public’s economic behavior
in a window of time surrounding the event at issue.
For this purpose, we specified an estimate ratio that compares economic behavior in a fixed window of time after the
terror event with economic behavior preceding the event. To determine the optimum window of time, a wide variety
of simulations were performed. At the end of this process, a three-day window of time was specified and 130 days of
terror, in which 142 terror events took place, were examined in it.
The adaptation function included a number of components. The three main components were time – representing,
among other things, the macroeconomic policy in effect during the research period; nearby terror – representing
whether the terror attacks took place in the district being examined; and intensity of terror – representing the
intensity of the terror events at the time investigated.
The adaptation function included additional components: profiling of the methods of terror used in the terror events
investigated; whether focused anti-terror actions took place during the window of time investigated; whether
children were among the casualties of the terror attack; and profiling of the purpose of the terror attack among the
terror events investigated.
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Figure 2. Effect of Time on the Adaptation Process
Source: Tur-Sinai (2009)
The initial result of the research gives first evidence that the Israeli public did in fact undergo a process of adaptation
to terrorism. In each of the four graphs above and below, the horizontal axis represents time and the vertical axis is
the estimate ratio (Figure 2).
The reader may be impressed by the finding of a positive trend in the estimate ratio over time, showing that over
time the Israeli public hardly changed its economic behavior after the terror event relative to its behavior before the
event. Furthermore, in the middle of the research period, January – June 2002, a temporary change of direction took
place. Notably, the intensity of terror rose significantly during this sub-period, thus explaining the temporary retreat in
the public’s adaptation.
As expected, we found that as more and more time passed amid the ongoing terror, the nearby terror effect – i.e.,
whether the terror attack takes place near the location of the shop – became less and less potent in determining
economic behavior (Figure 3).
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Comparing the adaptation trends among geographical districts, we found considerable disparities. In non-durable
goods (the sporting-goods chain), the adaptation process took place in all four districts investigated but was fastest in
the Haifa District, the district farthest from the others and the one where the fewest terror incidents took place
during the research period. The Jerusalem District, the main casualty of terror attacks, also displayed an adaptation
trend, albeit the slowest among the districts (Figure 4).
This outcome is unsurprising because, as stated, the Jerusalem District bore the brunt of the terror attacks while only
a few such incidents took place in the Haifa District. Presumably, the fear of becoming a casualty was strongly held by
the public and one may see clearly the variance in the intensity of its effect by comparing the public’s economic
behavior in the various geographic districts, especially in the initial sub-periods. The results of the study indicate that,
at every point in time, the consumer public in the Haifa District changed its economic behavior less intensively than
the consumer public in the Jerusalem District did. After four years of terror, the adaptation level of the public that
buys sporting goods came to only 90–95 percent.
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Figure 4. Estimate Ratio by Districts, Nondurable Goods
Source: Tur-Sinai (2009)
The tendency to adapt was also found characteristic in the sale of durable goods (electrical appliances and
electronics). In this respect, however, the Israeli public was much less adaptive than in its consumption of less costly
products, at only 80–90 percent (Figure 5).
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How Does the Consumer Public Comprehend Terror Attacks?
By using the different estimate ratios, we found that the three types of products investigated were typified by a
decrease in average buying after a terror incident relative to the average during the window of time preceding the
event. The term of the decline in average buying was found to be longer in durables than in non-durables. This finding
illuminates the public’s belief that the terror incidents were not one-off events but rather a permanent part of life
that entails a change in consumer habits (Figure 6).
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Figure 6. How do the Consumers Comprehend Terror Attacks?
Source: Tur-Sinai (2009)
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In sum, we found that (1) the Israeli public adapted to the existence of terrorism in the country; (2) its adaptation
process varied among the country’s geographic districts; (3) the adaptation process was slower in regard to durable
goods than in regard to non-durable goods; and (4) the process of adapting to terror affects the Israeli public’s
consumer behavior in everything related to the size of its average purchase.
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The Prison as a Component in the Terror
Process: The Israeli Experience and Beyond
Lt. General (Ret.) Orit Adato

Workshop: Ideological Radicalization among Inmates
Background
Once a general picture of the surrounding community has been established, the risks of terrorism from within a
prison setting can be fully explored. The first point to be discussed is how a prison’s inmates can connect to the
outside world in a way that can assist in the terror process. The prison itself does not represent the whole picture, but
it is an important part of it. There are many potential links to terror from inside prisons, including through family
visitations, daily interactions with the courts (which are open to the public in Israel – especially military courts), almost
unlimited visitations allowed by attorneys of the terrorist inmates, terrorists being treated in hospitals, etc. In
addition, there are international organizations that visit terrorist inmates, which at times are utilized by the terrorist
organizations for their own interests.
The work environment of a prison system resembles something like an “aquarium” with six transparent sides in which
everyone is looking at you and monitoring your conduct, behavior, conversations, etc. The system functions
according to international treaties, under international law, and is open to international monitoring by the Red Cross.
In addition, prisons are monitored in compliance with local Israeli laws that protect inmates’ rights, and of course, by
the media. While this is the framework in which the Israeli prison system functions, managing terror inmates is still a
challenging mission for the Israeli Prison Service (IPS).

Prisons as a Terror Opportunity
A common perception is that if a terrorist has been caught, sentenced and put in prison, the problem has been
solved. However, the reality is almost the opposite; sometimes the prison can act as another opportunity for the
terrorist and his organization. First of all, these terrorists are no longer being chased; they are no longer running or
hiding. Secondly, they are no longer at risk; no one is trying to kill them, and so they are relatively safe. Moreover, the
prison system is responsible for an inmate’s safety and security while incarcerated. And third, all basic needs (food,
shelter, clothing, etc.) are provided for and taken care of by the prison system itself. Furthermore, inmates are with
their own peer groups and have all the time in the world to plan, learn, teach, prepare and strengthen their methods
and ideology.
On the other hand, prison system management have less time than the inmates; they have to deal with the daily
routine, prepare next year’s budget, and manage the entire system, including criminal offenders, security issues,
treatment and rehabilitation programs, logistics, etc. Terror inmates take advantage of their time and the “system” to
make contacts between terrorists, initiate joint operations, bridge gaps in abilities, plan, learn more about their own
organizations, and communicate with one another. They can spend time on education and share conclusions and
lessons learned from different interrogation experiences. They have access to almost unlimited “human resources”
for recruitment, training, and the extraction of “know how” from expert terrorists in the fields of engineering,
planning, leadership development, intelligence, etc. Outside of the prison, all these tasks are more challenging.
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Political Involvement and Motivation Within and Outside the Prison System
Palestinian terror inmates in Israel play a significant role in the national struggle; some of them even served as
political leaders prior to their trial and incarceration (for instance, Marwan Barghouti). They have influence on public
perception through their families, organizations, and through the political arena (Israeli, Muslim Parliament
members). In addition, serving time in prison plays a significant role in their national struggle, since they are seen as
national heroes, paying a price for the national struggle or independence. Consequently, the glorification of these
terror inmates motivates others to join terrorist campaigns. As such, the role of terror inmates is an important issue in
the political process between Israel and the PA.
Also, in Israel, unlike in the United States, inmates are allowed to participate in elections regardless of their offence.
Even if an Israeli resident commits a terrorist crime against Israelis and is sent to prison, he has the right to vote in an
Israeli election.

The Monetary Cycle: Money Laundering and Financial Support
One of the most complicated tasks is monitoring and detecting the process of terror financing and the monetary
cycle. Financial resources may originate with legitimate humanitarian organizations, but these resources may
somehow come to fund terror in various creative ways. Over the last few years, legislation processes around the
world have been developed in order to prevent such forms of terrorism support.
Between the years 2000 and 2007, a form of money “laundering” – officially through the Palestinian Authority (PA) –
was used to fund terrorism, disguised as a form of financial assistance to meet the needs of terrorist inmates. Terror
inmates in Israeli prisons were allowed to receive money from the PA. The official amount paid to inmates was
correlated to the impact of their terrorist act and the level/length of their subsequent verdict (e.g. life term = $1,000
per month).
In 2007, the Israeli Prison Service (IPS), according to the “Prohibition on Terror Financing Law” (2005), allowed the PA
to deposit money into accounts for Palestinians within the territories held in Israeli prisons, but only under the
condition that money was deposited for all inmates – not just terror inmates but for criminal offenders as well. This
was considered to be thus a form of welfare. However, the PA did not want to follow this request, refusing to deposit
money into accounts for criminals. Their financial support of inmates subsequently stopped, showing loud and clear
that the money deposited into those inmate accounts actually went outside to their “families” – the terror
organizations.
In 2008, the PA returned to the system by providing some money to all Palestinian inmates in Israeli prisons –
terrorists and criminal offenders as well.
Another right upheld until the 2005 legislation allowed for anonymous persons to deposit an unlimited amount of
money into an inmate account from a post office, allowing the inmate to transfer this money to his “family.” It was
soon realized that this served as yet another channel for money laundering and terror support. The new decision
allows families or others to deposit money directly into the prisoner’s account, but only after self-identification at the
post office. The maximum amount that can be deposited is 1,300 shekels per month (about $300). The idea is, once
again, to monitor prisoner activity and at the same time, control an inmate’s request to transfer money to his family
or their financial accounts. Correctional systems should be aware of this money laundering system and do their best
to prevent such channels for the financial support of terrorism.
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Utilizing Penal Inmates
As was mentioned earlier, terror inmates maintain their activity while in prison – they simply change their methods
and operational tactics. When a terror inmate is incarcerated with criminal offenders, or is provided even limited
interaction with them, these inmates do their best to utilize criminal inmates in order to further their own goals. This
strategy emerges in various arenas, including:
1.

Use of criminal offenders as messengers, whether inside the prison between different wings, or outside the
prison during their home leaves, medical treatment, court visitations, etc. They can deliver messages from
place to place, meet with terrorists outside prison, etc.

2.

Smuggling – Using the criminal offenders as smugglers from the outside into prison based upon their
outside activities, as mentioned; smuggling in mobile phones or even ammunition/ plastic explosives, etc.

3.

Criminal activities for terror goals – Conducting criminal activities outside prison, through their criminal
associates, in order to finance terror or as a cover for a terror operation.

4.

For instance, Hezbollah used drug traffickers as agents to finance their drug support in exchange for
information, ultimately using the sale of Marijuana to increase terrorism.

5.

Collection of information - Using criminal offenders as Intelligence agents, collecting relevant information
for the terrorists inside and outside prison, e.g. prison routine, inmates escort, security regulations, escape
options, etc.

Terror Academy
In the prison environment, terror inmates effectively serve as professional tutors in various areas such as explosives,
intelligence, operations, etc. At the same time, as we have seen in the past, a prison hosts many potential “students”
as well, who are vulnerable to influence. The third component – endless amounts of time – combines with the
presence of both tutors and students to create a true opportunity for a terror academy.
This happens all around the world, and the following are just some examples:
Though few American prisoners end up in Afghanistan, America’s prisons are filled with potential extremist recruits. Angry,
alienated, and often with little to lose, prisoners often prove receptive to extreme belief systems of all stripes… for extremist
groups, inmates represent a valuable source of potential: people who can carry on the struggle in prison and after their release.1

Radical Islamic Influence of Chaplainry on U.S. Military & Prisons:

1

1.

The NY State Correctional System promoted a Muslim cleric to a position that allowed him to supervise the
hiring and firing of prison chaplains. He was later removed from his position when officials discovered he
was an al-Qaeda sympathizer who incited inmates against the U.S.

2.

Jose Padilla, a terrorist accused of trying to build a dirty bomb to unleash against the U.S., was exposed to
radical Islam in the U.S. Correctional System.

Dangerous Convictions: Extremist Recruitment in US Prisons; July 2, 2002.
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Richard Reid, known as “The Shoe Bomber,” converted to fundamentalist Islam while serving time in a
2
British prison.

To sum up the role of prison as a component in the terror process, I would conclude with three points:

2

1.

Prison is not the “last station” in the terror cycle, even if it is very convenient to consider it as terminating or
cutting the terror process.

2.

Prison is just one ring – yet a significant one – in the chain of terror. It is a ring that could and should be
controlled. Effective, interactive intervention by the government and professional agencies might minimize
the future threat of terror activities.

3.

Extremist/radical/fundamentalist terror inmates are different from other offenders, including members of
organized crime syndicates, and should be treated in prison differently, based upon their unique indicators
and behavior. Their ideological struggle never ends.

Hearing at Sub-committee on Terror, Technology & Homeland Security, U.S. Senate 108 Congress 1st session, October 14,
2003.

Contributors

Global Impact of Terrorism 2008

Contributors
Dr. Angel M. Rabasa is a Senior Policy Analyst at the RAND Corporation. Dr. Rabasa has written extensively about
extremism, terrorism and the war of ideas. He is the project leader and principal author of the RAND reports: Beyond
al-Qaeda, Part 1: The Global Jihadist Movement, and Part 2: The Outer Rings of the Terrorist Universe (2006); Building
Moderate Muslim Networks (2007); Ungoverned Territories: Understanding and Reducing Terrorism Threats (2007);
The Rise of Political Islam in Turkey (2008), with F. Stephen Larrabee; and the forthcoming Radical Islam in East Africa.
He is currently engaged in a project on radical Islamist networks in Europe.
Dr. Rabasa was also the project leader and lead author of The Muslim World After 9/11 (2004). His other works
include the International Institute for Strategic Studies Adelphi Paper No. 358, Political Islam in Southeast Asia:
Moderates, Radicals and Terrorists (2003); The Military and Democracy in Indonesia: Challenges, Politics, and Power
(2002), with John Haseman; and Indonesia’s Transformation and the Stability of Southeast Asia (2001), with Peter
Chalk. Dr. Rabasa has a B.A. and Ph.D. in history from Harvard University and was a Knox Fellow at St. Antony’s
College, Oxford University. Before joining RAND, Dr. Rabasa served in the U.S. Departments of State and Defense. He
is a member of the International Institute for Strategic Studies (IISS).

Dr. Rohan Gunaratna is the Head of the International Centre for Political Violence and Terrorism Research in
Singapore, one of the world’s largest specialist centers for counter-terrorism research and training. He has served as a
trainer for GIGN France, US Navy SEALS, CTSO Canada, D88 Indonesia, and other elite counter-terrorism tactical units,
including Blackwater. He has visited or worked in conflict zones worldwide, including the southern Philippines,
southern Thailand, eastern Indonesia, Kashmir, Sri Lanka, Afghanistan, Uzbekistan, Xinjiang, Algeria, Israel, and
Colombia. He has debriefed detainees in the U.S., Europe, Asia, and the Middle East, including high value detainees in
Iraq.
Dr. Gunaratna has 25 years of operational, policy and academic experience in counter-terrorism. Invited to testify
before the 9-11 commission on the structure of al-Qaeda, Dr. Gunaratna led the specialist team that designed and
built the UN Database on the Mobility, Weapons and Finance of al-Qaeda, Taliban and their Entities. A Senior Fellow
at the Jebsen Centre for Counter-Terrorism Studies, Fletcher School for Law and Diplomacy, he is also a Senior Fellow
at the Memorial Institute for the Prevention of Terrorism, Oklahoma. A former litigation consultant to the U.S.
Department of Justice, Dr. Gunaratna was a United States expert in the Jose Padilla trial. He is the author of ten
books, including the international bestseller Inside Al Qaeda: Global Network of Terror (Columbia University Press,
New York).

Shanaka Jayasekara is an Associate Lecturer at the Centre for Policing, Intelligence and Counter-Terrorism (PICT) at
Macquarie University, Sydney, Australia. He holds an M.Litt in International Security Studies from the University of St.
Andrews in Scotland and a B.Com with a double major in International Relations and Politics/Public Policy from
Griffith University in Brisbane, Australia. He received the British Chevening Scholarship awarded by the Foreign &
Commonwealth Office (UK) in 2004-05. Mr. Jayasekara served as Director (Policy) at the Secretariat for Co-ordination
the Peace Process (SCOPP) in Sri Lanka and attended seven rounds of peace talks (2002-2006) as an Advisor to the Sri
Lanka Delegation. Prior to that, he worked for the United Nations Development Program (UNDP) in Colombo in relief
and rehabilitation projects.

129

Global Impact of Terrorism 2008

Contributors

Mr. Jayasekara completed a Postgraduate Internship with the Centre for the Study of Terrorism and Political Violence
(CSTPV) at the University of St. Andrews in Scotland, where he researched the threats posed by aviation assets in the
possession of terrorist groups and Proto-states. He has also contributed to the research activities of the Council for
Asian Terrorism Research (CATR) and presented his research at the CATR conferences in Bali, Colombo and Sydney.
Mr. Jayasekara was awarded the START Fellowship for 2008-2009 by the National Consortium for the Study of
Terrorism and Responses to Terrorism (START), a center of excellence of the U.S. Department of Homeland Security,
in support of his research on weapons procurement networks of nationalist armed groups and assessment of their
involvement with Islamist groups.

Dr. Col. (Ret.) Eitan Azani currently serves as Deputy Executive Director of the International Institute for CounterTerrorism (ICT) at the Interdisciplinary Center (IDC) in Herzliya. He is a Colonel (Res.) in the Israel Defense Forces with
operational, research and academic experience in counter-terrorism, in the regional and international arenas. As part
of his position at ICT, Dr. Azani maintains working relations and advises both private and government entities on
counter-terrorism issues. Dr. Azani lectures at the Lauder School of Government, Diplomacy and Strategy at the
Interdisciplinary Center (IDC) Herzliya and at other security and organizational establishments in Israel and abroad.
Eitan Azani earned his B.A. in Economy, Political Science and Geography at Bar Ilan University, Israel and his M.A.
(with honors) in the Security and Strategy Studies Program of Tel-Aviv University. Dr. Azani’s PhD dissertation for the
Hebrew University, Jerusalem was on “The Development of Revolutionary Islamic Movements – A Case Study of
Hizbullah.” His fields of research include: financing of global and regional terrorism – the threat and the response;
development of global Jihad movements (from Da’awa to Jihad); and Iran and Shiite terrorism – the phenomenon, its
characteristics and developing tendencies.

Richard Warnes is an analyst on the Defense and Security Desk at RAND Europe, Cambridge UK. His interests lie in the
fields of policing, the military and counter-terrorism. He joined RAND in early 2007 after serving for nine years as an
officer with the Metropolitan Police Service in London, including periods in uniformed public order, as a rapid entry
team member, CID detective, and a Borough Intelligence Unit desk officer for drugs and firearms. During his final
three years of service, he was selected to serve in a special branch within the Specialist Operations Command at New
Scotland Yard, where from 2004 onwards, he participated in various intelligence-led operations and evidential
investigations into terrorism within the UK.
Prior to his police career, Mr. Warnes served in the British Army Intelligence Corps as a reservist for seven years and
was mobilized full-time for two-and-a-half years, including a six-month post in Bosnia during the civil war as part of a
Field Intelligence Team. Between completing his first degree and military service, he worked for seven years in
international relief and human rights, traveling extensively into Communist Eastern Europe, the Middle East and
South East Asia. He is currently a part time PhD candidate with the University of Surrey, where he is carrying out
doctoral research on counter-terrorist responses in seven countries. The research is supported by both an Airey
Neave Trust Fellowship and a Bramshill (National Police Staff College) Fellowship. He holds an MA in Criminal Justice
Studies from Brunel University and a BSc (Honors) in International Politics from the University of Portsmouth.

Greg Hannah is a Senior Analyst at RAND Europe, having spent four years at the UK National Audit Office conducting
Value-for-Money studies within the UK Ministry of Defense. He holds a Master’s Degree in Defense and Security
Analysis from the Centre for Defense and International Security Studies.

Contributors

Global Impact of Terrorism 2008

Prof. Bob de Graaff is a professor of terrorism and counter-terrorism at The Hague Campus of Leiden University and
is Director of the Centre for Terrorism and Counter-terrorism (CTC). He also holds the Socrates chair for political and
cultural reconstruction at Utrecht University. Prof. de Graaff was trained as a historian and has held positions at
several Dutch universities and research institutes. He was the coordinator of the Dutch team that researched the fall
of the UN safe area of Srebrenica in Bosnia-Herzegovina and was also chairman of the Netherlands Intelligence
Studies Association.

Prof. William C. Banks is recognized internationally as an expert in constitutional law, national security law, and
counter-terrorism. He co-wrote the leading text in the field, “National Security Law,” which was first published in
1990 and is now in its fourth edition. Professor Banks and his co-authors published “Counterterrorism Law” in 2007 to
help define the emerging field of counter-terrorism law. He is the author of numerous other books, book chapters
and articles including “Constitutional Law: Structure and Rights in Our Federal System, Fifth Edition,” “The Death of
FISA,” “Legal Sanctuaries and Predator Strikes in the War on Terror,” and “Targeted Killing and Assassination: The U.S.
Legal Framework.”
Professor Banks joined the faculty of Syracuse University College of Law in 1978. Since 1998, he has also served as a
Professor of Public Administration in SU’s Maxwell School of Citizenship and Public Affairs. He was named the Laura J.
and L. Douglas Meredith Professor for Teaching Excellence in 1998, and he became the founding director of the
Institute for National Security and Counterterrorism at Syracuse University in 2003.

Michael Kraft is a Washington-based counter-terrorism consultant and writer who served 19 years in the State
Department and then as a counter-terrorism faculty member at the National Defense University Africa Center for
Strategic Studies. Previously he served as staff director for the Senate Foreign Relations Middle East Sub-committee
and as a national security advisor for members of Congress, where he was involved in drafting counter-terrorism
legislation. Earlier he worked as the Reuters Chief Congressional correspondent and as a correspondent in London
and Central Africa. He was an editor at the United Press International Middle East and Africa desk in London.

Dr. Greg Rose is an Associate Professor with the Faculty of Law at the University of Wollongong, where he is Associate
Dean for Research. His research interests include international law, with a focus on applications to terrorism and the
marine environment. He has substantial practical experience as an international lawyer, including as Head of the
Trade, Environment and Nuclear Law Unit in the Legal Office of the Australian Department of Foreign Affairs and
Trade. His experience has also allowed him to train officers of the Royal Australian Navy in legal aspects of maritime
security and to deliver counter-terrorism law training courses to officials in South East Asia. He is a member of the
Australian National Centre for Oceans Resources and Security (ANCORS) at the University of Wollongong and of the
Australian National Oceans Advisory Group – which advises the Australian Minister for Environment and Water.

Dr. Maria Alvanou is a defense lawyer, dealing primarily with criminal and human rights cases. A full professor of
criminology at the Greek Police Officer’s Academy and a lecturer of asymmetric threat at the Hellenic Military Officers
Academy, she also teaches at the Police Officers’ Post-Educational Academy-Department of Thessaloniki issues of
special crimes of violence. She is a Senior Analyst for the Italian Team for Security, Terrorist Issues and Managing
Emergencies of the Catholic University in Milan and the Research Institute for European and American Studies in
Athens.

131

Global Impact of Terrorism 2008

Contributors

Dr. Alvanou is an expert court evaluator for terrorism cases and holds a PhD in Criminology from Transcrime (Joint
Research Center on Transnational Crime, University of Trento & Catholic University of Sacro Cuore - Milan). Her
doctoral research was focused on the phenomenon of female suicide terrorism, for which purpose she conducted
fieldwork in Israel. She also earned an LLM from the Department of History, Philosophy and Sociology of Law Aristotle’s University of Thessaloniki. Her research at the Panteion University of Athens as a post-doctoral fellow dealt
with EU and Greek legislation on incitement to terrorism and was supported by a Greek State Scholarship Foundation
grant.

Dr. Matthew Levitt is a senior fellow at The Washington Institute for Near East Policy, where he directs the Institute’s
Stein Program on Counterterrorism and Intelligence. Dr. Levitt is a professorial lecturer in strategic studies at Johns
Hopkins University’s School of Advanced International Studies (SAIS) and an adjunct fellow at the Combating
Terrorism Center (CTC) at West Point. From 2005 to early 2007, Dr. Levitt served as the Deputy Assistant Secretary
for Intelligence and Analysis at the U.S. Department of the Treasury.
Dr. Levitt has also served as an FBI intelligence analyst, providing tactical and strategic analytical support to counterterrorism operations. Dr. Levitt has written extensively on terrorism, intelligence, the Middle East, and Arab-Israeli
peace negotiations. His latest books include Hamas: Politics, Charity and Terrorism in the Service of Jihad (Yale
University Press, 2006) and Negotiating Under Fire: Preserving Peace Talks in the Face of Terror Attacks (Rowman &
Littlefield, August 2008).

Erroll G. Southers is a former FBI Special Agent and the Associate Director for Special Programs at the National
Homeland Security Center for Risk and Economic Analysis of Terrorism Events (CREATE) at the University of Southern
California (USC) and the Chief of Homeland Security and Intelligence for the Los Angeles World Airport Police
Department, the nation’s largest. He developed the university’s Executive Program in Counter-Terrorism and serves
as an Adjunct Professor of Homeland Security. Mr. Southers has testified before the full Congressional Committee on
Homeland Security and lectures at the Joint Chiefs of Staff Level IV Anti-terrorism Seminars. He served as an advisor
to President Obama’s Homeland Security Policy Group during the campaign and was Governor Schwarzenegger’s
appointee to Deputy Director for Critical Infrastructure in the California Office of Homeland Security.
Mr. Southers earned his Bachelor of Arts degree at Brown University and his Master of Public Administration in the
USC School of Policy, Planning and Development, where he is a doctoral candidate and one of the university’s
homeland security experts. He is a Senior Fellow of the UCLA School of Public Affairs and has lectured widely in the
United States, Canada, Great Britain, Israel and China, where he was invited to assess the terrorism counter-measures
for the 2008 Beijing Olympics.

Deputy Chief Michael P. Downing attended the University of Southern California, where he received a Bachelor of
Science Degree in Business Administration in 1982 and completed POST Command College in 1997. In 2007, he
completed the FBI’s Leadership in Counter-Terrorism Training (LinCTs) Pacific Program. He served as the Commanding
Officer, Hollywood Community Police Station, from July 1999 to April 16, 2005, where he oversaw a command
personnel providing service to a diverse residential population that exceeds 300,000. He was promoted to
Commander in April of 2005 and was assigned as the Assistant Commanding Officer, Operations-South Bureau, a
command serving nearly 700,000 people, four service areas and 1,200 police officers in South Los Angeles.

Contributors

Global Impact of Terrorism 2008

In April 2006, Michael Downing was transferred to the Counter-Terrorism and Criminal Intelligence Bureau and in
April 2007 he was promoted to Deputy Chief as the commanding officer of the bureau. In this capacity, he
commands two operational divisions which oversee the Los Angeles Joint Regional Intelligence Center, Anti-Terrorism
Intelligence Section, Criminal Investigative Section, Organized Crime, Surveillance Section, Hazardous
Devices/Materials Section, Archangel, and LAX K-9 Section. He completed an eight week attachment to the New
Scotland Yard’s Metropolitan Police Counter-Terrorism Command SO 15 and has testified before congressional subcommittees on radicalization, intelligence, homeland security and information sharing. Deputy Chief Downing has
also worked with the Department of Justice, traveling to South America, Africa, Turkey, and Poland in an effort to
transition large national police organizations into democratic civilian policing models.

Aviad Tur-Sinai is a PhD Candidate at Tel Aviv University in the Eitan Berglas School of Economics. His interests in the
field include defense economics, labor economics, and applied econometrics. His publications include: Romanov, D.,
Tur-Sinai, A., and Zussman, N. (2007), Working while Learning or Learning while Working? Employment of FirstDegree Students and its Implications on their Course of Studies, Central Bureau of Statistics, Working Paper; Romanov,
D., Tur-Sinai, A., and Eizman, G. (2008), Overeducation, Job Mobility, and Earnings mobility among Holders of First
Degrees in Israel, Mimeo. (Work in Progress); Job Mobility and Terror, with Dmitri Romanov; Addiction Behavior under
Uncertainty, with Alma Cohen; Earning Functions Over Time Among Graduate Scholars, with Alma Cohen and Dmitri
Romanov; Employment Under Manpower Agencies, with Noam Zussman and Amit Fridman. He lectured at Tel Aviv
University in a seminar focusing on defense economics.

Lt. Gen. (Ret.) Orit Adato is the Managing Director of Adato Consulting Ltd., a company that specializes in corrections
management, strategic planning, the handling of terror inmates and organized crime gangs in prisons, as well as
st
prison privatization. Lt. Gen. Adato has acted as the 1 International Vice President of the International Corrections
and Prisons Association – ICPA. Lt. Gen. Adato spent 24 years in the Israel Defense Forces, achieving the posts of
Commander of Training Bases and Head of the Women’s Corps. Following this, she was nominated by the Israeli
government as the Commissioner of the Israel Prisons Service. In this position, she has been managing and directing a
law enforcement agency at commanding, strategic, and operational levels. This includes responsibility for many
thousands of inmates, terror inmates and staff members.
Lt. Gen. Adato received her B.Sc. in Educational Administration from Haifa University and her MA in Political Science
from Haifa University. She graduated from the Command & Senior Staff Course and the National Security College –
both in the IDF College.

133

