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Abstract:
This paper will examine the risk posed by the Islamic State (IS) for using a chemical
weapon against Israel in the near term (next two-three years). Risk is determined by the
threat (intent and capability) and vulnerability. Therefore, this paper will mainly focus
on capability and assume the intent is already present religiously, politically and
ideologically. The main purpose of the paper will analyze ISIS’ abilities and finally focus
on Israel’s capabilities and capacities to prevent, mitigate and respond to the risk from the
Islamic State’s chemical weapon (CW) potential use (vulnerability). Given the risk and
the capabilities of the Islamic State to use a chemical weapon against Israel, Israel
appears to be best positioned to mitigate the risk. Even if they are unsuccessful in
preventing a CW deployment by the Islamic State, Israel is also prepared medically and
psychologically to deal with it.
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This paper will examine the risk posed by the Islamic State (IS) for using a chemical
weapon against Israel in the near term (next two-three years). Risk is determined by the threat
(intent and capability) and vulnerability. The paper will cover lightly the Islamic nomenclature
and justifications used by Islamic terrorist groups for using Chemical, Biological, Radiological,
and Nuclear (CBRN) since this has been well documented in the literature.123456 Therefore, this
paper will mainly focus on capability and assume the intent is already present religiously,
politically and ideologically. The main purpose of the paper will analyze ISIS’ abilities and
finally focus on Israel’s capabilities and capacities to prevent, mitigate and respond to the risk
from the Islamic State’s chemical weapon (CW) potential use (vulnerability).

1

Al Suri, The Call for Global Islamic Resistance, - Da’wat al-muqawamah al-islamiyyah al’alamiyyah.
2 Stalinsky, “Al-Qaeda Military Strategist Abu Mus’ab Al-Suri’s Teachings on Fourth-Generation
Warfare (4GW), Individual Jihad and the Future of Al-Qaeda.”
3 Al-Fadl, A Treatise on the Legal Status of Using Weapons of Mass Destruction Against Infidels,
May 2003.
4 Zawahiri, The Exoneration: A Treatise Exonerating the Community of the Pen and the Sword
from the Debilitating Accusation of Fatigue and Weakness.
5 Bar, “Jihad Ideology in Light of Contemporary Fatwas.”
6 “Contemporary Islamist Ideology Authorizing Genocidal Murder.”
ICTWPS December 2015 [37]

Nomenclature
Al-Dawla al-Islamiya fil-Iraq wa al-Sham (commonly translated as the Islamic State in
Iraq and Syria (ISIS) or the Islamic State (IS) or Islamic State of Iraq and the Levant (ISIL))
actually means the Islamic province in Iraq and the region north of Mecca composed of Syria,
Lebanon, Jordan, Israel, Palestinian areas, Sinai and parts of southern Turkey.7 Al-Sham
referred to the region to the left side of a person who was looking towards Mecca if they were
looking east. Al-Sham also refers to Damascus. Europeans have called this region the Levant.
The US government calls this group the Islamic State in Iraq and the Levant (ISIL) because alSham means the region of greater Syria. Understanding that ISIS or ISIL have a regional
concept of their territory beyond Syria and Iraq underpins the importance of understanding that
they eventually view Israel as land they must take because it is in the definition of who they are;
it is land they should own and they have areligious requirement to take back land that was ever
under Islamic control.

Islamic Legal References
Islamic law has at least two kinds of legal obligations for its followers when it comes to
fighting for the cause of Islam: fard al-ayn (individual duty) and fard al-kifayah (community
duty). Fard al-ayn is a “legal obligations that must be performed by each individual Muslim”
such as “prayer, charity, fasting, and pilgrimage.”8 Furthermore, all Islamic legal schools agree
that it is fard al-ayn (individual duty) for all Muslims to fight for the return of Islamic lands that
are no longer under an Islamic ruler, referred to as Defensive Jihad: “This is expelling the Kuffar
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from our land, and it is Fard Ayn, a compulsory duty upon all… It is the most important of all
the compulsory duties.”9 Some of these lands would include Spain, parts of France, Sicily, and
Israel. Israel also represents a land that has symbolic significance since it is a key area for the
Muslim psyche symbolizing that Islam is the successor to all monotheistic religions; this land
was controlled by the various caliphs (from Caliph Omar – 638 until 1099) and was referenced in
the Hadiths as the place where Mohammed supposedly ascended to heaven.10 Israel is also in the
middle of the Muslim world and represents a reminder to the Islamic expansionists (the Muslim
manifest destiny minded) that this land must be under their control. Additionally, the Muslim
leader that conquers Israel will be held up as one of the greatest leaders in the Islamic world,
similar to Saladin who conquered this area from the Crusaders in 1187. The fard al-ayn concept
towards fighting against Israel is a common framework even for “moderate” Islamic religious
leaders. For example, Sheikh Faysal Mawlawi, deputy chairman of the European Council for
Fatwa and Research, stated:
Yes, jihad for the sake of Allah against the Zionists who usurped the Palestinian lands
and forcibly expelled the Palestinians from their own homes is an individual duty or fard
`ayn on every capable Muslim in Palestine and its neighboring Muslim countries. The
reason for that is to unify the stand in resisting the aggression launched by the Zionists
who usurped the blessed land. Thus, jihad is an individual duty on Muslim, Arabs and
non-Arabs, till the Jewish occupation is brought to a halt.
In this jihad, every Muslim should play the role he is capable of. If a Muslim cannot
participate in the battlefield, he can support the fighters financially. The Prophet (peace
and blessings be upon him) is reported to have stated that, "The one who equips the
fighters is as if he contributed in the battlefield."11
This context helps frame the understanding that the Islamic State, as long as it survives,
ultimately will attack Israel. Based on the notion that it has used chemical weapons against its
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enemies, killing Syrians, Kurds, and Christians, it will not be constrained against Israel.
Furthermore, as will be explained further, the use of CW is further justified against Israel since
there is a belief that Israel has these weapons and Islamic law does not prohibit the use of a
weapon, especially if the adversary has it.

Why focus on the Islamic State Chemical Weapons threat?
First, there are several reports that IS has already used CW. For example, pictures of
dead Kurdish fighters in Kobani were reported to have burn marks on their bodies without any
other sign of death on 12 July 2014.12 Further possible evidence exists that IS captured some
chemical weapons from the “Muthanna compound, 35 miles north-west of Iraq... A 2007 CIA
report cited by the journal, stated that the Muthana compound was used to make chemical
weapons, including mustard agent.” Additionally, reports from Libya indicate that Islamic rebels
with connections with IS took over a factory that produced chemical weapons for Muamar
Khadafi.13
Reporting from the region indicates that IS has used CW against its opponents. For
example, as recently as March 2015, Peshmerga forces accused IS of using chorine gas against
its forces near Tikrit and during 2014, “Iraqi officials claimed Islamic State militants may have
used chlorine-filled cylinders during clashes in late September in the towns of Balad and
Duluiya” 14 Suspected chorine gas attacks use by the Assad regime have also occurred,
including the December 2013 attack near Damascus, killing hundreds and nearly causing the
Obama administration to initiate attacks on the Assad regime. As state actors and non-state
12
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actors begin to use CW (whether crude or sophisticated), the more tolerant the world will be and
will have less justification to counter these CW attacks.
This paper will review reports of possible CW sources for IS as well as evidence of use.
The past use and the possible stockpiles provide IS with a capability and capacity that most other
terrorist groups have not had access to. If IS could not deliver a CW against Israel directly
(rocket or similar method), they could provide it to one of their many allied terrorist organization
who could better deploy the weapon given the right circumstance.

Why is Israel a possible target for IS?
There are several possible reasons: (1) Israel represents an anachronism to Islamists,
especially Jihadists who can never accept the idea of an Jewish state on land formally controlled
by Muslims (Turkish Empire and before) and defined as a situation justifying defensive jihad; (2)
if a strong western coalition were to gather its forces against IS, then attacking Israel could force
Israel to participate in the coalition (but many coalition members, especially Islamic countries
with no diplomatic relations with Israel, would probably leave and could change the legitimacy
of the coalition against IS); (3) Israel represents the “near” threat to IS and other Muslim
Brotherhood organizations. Therefore, by ISIS attacking Israel, other Muslim countries might
change their stance on IS as well as start providing more assistance to IS—Qatar is one example
of a country that is providing assistance to IS (if Iran started to support IS to attack Israel instead
of attacking the Assad regime, this could change everything); or (4) if IS found out that Israel,
especially Israeli intelligence provided actionable information to IS opposition forces such as the
Kurds, this would give them reason to attack Israel. A key difference between Al Qaida (real
name is Qaidat al-Jihad) and the Islamic State is the focus of their respective strategies. AQ tried
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to focus on the “far enemy,” specifically, the US and the West (examples include 9/11/2001,
London bus and subway 7/7 & 21/7 2005 attacks, Madrid train attack 11/3 2004, etc). The
Islamic State, from its very beginnings in Iraq had a “near enemy” strategy and was one of the
main reasons why the two organizations split: “[T]he most significant difference was
disagreement on targets; while Zarqawi15 preferred to attack the ‘near enemy’ like Jordan and
Israel, AQ leadership prioritized attacking the United States”16 and the West. Therefore, Israel is
in the Islamic State’s crosshairs once they are able to consolidate their power in Syria, especially
along the Syrian-Israeli border and possibly as they look to Jordan as their next “near enemy”
target:
The ISIS terrorists see Jordan's Western-backed King Abdullah as an enemy of Islam and
an infidel, and have publicly called for his execution. ISIS terrorists recently posted a
video on YouTube [June 2014] in which they threatened to "slaughter" Abdullah, whom
they denounced as a "tyrant." Some of the terrorists who appeared in the video were
Jordanian citizens who tore up their passports in front of the camera and vowed to launch
suicide attacks inside the kingdom.17

Avenues of Approach
The likely type of CW attack by ISIS would be a chemical rocket (that they acquired
from Syrian or Iraqi stocks) launched at Israel from one of her borders. This is certainly one of
the possible means that ISIS could attack Israel. Considering that both Hezbollah and Hamas
have lulled Israelis into believing that the over 15,000 rockets used against them since 2005 up
till now18 have been conventional, using a chemical warhead would certainly be a surprise,

Zarqawi was the leader of Al Qaeda in Iraq which was the predecessor organization to
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although Israel checks for this possibility whenever there is a rocket attack. Pictured below are
the ranges and the respective rocket threat to Israel from Hamas19 and Hezbollah.20 The Islamic
State could replace either organization and provide the same threat along with potential CW
warheads on the rockets.

However, with the Israeli Iron Dome (rocket defense system) now deployed both in
Northern Israel and from Tel Aviv southward to Gaza, ISIS would not be very successful in
striking an Israeli densely populated area via a rocket attack.

As the recent 2014 summer war

between Hamas and Israel demonstrated, the more likely event is that the rocket would land in a
deserted area and have little effect. Other CW deployment possibilities are covered below but
are not limited to these examples because terrorists are creative and can think of many innovative
ways to achieve their objectives. Because resources are limited, the state must prioritize where to
focus its protection efforts, leaving some places more vulnerable to attack than others.
19
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Additionally, if the terrorist is unsuccessful, they can choose another target. This protection
dilemma is reminiscent of the famous quote by the Irish Republican Army that had
unsuccessfully tried to assassinate Prime Minister Margaret Thatcher in 1984 in a Brighton hotel
that said “Today we were unlucky, but remember we only have to be lucky once – you will have
to be lucky always…”21 The 2001 9/11 attack on the World Trade Center is a perfect example
since it was previously attacked in 1991 with limited results, but Al Qaida was lucky once on
9/11.

Foreign Fighters
Another avenue of approach would have ISIS trained Western Jihadis use their western
passports to gain entry into Israel and then either build a CW in Israel or train Hamas or other
terrorist groups how to build one.22 The total number of foreign fighters supporting IS is
estimated to be over 20,000, with 4,000 of them coming from Western countries and the
remaining mainly from Middle Eastern or other Muslim countries.23 Foreign fighters returning
to their country of origin have conducted numerous terrorist attacks; it would be only one flight
for many of them to travel to Israel to conduct an attack since they have Western passports
arising less suspicion.

Syrian CW Sources
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Although the Syrian government claims to have destroyed its CW stockpiles, there is
some doubt that they have destroyed all of them. Furthermore, it is well known that the Syrians
have been dropping Chlorine barrels on their enemies. Although this action is against the
Chemical Weapons Convention, the UN Security Council and most nations have given Assad a
“pass” on this CWC violation.
As was mentioned above, both the use of CW agents (chrorine barrels) by Assad’s Syrian
military and the similarly brutal campaign of Hafez Assad against Muslim Brotherhood rebels in
1982 killing over 20,000 civilians in Hama,24 reflects an extremely violent trend by both sides of
the conflict. Therefore, history plays an important part in the mindset of ISIS when it comes to
letting off the gloves against its enemies. A similar historical framework is also described below
for Iraq.

Libyan CW Sources
Forces allied with IS appear to have captured several Libyan CW sites. In February
2015, reporting from Libya claims that IS units captured “mustard gas and Sarin” and that
“Gaddafi left approximately one thousand cubic tons worth of material used for manufacturing
chemical weapons and about 20,000 cubic tons of mustard gas.”25

Iraqi CW Sources
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In January 2014, IS forces took over Fallujah, Iraq26 and followed up by taking control of
the al-Muthanna, bunkers in June 2014. These two bunkers were “Saddam Hussein’s primary
chemical weapons facility”27 and had been sealed and not destroyed by the coalition forces
during or after the 2003 war. Some of the chemical weapons in the bunkers included “mustard

gas, Sarin, Tabun, and VX.”28 Below is CIA imagery of the facilities:
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Furthermore, when Iraq voted to join the Chemical Weapons Convention
“…it declared these two bunkers with unknown quantities of chemicals and related
equipment to the Organization for the Prohibition of Chemical Weapons (OPCW) in The
Hague. Fortunately, these bunkers, each the size of a football field and three stories high,
had been sealed with concrete and rebar by the UN inspectors in the mid-1990s.”30
However, since 2009, nothing had been done to the bunkers except for setting up sensors and
using robots to attempt to survey the two massive bunkers. With many former Saddam Iraqi
soldiers in IS, with some knowing what was inside as well as possibly knowing how to use the
weapons and planning their capture, it would be no surprise if they gained access and removed
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some of the weapons and equipment in June 2014 or afterwards.31 To make matters worse, there
could be up to 15,000 liters of Sarin filled rockets along with VX, Mustard and other chemical
bombs, although many experts believe that the weapons have deteriorated too much to be used.
An additional factor with respect to Iraq is its history of CW use, especially against
Kurdish civilians. In 1982, Saddam ordered his military forces to start using CW against Iranian
forces in 1982 and also against Kurds in 1988. Iranian casualties are reported to have been over
one million and in one attack against the Kurds, over 6,000 civilians from Halabja were killed in
1988.32 It is possible that some of the Iraqi military personnel that joined the ISIS were either
trained by personnel who were involved in using CW or possibly even were involved in the
actual CW attacks. As was mentioned above, today ISIS is using chlorine barrels against Kurds,
reflecting their historical experience with Saddam’s actions.

Egyptian CW Sources
Although the current Egyptian government is not friendly to the Islamic State, the
former Egyptian government of the Muslim Brotherhood, led by Mohammed Morsi from 30
June 2012 to 3 July 2013, could have supplied IS or one of its predecessors (Al Nusrah Front)
with CWs or the ability to make their own. Recall that in March 2011, the Syrian Civil War
began and that during Morsi’s presidency, Morsi had supported other Muslim Brotherhood
organizations such as Hamas and he had attended a rally in June 2013 that supported the antiAssad forces in Syria.33 To reinforce the Muslim Brotherhood connection with IS, in November
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2014, the remnants of Morsi’s violent supporters and terrorist group, the “Sinai-based Ansar Beit
al-Maqdis in Egypt has pledged its support to ISIS and currently contains about 1,000 fighters.”34
The case of Egypt shows that Muslim countries that might not inherently support IS
currently, could support them directly if their leadership shifts to a Muslim Brotherhood ideology
based government. With at least 40 terrorist organizations supporting IS (swearing an oath of
“Bayat” or loyalty) or some other declared statement of support, the 16 out of 20 Islamic
countries (listed below) that have these terrorist organizations could become a proliferation threat
should they switch to an Islamist political framework. These Muslim countries where terrorist
groups have allegiance (Bayat) to or stated they support IS (although these groups also operate
outside of these states) are listed below (country / name of group / date / type of support):
Afghanistan: Heroes of Islam Brigade in Khorasan (30 Sep. 2014 – Allegiance); alTawheed Brigade in Khorasan (23 Sep. 2014 – Allegiance)
Algeria: Soldiers of the Caliphate in Algeria - Jund al-Khilafa (30 Sep. 2014 –
Allegiance); al-Huda Battalion in Maghreb of Islam (30 Jun. 2014 – Allegiance)
Libya: Islamic Youth Shura Council / Wilayat Derna
Egypt: Ansar Beit al-Maqdis or Wilayat Sinai; Jamaat Ansar Bait al-Maqdis (30 Jun.
2014 – Allegiance); Jund al-Khilafah in Egypt (23 Sep. 2014 – Allegiance); Mujahideen
Shura Council in the Environs of Jerusalem (MSCJ) (1 Oct. 2014 – Support)
India: Ansar al-Tawhid in India (4 Oct. 2014 – Allegiance)
Indonesia: Ashorut Tauhid; Mujahideen Indonesia Timor (MIT) (1 Jul. 2014 –
Allegiance)
Iraq: Ansar al-Islam (8 Jan. 2015 – Allegiance)
Israel/Gaza: Ansar Beit al-Maqdis / al-Dawla al-Islamiyya — the Islamic State.35
Jordan: Sons of the Call for Tawhid and Jihad
Lebanon: Free Sunnis of Baalbek Brigade (Liwa Ahrar al-Sunna in Baalbek) (30 Jun.
2014 – Allegiance)
Libya: Islamic Youth Shura Council (22 Jun. 2014 – Support); Islamic State Libya
(Darnah) (9 Nov. 2014 – Allegiance); Lions of Libya (Unconfirmed) (24 Sep. 2014 -
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Support/Allegiance); Shura Council of Shabab al-Islam Darnah (6 Oct. 2014 –
Allegiance)
Nigeria: Boko Haram (also called Jama'atu Ahlis Sunna Lidda'awati wal-Jihad or People
Committed to the Propagation of the Prophet's Teachings and Jihad) (7 Mar. 2015 –
Allegiance)
Pakistan: Tehreek-e-Khilafat (9 Jul. 2014 – Allegiance); Jundullah (17 Nov. 2014 –
Support); Islamic Movement of Uzbekistan (IMU) (25 Sep., dated 12 Sep. 2014 –
Support); Leaders of the Mujahid in Khorasan (10 former TTP commanders) (10 Jan.
2015 – Allegiance)
Philippines: Abu Sayyaf Group (25 Jun. 2014 – Support); Ansar al-Khilafah (14 Aug.
2014 – Allegiance); Bangsamoro Islamic Freedom Fighters (BIFF) (13 Aug. 2014 –
Support); Bangsmoro Justice Movement (BJM) (11 Sep. 2014 – Support)
Saudi Arabia: Supporters of the Islamic State in the Land of the Two Holy Mosques (2
Dec. 2014 – Support)
Sudan: al-I'tisam of the Koran and Sunnah (1 Aug. 2014 – Support)
Syria: Jaish al-Sahabah in the Levant (1 Jul. 2014 – Allegiance); Faction of Katibat alImam Bukhari (29 Oct. 2014 – Allegiance)
Tunisia: Jund al-Khilafah in Tunisia (31 Mar. 2015 – Allegiance); Okba Ibn Nafaa
Battalion (20 Sep. 2014 – Support)
Yemen: Mujahideen of Yemen (10 Nov. 2014 – Allegiance);Supporters for the Islamic
State in Yemen (4 Sep. 2014 – Allegiance)363738
There are additional concerns that out of the 56 countries in the United Nation’s Organization of
Islamic Cooperation (OIC), more Islamic countries with their respective Islamic terrorist groups
or with a Muslim Brotherhood ideology could end up supporting or even becoming part of the
Islamic State.
Although Morocco appears to be the only North African country that does not have an
identified terrorist group that has pledged allegiance to the Islamic State, many individual
Moroccans have pledged allegiance to IS and Moroccan foreign fighters who returned from
fighting for IS have been caught planning terrorist attacks in Morocco:
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According to authorities, 1,354 Moroccans are believed to have joined ISIL to fight in
Syria and Iraq, of which 156 have returned to Morocco. At least 246 of them have been
killed in Syria and another 40 have died in Iraq… 185 Moroccan women had joined the
group, along with 135 children.39
Additionally, the Moroccan government forces have “broken up 13 cells in the previous 12
months… and roughly 130 in the last 10 years” which indicates that the problem is not going
away and some believe is getting worse based on the numbers of Moroccans fighting for IS.40
Given the above, Israel will continue face the potential of attacks from the Islamic State.
Many of the groups listed above that support IS are also conducting attacks against Israel.
Even though Hamas controls Gaza, Ansar Beit al-Maqdis, which operates mainly in the Sinai
Peninsula, is allowed to be active in the Gaza Strip by Hamas and has conducted attacks against
Israel including “launching rockets into Israel in July” 2014 and has “changed its name to alDawla al-Islamiyya, which in English simply means ‘the Islamic State.’”41 In the same way,
other groups could change their names and become more closely aligned with the Islamic State,
specifically conducting terrorist operations like Ansar Beit al-Maqdis did. Therefore, the
avenues of attacking Israel are increasing and the challenge of protecting itself from more
opponents becomes more challenging, especially as groups become more sophisticated in their
attack means and methods.

Israeli Response
Israel has at least four ways to mitigate the Islamic State threat and specifically the CW
threat: intelligence and direct action, proactive prevention, mitigation (defensive), and offensive
39
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responses. Israel has a world-class intelligence service system, especially when it comes to
information about its neighborhood and terrorism. Israel also collaborates with many other
intelligence services who have common interests. So, the first layer of protection is its ability to
know in advance the intent and capabilities of the Islamic State. Second, its intelligence
services, composed of the Mossad (CIA equivalent), Aman (military intelligence composed of all
three services—Air Force, Navy and Army) and Shabak (Israeli Security Agency -- like the FBI)
work together whether externally or inside Israel to anticipate threats and often are able to
prevent terrorist attacks. These Israeli intelligence agencies also work with other nations’
intelligence agencies which augments Israeli intelligence. If a terrorist attack occurs, Israel is
prepared to deal with the mass casualties as has been demonstrated during the Second Intifada
(2000-2004) suicide campaign where crowded buses and crowded places were targeted to
maximize the number of casualties.

Proactive Prevention
Most outsiders are less aware of the Israeli preparedness for chemical, biological, and
nuclear threats which include infrastructure protection requirements, training of the entire
population, medical readiness and psychological preparedness.

Infrastructure Requirements
Since 1991, the Israeli government instituted a law (an amendment to Planning and
Building Law 5725-1965) that requires any new buildings to be built with a safe room and as of
December 2010, new safe rooms must be equipped with an NBC air filtering system.42 Hotels
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and multi-story buildings built after 1991 also have interior rooms on every floor that have
“protected spaces” for residents.

Water
The water system in any country is a vulnerability that can be exploited, but it would take
a lot of chemicals to really cause a threat. In the case of Israel, there are a variety of technical
solutions to ensure that the water is not poisoned intentionally or unintentionally. For example,
in the north, some of the water that feeds the Sea of Galilee comes from southern Lebanon where
Hezbollah controls the area. Hezbollah has tried to disrupt the supply as well as poison the
water. For example, following the 2006 Israeli-Hezbollah war, the following shows an attempt
to poison Israeli water supply and the unique Israeli solution to the threat:
After the Second Lebanon War on 2006 the Israeli Defense Ministry received some
disturbing information concerning the water in Israel. According to the information,
Hezbollah [was] attempting to sabotage the quality of the water in Israel by pouring
poison from the Lebanese side of the border to the rivers that flow to the Kinneret (Sea of
Galilee).
After an evaluation of the situation a decision was made by the Mekorot Company - a
water company that provides 90% of the drinking water for the inhabitants of Israel - and
by the Defense Ministry, to put special types of fish into the Snir River, close to the
Lebanese border. Each type of fish responds to different types of poisons that could
appear in the water. Mekorot is inspecting the activity of the fish from a control room. If
something happens to one of the fish it gives an immediate indication that the water is
poisoned and by which type of poison. The security of water is not abnormal. Mekorot is
taking the same measures in other locations in Israel in order to prevent water poisoning
including strategic apparatuses in the south and electronic devices in sensitive areas.43

Military Readiness
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The Israel Defense Forces are trained to operate under a CW threat since several of the
state actors on their borders, including Syria, have a known CW capability. This includes
capabilities to fly aircraft, conduct naval operations and ground operations in a CW environment.
Furthermore, the IDF and various supporting agencies have sophisticated capabilities to rapidly
detect and determine the area threatened by CW agents.

Missile and Rocket Defense
With its five layers of missile defense systems (including the Arrow, Patriot, Iron Dome,
David’s Sling and soon to be deployed Iron Beam), Israel probably has the most sophisticated
missile defense systems in the world not only for its military but also for its population.44 Israel
has this system due to the multiple missile threats from its various enemies including long range
missiles like the Shihab-type missiles from Iran (and at one point from Iraq in 1991—Scud
missiles) and Syrian Scuds, to shorter range rockets from terrorist groups such as Hezbollah in
southern Lebanon and Hamas from the Gaza Strip. Additionally, Palestinian terrorist groups
have attempted to fire rockets from the West Bank. Apparently, the first rocket from the West
Bank was a Qassam rocket fired from Jenin by the Islamic Jihad and Fatah's al-Aqsa Martyrs'
Brigades in 2005.45 Some terrorist groups have also shown advanced capabilities to use
unmanned aerial vehicles against Israel such as Hezbollah’s Mirsad-1 (reconnaissance), Ababil
(40-50 kilogram explosive warhead), Ayub (reconnaissance) that received this technology from
Iran. Similarly, Hamas has its own UAV program, also derived from Iran, and it claimed to have
manufactured an Iranian designed Ababil A1B bombing drone.46 In October 2013, Hamas
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operatives were prevented from launching an armed UAV from the West Bank near Hebron.47
Interestingly in September 2014, Hezbollah used an armed UAV against “the al-Qaeda affiliated
Jabhat al-Nusra (Nusra Front) positions on the outskirts of Arsal, in Syria” killing at least 23
terrorists and injuring dozens.48 The Islamic State has been using UAVs since at least August
2014 when it used them during the battle of Syrian Army’s Brigade 93 Headquarters in Raqqah
province as well as battles near Fallujah and Zawbaa in Iraq’s Anbar province and most recently
in their attempt to take over the Baiji oil refinery complex in April 2015.49 As missiles and
UAVs become more common and available to terrorist groups, countering them becomes a
serious challenge to those countries that want to protect their populations and their sensitive
infrastructure. Furthermore, these missile or UAVs could have included a CW warhead. In
other words, the Islamic State could use them or have a sympathetic proxy group deliver the CW.
Should IS use CW rockets along Israel’s border, such as from Syria or through its
surrogates in Sinai, Israeli intelligence and the Israeli Air Force can quickly react. The Iron
Dome has reportedly achieved an 89.6% interception rate during Operation Protective Edge
(2014 summer war between Israel and Hamas in the Gaza Strip) against unguided rockets that
were destined for populated areas.50 The Arrow missile program is designed to intercept longer
range missiles such as the Scud from Syria and Shihab missiles from Iran and was the first
indigenous non-superpower anti-ballistic missile system, although it was jointly developed with
US support. Israel plans to have David’s Sling operational in 2016 which is designed to
…counter long-range rockets and slower-flying cruise missiles fired at ranges from 40
km to 300 km, such as those possessed by Hezbollah in Lebanon, as well as by Syria.
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David’s Sling is designed to intercept missiles with ranges and trajectories for which
Israel’s Arrow ballistic missile interceptor is not optimally configured.51
The Patriot missile defense system is designed to shoot down aircraft, drones, and Scud
missiles. The cost of these systems are purportedly as follows: “one interceptor missile is around
$50,000 for Iron Dome, $700,000 to $1 million for David’s Sling and about $2.7 million for
Arrow 2”52 and the Patriot (PAC-3) missile costs $2-3 million each. Israel is developing another
system called Iron Beam which is a directed high energy fiber optic laser beam designed to
intercept short range rockets, mortars and airborne targets such as UAVs and cruise missiles and
is supposed to be operational in 2015.5354 All of these rockets, missiles, drones and cruise
missiles that a terrorist group could use, could also be used to carry chemical weapons.
According to Israeli intelligence estimates, Hezbollah plans to fire over 1,000-1,500 rockets a
day at Israel during the next war with a total arsenal of over 100,000, the current anti-rocket
systems in place would be overwhelmed.55 Furthermore, if an adversary were to have this
capability and they were to add a few CW rockets in the barrage attack, Israel would probably
not be able to 100% intercept these CW rockets.
Terrorists have successfully infiltrated Israel from the sea and have attempted to attack
from the Mediterranean Sea. A rocket attack from the sea would also be another means by
which IS could deploy a CW against Israel, especially considering that the wind direction would
be ideal if the CW was an air burst. All of these systems could be used to deliver CW by IS and
the level of technology is in the realm of the possible for ISIS.
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Finally, the most dangerous means for IS CW use would be if they were able to smuggle
it inside of Israel and place it at a place of their choosing. This scenario would be equivalent to
precision guided chemical missile. In the very early history of the establishment of the State of
Israel, this event was attempted by the Nazis and their Palestinian sympathizers. In November
1944, “the Nazis and the Arabs of Palestine planned to poison the water of Tel Aviv with
Arsenic poison, and only as a result of an early intelligence report by a British spy who was
working undercover in the German military intelligence service, the plan was never carried
out.”56 The plan was to distribute ten canisters full of arsenic that would kill up to 25,000 people
each. Since then, Palestinian terrorists as well as Hezbollah from Southern Lebanon have
attempted to disrupt or poison the Israeli water supply several times: 1965, 1983, and 2001.57
One senior Israeli general told me that should anyone use CW against Israel, the response would
be severe because “gas and Jews don’t mix” referring to the extermination of Jews by using gas
chambers during the Holocaust.
Other attempts to use chemicals against Israelis includes attempts to poison food in Israel
in the following events: exported Israeli oranges poisoned with mercury by Palestinian terrorists
to sabotage the Israeli economy (1978); contaminate water sources in the Galilee by poisonous
powder (1983); various incidents of food contamination (1985, 1991, 1992, and 1993)58 as well
as incidents by Hezbollah attempting to poison water coming from Southern Lebanon into
northern Israel.
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Chemical Threat Training
During elementary and later in middle and high school, the national education system
reviews gas mask procedures, standards for sealing rooms in houses as well as what to do if
outside during an attack. Furthermore, as different anti-rocket and anti-missile systems have
come online, the Israeli government has trained all residents to recognize the alert sound to
signal everyone to get into a safe place. During military service (where at least 50% of the
population is drafted), personnel are trained on how to function in a chemical warfare
environment. Whether personnel leave after their required service and continue in the reserves or
remain on active duty, they receive continuation training to ensure that they can do their jobs in a
CW environment.

Medical Readiness
All hospitals in Israel are required to be prepared for chemical attacks and are tested by
the Ministry of Health and observed by the Israel Defense Force (IDF) Home Front Command to
ensure their readiness. Israeli emergency management uses five basic principles to guide it
policies and planning:
First is contingency planning, which includes the development of standard operating
procedures for probable hazards; national stockpiling of vital equipment and supplies,
such as ventilators; and maintenance of key infrastructure, such as helipads and
decontamination sites. Second is command and control of the scene of an incident.
Israeli law gives national police the authority to coordinate the activities of first
responders, the fire department, EMS, and municipal personnel. The military may offer
assistance, and—if the ministers of defense and internal security agree—it may assume
overarching responsibility for the response. Third is coordination, which is managed
through a centralized, top-down process that is based on directives disseminated by the
Ministry of Health. Fourth is cooperation, which is ensured through shared
communication systems, the regular training exercises noted above, and the posting of
liaison officers in hospitals during mass-casualty incidents. Also as noted above, the use
of common terminology improves the efficiency of responses to emergencies. Fifth is
ICTWPS December 2015 [37]

capacity-building. In the health care sector, the Ministry of Health provides resources for
capacity building and defines the timing and nature of national training exercises. On-theground training, including tabletop and full-scale exercises, is usually managed at the
regional or local level. All members of a medical institution’s staff participate, from
junior personnel who recently began working at the hospital to senior administrators.
Everyone’s performance is assessed by independent parties such as staff from other
medical institutions or the Ministry of Health, who report their observations to the
ministry.59
Applying the above principles, the Israeli medical team uses an “‘all hazards’ approach
that emphasizes core elements commonly encountered in any mass-casualty incident” including
terrorist events as well as “toxicological, chemical, biological, and radiological attacks” by
focusing on “supplemental skills, such as wearing personal protection gear and decontaminating
victims of a chemical or radiological attack…instead of memorizing a separate procedure for
every hazard.”60
The Home Front Command provides soldiers as exercise casualties with specified
behavioral and physical simulation guidelines. For example, they provide personnel to simulate
minor injured personnel (walking injured) who would attempt to go to the nearest hospital and
would be stopped to ensure triage protocols are conducted outside of the hospital. Doctors,
nurses and other medical staff have to respond to the scenario and ensure that they are following
protocols such as minimizing the spread of chemical weapons in the hospital by setting up a
decontamination stations outside of the hospital and following contact protocols to protect the
staff and other patients in the hospital. Furthermore, at the site of the chemical warfare agent
dispersal, responders automatically set up a perimeter around the area and set up entry / exit
protocols to ensure that personnel are protected:
…every hospital in Israel has infrastructure (water shower) at the entrance and evacuation
distances are short. Toxic-agent-release incidents are no different from others in the
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importance of establishing a safety site. Routinely, Israeli responders isolate a circle
around the source of 100m from the margins of the building in an indoor event and 200 m
from the source in an outdoor event, based on risk analysis.61

Psychological Preparedness
The Home Front Command conducts city level exercises with various WMD scenarios.
Having observed several city level exercises, the Ministries of Defense and Health have
successfully ensured that the HFC prepares the citizens for chemical, biological, nuclear and
other emergencies (including earthquakes). Once informing the city population that there will be
an CW exercise, the HFC personnel in CW gear will go to different neighborhoods and simulate
passing out medicine that prevents reactions to chemical weapons agents.

Offensive Responses
Israel has several means to attack the Islamic State and its supporters. For example,
considering Israel’s proximity to IS, it is well within range of the Israeli Air Force (IAF) and
other Israel Defense Forces. Israel could also ask the US and/or the Russian coalitions to assist
in attacking specific targets. Although if the Islamic State attacked Israel with a CW, Israel
would need to take direct action as part of its own need to send a clear and forceful strategic
message to IS and other groups considering using CW against Israel.
Furthermore, it is no secret that there are state actors and individual actors supporting the
Islamic State. For example, the Qatari government has demonstrated its support for the Islamic
State against the Assad government in Syria. One means of deterring IS, although this might be
extreme, is for Israel to threaten Qatar (overtly or through diplomatic channels) with reprisals
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should IS plan and/or attack Israel, especially in a significant way, such as a CW attack. Others
complicit in supporting IS besides Qatar include Sunni “donors in Saudi Arabia, Qatar, Kuwait
and United Arab Emirates”62 and others from the wealthy Gulf States. Turkey has also been
complicit in supporting the anti-Assad forces with its over 500 mile border with Syria allowing
various anti-Assad forces to use its land as a safe-haven and allowing foreign fighters to cross
into Syria. Even the US has helped the Islamic State (indirectly) by supporting anti-Assad forces
with training and equipping them. Some of the trained forces and equipment have ended up as
part of the Islamic State’s military order of battle because they captured equipment storage areas
and recruited newly trained fighters. The same is true for equipment that the Islamic State
captured in Iraq after Iraqi military forces refused to fight and resulted in large warehouses of
weapons (mainly supplied by the U.S.) being left for the IS forces.

Conclusion

This paper attempted to pull together disparate information on the risk of an Islamic State
CW attack against Israel and what Israel can do about it. When IS decides to use a CW against
Israel, the most likely scenario will be to use a rocket with a chemical warhead. In this scenario,
Israel has several layers of defense to deal with this threat. For example, should Israeli
intelligence determine when and where the Islamic State is preparing to launch a chemical
warhead on a rocket, they have the ability to strike first. Given this intelligence, the Israeli Air
Force can strike the location. If this or other offensive methods fail, the rocket and missile
defense system Israel has in place that is also controlled by the IAF has a very reliable capability
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to defend against this threat, although there is always a chance that exploding the rocket in
midflight could disperse some of the chemical agent in the air and it could affect a population
downwind.
The most dangerous CW course of action would be its deployment inside of Israel either
through assembling the weapon inside Israel or smuggling it from outside of Israel. In this case,
Israeli intelligence also has a good chance of discovering the personnel involved based on its
human intelligence and signals intelligence capability. However, should Israeli intelligence fail,
then Israel is also prepared to handle the medical casualties arriving at the various hospitals. In
both the most likely and most dangerous cases, Israel’s ability to handle multiple chemical
weapons is bolstered by each response layer.
The best scenario for Israel is to deter the Islamic State from ever considering using CW
against Israel, even though the Islamic State probably has CW. Failing that, Israeli intelligence
and the various Israeli direct action arms (Mossad, Israeli Air Force, Special Forces, etc) would
try to interdict the CW, the people involved, the CW infrastructure and any other element
contributing to this capability. Israel has conducted operations as far away as Sudan,63 Iraq
(Operation Opera),64 Iran (Operation Olympic Games – Stuxnet and Flame),65 Lebanon, Syria,
Jordan, Uganda (1976 Entebbe hostage rescue), Tunisia (Operation Wooden Leg), 66 United Arab
Emirates (2010 Mahmoud al-Mabhouh assassination), etc. in response to threats.
Given the risk and the capabilities of the Islamic State to use a chemical weapon against
Israel, Israel appears to be best positioned to mitigate the risk and even if they are unsuccessful
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of preventing a CW deployment, Israel is also prepared medically and psychologically to deal
with it.
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