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Executive Summary
The potential of cyberspace was identified by terror organizations over a decade ago. However, in recent
years there is a significant uptick in the use of the internet and the sophistication of such use. Where initially
terror organizations utilized static websites, then later incorporated basic interactive elements, and today,
through social media and various applications, these organization are active online and offer fully interactive
experiences for their users. ISIS is considered a trail blazer as far as online innovation is concerned.
The traditional hierarchal structure typical of terror organizations has been undergoing dynamic changes in
recent years, including changes to command and control structures. Thus, next to the hierarchal
organizational structure in territories controlled by the terror organizations, one can observe the formation
of an online arena in area not under the physical control of the terror organization. Such online structure is
made possible due to increasing use of the internet and its accessibility worldwide.
In the period reviewed in this document (April-June 2020) terror activity in cyberspace has been identified in
three major aspects:
Operational – Jihadi organizations continue to use cyberspace to recruit operatives (there is an expansion of
jihadi propaganda activity to multiple social media platform, due to the removal of some 2,000 ISIS
supporting Telegram channels in November 2019) and raise funds (increased use of jihadi activity of social
media, especially in the Idlib region).
Defense – No major development has been identified as far as the online defense strategies of jihadi
organizations and they keep disseminating content on security, encryption, privacy and anonymity, and
instructions for safe use of mobile devices.
Offense – terror organizations continue their efforts to improve their offensive capabilities, especially in
relation to hacking social media accounts, defacing websites and planting malware. It seems that al-Qaeda
in the Arabian Peninsula wishes to motivate Muslims to put an effort towards cyber-attacks against the west.

Far-right – in recent years, and especially lately due to the COVID-19 pandemic one can observe increasing
far-right activity online. One of the major manifestations of this process relates to the transition from using
“soft violence” to “hard violence”. The internet is one of the major platforms contributing to success of this
phenomenon and it serves, like with the jihadi organizations, as a major operative tool.
Far-right organizations are active in cyberspace and are making essentially the same use of it as the jihadi
terrorist organizations (operational, defense, offense). Therefore, this report will expand and present the
prominent trends and uses made by far-right organizations in cyberspace.
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In the period reviewed in this document (April-June 2020) far-right activity in cyberspace has been identified
in three major aspects:
Operational – Far-right organizations keep using cyberspace to disseminate propaganda, radicalization,
recruitment, and inspiration if lone wolf attacks.
Defense – In the period reviewed one observed far-right organizations disseminating content on security,
encryption, privacy and anonymity, warnings of imposters and instructions for safe use of mobile devices.
Offense – in the period reviewed we observed a trend of encouragement of kinetic attacks as well as cyber
ones, yet their capabilities have not yet matured and they are still low, especially in relation hacking social
media accounts (i.e. Doxxing) and Zoombombing to threaten and intimidate organizations, prayer centers
and minority schools.
In the space of global response to cyber threats we see activity on the part of governments attempting to
quell cyberattacks and remain up to date in their cybersecurity departments by implementing new
regulations and policies and by responding swiftly and effectively to cyberattacks.
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Jihad
Operational
Terrorist organizations continue to use the Internet for a wide range of uses, including a continued process
of professionalization, and an emphasis on using various social networks as a platform for distributing
messages and guidance to various sites.

Jihadist Propoganda
During the period under review, jihadist organizations continued to carry out propaganda activities with
familiar features to the past.
•

The Invasion Brigade, a group that supports the Islamic State, conducted an awareness social media
campaign in March-June 2020 for the benefit of the Islamic State. As part of the campaign, they
posted dozens of Twitter accounts of major American and British media outlets and called for them
to plant messages and propaganda materials of the organization that they coordinated through their
telegram account. The propaganda materials were originally published in Arabic with English and
Turkish translations.1

Logo of the Invasion Brigade

•

At the end of June 2020, several telegram channels of the Nasr communications group were
removed. The group assists in the distribution of Islamic State propaganda materials in French,
English, Turkish, and Indonesian.
Before it was removed, the Nasr group's French telegram channel published a series of interviews
with children whose parents served in the Islamic State on the importance of fulfilling the jihadist
agenda against the enemy, the importance of observing the principles of Islam, learning and more.

1

Apr-Jun 2020 Telegram.
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The series was edited in French by Fondation Dara'a as-Sunni and Centre Mediatique An-Nur, two
ISIS-supporting media outlets.2

Logo of the Nasr Communication Group

A series of publications in French that studies the lives of the children of ISIS operatives

•

The ISIS-affiliated forum, Shumukh al-Islam, has published links to a series of daily reports detailing
the organization's activities in the various jihadist arenas. The sites to which the links lead are
https://archive.fo .3

2

Apr-Jun 2020 Telegram.
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Apr-Jun 2020. https://alshumukh.net/forum/
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Banner of one of ISIS daily updates on its activities

•

In June 2020, al-Qaeda's leadership published a second issue of One Ummah magazine, originally
published in Arabic at the end of December 2019. One article discussed the importance of the attack
on the US economy, including undermining its power and undermining its efforts to fight jihadists.
Regarding leadership, the internet is constantly expanding and thanks to Amazon's programs it is set
to expand to remote areas where there was previously no connection to the internet. In light of this,
the leadership called specifically for young Muslims to focus on the field of computer science in their
studies, in order to develop cybernetic capabilities that would allow them to launch electronic attacks
or electronic jihad against the enemies of Islam. They advised young people about to start their
studies in higher education institutions to enroll in computer science courses and to set up hacker
groups that would learn about electronic attacks, to the point of crystallization into an electronic
army.
It is also written that the Mujahideen have in recent years been able to develop their cyber
capabilities in the field of information, indoctrination, and training, as well as in the field of hacking,
which is manifested in hacking into enemy servers and Internet networks, hacking online financial
activity, hacking banks, stealing vital information and leaking sensitive information. However,
according to the leadership, there is still ample room to develop hacking capabilities. The leadership
stressed that jihadist organizations must invest considerable resources in human capital to develop
offensive cyber capabilities that will be capable of harming critical infrastructure and major online
networks.4

4

June 2020, Telegram.
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Article published in the second issue of the magazine "One Ummah"

Radicalization
During the period under review, radicalization activity on the Internet continued (in addition to similar
activity in the physical world), as part of a general trend of increasing use in the cyber world. Thus, the
terrorist organizations and their affiliates make use of widely distributed platforms but at the same time keep
their identity and traffic as modest as possible.

Terror fundraising
The practice of financing terrorism through the Internet during the period under review was mainly the
domain of jihadist organizations in the Gaza Strip, which identify with ISIS and al-Qaeda. It should be noted
the increasing funding difficulties of ISIS, which runs a survival campaign in Syria and Iraq, and the dwindling
of its financial resources despite being a hybrid organization, which to some extent also affects the bodies
affiliated with it. It can be assumed that in this state of affairs the efforts to raise funds through internet
platforms will be magnified.
•

A financial center in Idlib, Syria, called the Bitcoin Transfer Center, which maintains contacts with
jihadist activists in the aforementioned region, published leaflets and banners about its financial
services on social media. (In Western translation): "Do you want to transfer money from Belgium or
the Netherlands to Syria, but do not know how to do it? Or does anyone who wants to send you
[money] not know how to buy Bitcoin? Are you afraid to expose your friend or family members to
8

danger due to the transfer of funds? Do not worry and do not burden yourself with this. Bitcoin
Transfer will do this on your behalf. You only need to buy a certain type of tickets, we will inform you
about them privately, and we will transfer your money to the Levant with the help of Allah. No
identification documents are required at the time of purchasing the tickets. This way is successful
with the help of Allah because it has been practically tested in France for several months." The center
also provided means of communication with him via WhatsApp and the Telegram.5

The Bitcoin Transfer Center Finance Center

5

Apr-Jun, 2020. Telgeram.
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Announcement in Arabic, English and Dutch about the center's activities

Purchase card for bitcoin transfer
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A banner distributed by the center detailing electronic payment methods

Banners explaining
what Bitcoin is and how Bitcoin transfers work

•

Al Ikhwa - Al Ikhwa is a group that claims to be an independent charity in Syria and that they do not
support terrorism. However, analysis of the group’s usage of cryptocurrency and social media
postings demonstrates otherwise. Al Ikhwa has been linked to Malhama Tactical, a jihadist military
company.6
o

Many of Al Ikhwa’s Telegram posts request donations through PayPal, Western Union and
Bitcoin. Their first post stated, in part: “…supporting the brothers in Syria, Wives of [martyrs]
and their families…[and] We help those who defend the Muslims in [Syria]. “

o

The Al Ikhwa administrator posted 11 BTC addresses at various points in time asking for
potential donations.

6

August 2020, United States Department of Justice
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o

Al Ikhwa follows a technique called layering, in which it transfers bitcoin through several
addresses in a very fast chain to obscure who the intended recipient is. These chains often
lead to the virtual exchange, Binance, where it is then impossible to follow.

A chain of transactions demonstrating the layering method used by Al Ikhwa

Telegram post by Al Ikhwa soliciting donations to their Bitcoin address

Defense
Terrorist organizations are aware of the tireless preventative efforts of security agencies and the activities of
the major players on the internet in general and in the social networks in particular, to remove Jihadist
content from their platforms. Terrorist organizations continuing therefore to distribute guidelines and
instructions and continued to move to the darknet where they claimed to be better able to protect the traffic
and anonymity of the organizations themselves, as well as their supporters, from the tracking software of
intelligence agencies and activists who operate against terrorist organization on the Internet.
Organizational support for cyber-defense continued with the translation of guidebooks produced by
elements unconnected to terrorism, and with the independent production of guidebooks, instructions, and
warnings about malware.
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•

From the publications of the computer section of the jihadist forum "Shamuh al-Al-Islam" affiliated
with ISIS7:
o

A user recommended using the website https://10minutemail.net to distribute the
organization's propaganda materials to email addresses. He warned against using Gmail
claiming that Google collects information about users through its various services. He also
recommended using a VPN like GateVPN to disguise personal computer information.

o

A guide to using the RocketChat encrypted messaging software from a communications
agency called Qimmam. The opening remarks of the guide state that since 2018 there has
been no supervision of the application, so that it is a "technological safe haven"
(TechHeaven) for ISIS supporters. The tyrannical regimes in the West. "In the
correspondence, the media institution recommended using the chat applications RockeChat
and Hoop.8

7

June 2020, https://alshumukh.net/forum/

8

June 2020, https://alshumukh.net/forum/
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A banner posted on the Shmuh al-Islam forum calling on ISIS supporters to continue consuming the
organization's propaganda materials through the Rocket Chat application

•

From the publications of the technology section of the weekly publication "Ibaa", which publishes
on behalf of the "Hayat Tahrir al-Sham" organization in Idlib, Syria9:
o

An article on the importance of saving passwords for websites and emails against theft. The
article also mentioned tips for keeping passwords secure. For example, it was recommended
to write a password that is difficult to identify.

o

An article about alternative search engines for Google on the web. According to the author
of the article, the search in the Google engine is not safe because the company collects
information about the users and therefore more secure search engines such as DuckDuckGo
must be used.

9

Apr-Jun, 2020. Ibaa.
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o

An article on the importance of using encrypted chats such as Riot.im, Wire, Signal and
Conversations. The author warned not to use Messenger, Viber, Whatup chats because they
are linked to intelligence means that collect information about users, and also warned
against using the Telegram application.

o

An article on the importance of saving the user's personal information when surfing the
Internet. For example, it is written that it is better to encrypt the data as well as the
computer's IP by using the TOR browser while browsing the Internet.

o

An article about hacking and encouraging readers to deepen their knowledge of computing
and programming to become hackers.

o

An article regarding the correct and secure use of mobile Android devices. For example, it is
recommended to install encrypted chat applications such as Conversations.

The "Technology Security" section

Defense Guidebooks
•

From the publications of the Al-Afaq Communication Institute, which is affiliated with the Islamic
State and focuses on information for secure web browsing:
o

A message that draws users' attention to the possibility of contacting Al-Afaq's technical staff
with questions about technical problems with their computer or mobile phones. To this end,
addresses of accounts set up by al-Afaq on the RiotChat, Threema, and Conversations
platforms were provided.

o

An article entitled "How do intelligence agents track you?". According to the authors of the
article, intelligence agencies are building databases on civilians and taking every step to track
people in the name of fighting terrorism. This is done in various ways, such as: intercepting
text messages on cell phones; Locating the geographical location of users on the network
and cell phones; Hacking attempts at computers, smartphones and social media accounts;
15

Use of mobile towers and UAVs that track user movements; technology companies like
Twitter, Facebook, Telegram; electronic devices that governments use to track the
movements of people such as Saudi Arabia that uses a GPS device.
o

Instructional video for installing Debian software on a computer running a Linux operating
system.

o

A new English-language journal called The Supporter's Security. The first issue dealt with tips
on securely using a smartphone, surfing the net, and using a computer.

Title Page “The Supporter's Security”

•

From the publications of the Al-Kamam al-Al-Khtronia media group, which assists in advocacy for
ISIS, in April-June 202010:
o

A warning against using Zoom messenger software. This is on the grounds that it has flaws
in its security and is under surveillance by intelligence means.
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o

A warning about a security breach in Samsung mobile devices that has existed since 2014 .

o

A warning about spying activity on linkedin and TikTok.

o

Technical tips on how to avoid hackers on the WhatsApp application.

Apr-Jun, 2020. RocketChat
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Warning against using Zoom messenger software

Offense
Terrorist organizations continued their efforts to improve their offensive capabilities, but at this stage they
do not reveal significant technological abilities in this area. Nevertheless, it should be taken into account that
these organizations can hire external bodies, such as those who identify with terrorist ideas or organized
crime, and can acquire such abilities from terror-supporting states.
•

In April 2020, the hacker group Cyber Caliphate Shield, which is affiliated with the Islamic State,
released a video documenting hacks that its members committed on websites in South Africa and
amounted to corruption (DeFacement). They claimed the attacks were carried out in retaliation for
their alleged involvement in activities against jihadist operatives.11

11

April, 2020. Telegram.

17

Banner of the video, and images of vandalism of South African websites

•

In another video released by the hacker group Cyber Caliphate Shield in June 2020, hacks were
recorded on websites in the United States, including the Los Angeles Police Officers Association
website, which contained personal information from within the department.12

Banner of a video documenting activities for websites

•

During April – May 2020, The Jerusalem Electronic Army, a group of hackers from Arab countries
along with other countries, claimed responsibility for hacking into a series of Israeli academic servers
and websites and accounts of Israelis. They took responsibility for a breach at the Be'er Sheva College
of Technology, the Weizmann Institute and the bank account of a chemical plant manager in Israel.
The group released a video called "The Last Promise" documenting some of the hacking operations
it carried out in conjunction with two other hackers, AES and Anonymous Islamic. In addition, the
group published a banner detailing the attacks and another banner in which it stated that Israel was
hiding the wave of electronic attacks on its servers and sites from the eyes of the Israeli public.

•

On May 22, the group claimed responsibility for further hacking operations to mark Jerusalem Day,
which was set by former Iranian President Khomeini. This is what she noted in a video and a series
of banners that she announced that she had managed to break into four central Israeli servers,
including the Knesset website; Institute for Strategic Studies; David College; Served at a yeshiva
university and sent training videos of the Izz al-Din al-Qassam Brigades, Hamas' military wing. The

12

June, 2020. Telegram.
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group also claimed that it had hacked into 12,000 Israeli accounts on social media, including 8,000
Facebook accounts and 4,000 email accounts.

Banner of the video of hacking attacks on Israeli servers and websites

Photos showing alleged evidence of the group breaking into Israeli websites
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Far-right Extremism
Operational
Propaganda and radicalization
The various forums of the far-right continue spreading propaganda for the purpose of radicalization.
On April 15, 2020, an 8Kun board on the darknet published a post describing the desire to spread the ideas
of nationalism, and make people believe in something bigger than themselves. The intent is to spread the
idea in more places outside of this board.

Additionally, on another anonymous board, Endchan (April 13, 2020) the poster intends to convert others
to radicalization. The post suggests organizing into groups to spread propaganda. Not to talk about Nazism,
but to show that the goal is to help people, to love your family and your country. It is also recommended
to establish small communities in the residential area so that it will be possible to help each other. This way
people will see that it is not just a group of "crazy" people who want to kill blacks and people will want to
join and believe in these ideas.
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Far-right activists see the fact that people lost their jobs due to the coronavirus as an opportunity to
radicalize them.
For example, it was claimed in a post published on 8KUN on April 18, 2020 that this is now the most
appropriate opportunity for spreading propaganda, since everyone is at home and surfing the Internet.

Another post published on the 8kun board on April 16th claimed that nationalist ideology could be spread
through the production of music and games that would be distributed via the Internet and social media.
The post claims that many Americans have lost their jobs and therefore this is an opportunity that has
never been like it to convince people to support them.

The propaganda includes suggestions for ways to organize and act to recruit people.
For example, a post published on 8Kun on April 19th stated that power will only come if there is unity. It is
impossible to act if you do not organize and operate within an organization. The author of this post says
that no revolution was successful in which the instigators sat and waited for those in power to fall before
they decided to organize and fight back. The author says that in the few occurrences when this did happen,
it took hundreds of years to achieve stability afterwards and the interim was filled with violence and
needless fatalities. They must therefore act as an organization that recruits people to its ranks. The writer
of the post even claims that he is willing to go to jail or even die for the cause and asks others why they are
not willing to do the same.
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Defense
Far-right activists are striving to protect their identity in cyberspace.
For example, a post was published on 9Chan (April 23, 2020) that provides links that instruct how to
maintain anonymity online and how to identify "agents".
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On the Telegram channel (April 22, 2020), additional rules were published explaining how to maintain
anonymity online.

In order to protect themselves from security forces and "traitors", on April 15, 2020, the National Socialist
Agency (NSA) announced the establishment of an "intelligence agency" – the agency will take part in people
from all over the world who share the same views concerning racial ideology.

Offense
Right-wing activists are writing posts calling for the killing of minorities.
For example, 8Kun published a call for the killing of Jews, leftists, and other enemies of "whites", such as
people who are led by the Jews and do not know how to think for themselves.
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Far-right activists continue to implement doxxing. In a post on 8Chan (May 4, 2020) details were published
of a student of Persian descent who is alleged to have said on Twitter that she hates boys and is willing to
kill them. According to the writers of the post, the university where she studies were aware of the situation,
but did nothing. The post contains the student's personal details, including telephone and address.

Various posts publish guidelines for printing weapons with a 3D printer. In April, a post was published on
8Kun (April 26, 2020) with a link for 3D printing of weapons.
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Various posts call for kinetic attacks.
In one of the posts on Telegram (May 06, 2020), for example, they call for a war against infrastructure and
targeted killings, claiming that it is difficult for the enemy to fight against this type of attacks, especially
during the coronavirus period.
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International Response
Geopolitics and Terrorism
•

Germany - On May 28, The German Ministry of Foreign Affairs announced that the German
federal prosecutor had issued a sealed arrest warrant for Dmitry Sergeyevich Badin, a
Russian military intelligence officer, over the 2015 Bundestag hack. The breach led to the
infiltration of 16 GB of sensitive emails and documents, and caused other damage to the
extent that the Parliament's information technology network had to be completely reworked.
The ministry also announced that they would pressure the EU to implement restrictive
measures (EU cyber sanctions) against Badin and anyone involved in the Bundestag hack.
13

•

The EU is preparing to impose sanctions on a group of Russian hackers, after the German
government announced it "has evidence" related to members of a Russian hacking group in
the 2015 Bundestag. Implementing restrictions in response to an attack like this would signal
that sanctions would likely be imposed on anyone who commits a similar attack. 14

•

Australia - The Australian government announced plans to set up the country's first task force
dedicated to combating disinformation campaigns, under the Ministry of Foreign Affairs and
Trade (DFAT). Foreign Minister Maris Payne accused China and Russia of "using the
pandemic to undermine liberal democracy" by spreading misinformation to manipulate the
discussion on social media. 15

•

Israel - In April, Israel foiled an attempted cyberattack against its water systems, allegedly by
Iran. The head of Israel's national cyber network, Yigal Unna, stated that the goal was to
disrupt Israel's humanitarian water system. The attack was designed to cause physical
damage through hacked command and control systems. This is a sign of the transition to the
use of cyberattacks aimed at humanitarian purposes. 16

13

https://www.lawfareblog.com/case-against-eu-cyber-sanctions-bundestag-hack
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https://www.politico.eu/article/europe-reached-its-tipping-point-on-russian-hacking-germany-bundestagcyberattack/
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https://theconversation.com/chinas-disinformation-threat-is-real-we-need-better-defences-against-state-

based-cyber-campaigns-141044?&web_view=true
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https://www.israelhayom.com/2020/05/28/failed-cyberattack-on-israel-was-designed-to-trigger-ahumanitarian-disaster/
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Legislation, Policy, and Regulations
•

Hundreds of professionals in the field from the Department of Defense, other federal
agencies, along with other countries worked together at the Joint Headquarters in Suffolk,
Virginia, as part of the 19-1 Cyber Flag, a cyber exercise meant to help prepare for cyberattacks and build partnerships between participants.17

•

U.S. Cyber Command and the National Guard created a new portal called Cyber 9-Line to
provide a two-way interface for sharing malware and gaining understanding of the cyber
threats facing the state. With this new interface, those on guard can relay events to cyber
control, who can respond quickly, offer analysis, and help address any problems. 18

•

The UK Ministry of Defense (MoD) has officially executed a cyber security division, called
The13th Signal Regiment, dedicated to the protection of the UK defense networks for
operations taking place within the UK and overseas.
The 13th Signal Regiment will be in charge of providing "digital armor" to members of the
armed forces in order to provide security to military personnel in the use of their IT and
communications systems while under fire. The ministry said competitors and hostile players
were already forming a “cyber frontline”, and as the landscape of the fighting develops, digital
and cyber capabilities could be increasingly important to national security. 19

Government and Critical Infrastructure
•

A bipartisan group of lawmakers introduced legislation in the House of Representatives that
will create a position for a national cyber security director who will be responsible for the
cybersecurity efforts of the government. The person in this position will serve as the
president's key adviser on cybersecurity along with other technological issues. The director

17

https://www.defense.gov/Explore/News/Article/Article/1896846/cyber-flag-exercise-focuses-onpartnerships/
18

https://www.defensenews.com/dod/cybercom/2020/06/09/cyber-command-creates-new-malware-sharingportal-with-national-guard/?&web_view=true
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https://www.computerweekly.com/news/252484225/Ministry-of-Defence-forms-new-cyber-securityregiment#:~:text=Based%20at%20Blandford%20in%20Dorset,comms%20systems%20while%20under%20fi
re.
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will be responsible for overseeing the formation and implementation of a national
cybersecurity strategy for the US. 20

20

https://thehill.com/policy/cybersecurity/504605-lawmakers-introduce-legislation-to-establish-nationalcybersecurity?&web_view=true
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ABOUT THE ICT

Founded in 1996, the International Institute for Counterterrorism (ICT) is
one of the leading academic institutes for counterterrorism in the world,
facilitating international cooperation in the global struggle against
terrorism. ICT is an independent think tank providing expertise in
terrorism, counterterrorism, homeland security, threat vulnerability and
risk assessment, intelligence analysis and national security and defense
policy.
ICT is a non-profit organization located at the
Interdisciplinary Center (IDC), Herzliya, Israel which
relies exclusively on private donations and revenue
from events, projects and programs.

ABOUT ICT CYBER-DESK

The Cyber Desk Review is a periodic report and analysis
that addresses two main subjects: cyber-terrorism
(offensive, defensive, and the media, and the main topics of

jihadist discourse) and cyber-crime, whenever and
wherever it is linked to jihad (funding, methods of attack).

The Cyber Desk Review addresses the growing significance that cyberspace plays
as a battlefield in current and future conflicts, as shown in the recent increase in
cyber-attacks on political targets, crucial infrastructure, and the Web sites of
commercial corporations
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